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[bookmark: _Toc72522900]Introduction:
The application I have built used several technologies which were demonstrated. During the entire process, my time management and practical skills were challenged and therefore this document aims at addressing some of the shortcomings and failures covering a wide array of subject areas including; the use of technologies chosen, the use of front-end technologies, the functional requirements of the project, the production environment of the web application, any potential security implications and finally the project structure.
[bookmark: _Toc72522901]The use of Laravel 
The use of Laravel enabled me to use several functional system requirements which meant I did not have to do any coding at all in some sections. Laravel also handles security imperfections by adding an existing package of security already into the web application known as livewire. Livewire meant I could take advantages of certain user profiles by catching the ID of actively logged in users which meant I could code additional elements which helped validate user accounts with quizzes taken. Laravel was styled using Bootstrap which has several advantages for this project over CSS mostly down to the easy integration into the project with no internal styling sheets. 
The first problem I came up against was the fact Laravel was quite a large application so storing it was a problem when developing over multiple systems, Laravel also had several elements I did not use which could affect how quickly the application loads due to software bloat. Development efforts could not be established across multiple systems as previously mentioned mostly down to the size of the project, but also compatibility issues. Laravel runs on multiple versions of PHP and therefore, if PHP 7 was pre-installed on one machine, it will not work on another machine with PHP 8. Updating these versions might seem simple but it is hard to integrate newer versions. 
The file structure of Laravel was often disorganised consisting of many sub-folders and files and therefore, navigating the actual developmental suite harder than it should be. As I have previous mentioned a number of these folders and files were not directly used by me as a programmer and therefore meant my programming decreased rather than increased because I spent most of my time looking for relevant files I needed to complete the build. The use of vue.js as a RESTFUL API meant calculating the answers and creating a fully functional front-end was hard, this meant I was essentially building an entirely new application when in fact It was down to lack of knowledge and understanding. Building the web application on a personal note meant I often was left feeling frustrated that individuals’ elements were not functioning as expected, or the work I did produce was not the best I could do.
[bookmark: _Toc72522902]If I had my time around again:
If I had my time around again, I would focus more on the choice of sockets and the front-end of my application as I believe this is what let me down, to begin with. This was also reaffirmed based on user feedback where they said a lot of time and care had been taken with the server-side, but the client-side has mostly been neglected. The use of HTML fresh requests meant my front-end was far less efficient when compared to other conventional methods. The use of an entirely new front-end client which would be segregated from the main system but remains to communicate via a CORS connection would mean the only function the client would do is make API requests to the server rather than HTML requests returning JSON. The use of Laravel as a framework did, however, make the implementation process easier as previously mentioned. 
My lack of experience and knowledge on implementing a client/server application meant my programming and planning ultimately let me down when implementing such solutions and therefore, in the future more care should be taken when addressing new concepts. 
[bookmark: _Toc72522903]The use of vue.sj as a front-end
The specification of the assignment meant I needed a front-end and a back-end which utilises a CORS connection between two different systems. Laravel acted as a RESTFUL API which converted the routes, I had created into functional JSON files therefore, the use of an API was an easy process. The next challenge was establishing the front-end elements that would act as a communication barrier between Laravel and the front-end elements. Vue.js was the chosen front-end technologies as it allowed me to integrate elements of the front-end into the Laravel project incrementally, per the project requirements. 
Vue.js also has vast amounts of tools and companion libraries allowing me to respond to complex needs. Like Laravel vue.js was incredibly easy to integrate as it is based on a JavaScript framework making it an ideal choice for new applications and existing ones. Its detailed documentation makes fixing potential problems easier. Using its MVVM architecture I was able to establish two-way communication using HTML blocks and thus seems like Angular.js with the added benefit of HTML speed. Vue.js combines the peculiar features from all other versions or frameworks and thus was the ideal choice for this project. Vue.js was, however, a new learning curve and adding complex needs while balancing personal commitments meant I was unable to incorporate a properly functioning front-end. 
[bookmark: _Toc72522904]Scalability of the application with the incorporation of currency: 
The application I had designed and implemented is not considered production-ready however if I was to ensure the scalability of such a project was to be addressed there would be several fundamentals I would address. Server load should be addressed to address spikes in traffic data, in this instance, this would be the generation of users using the quizzing sites or uploading new topic areas using AWS (Amazon CloudFront) as a CDN solution we can direct traffic to a cloud-based service which has 113 points of presence (102 Edge locations and 11 regional edge caches) [7] This is considered efficient caching if or when server traffic is pushed. We can also reduce the read load by adding more read replication cycles – MySQL provides a mirror replication for database design, this would have allowed me to establish one-way, asynchronous replication, in which one server serves as a singular data source of information while the other remains replicas, this would cater for easier read workloads, provide high viability, and increase geographical redundancy. [6]
I would also introduce a way to reduce write requests such as introducing queues to process asynchronous communications. Amazon again allows users to use a service known as SQS (Or Amazon Simple Queue Service), this service utilises DQS using batch processing via the Amazon Simple Queue Service, this would allow me to control the traffic and allow only a certain amount of individual onto the site. The fewer HTML requests the API requests, the faster the site will load.[7] The use of a caching engine would have served as an advantageous solution to increase data retrieval performance by eliminating the need for constant communication with the server instead, most questions and answers can be stored locally on the client machine which will make data more transiently. [8]
[bookmark: _Toc72522905]Functional requirements:
At the beginning of this project, I set out to fulfil several functional and non-functional requirements, I have successfully demonstrated that the requirements were met however, several requirements were taken away because I simply couldn’t implement them due to lack of time and knowledge therefore, in the future I should pay more attention to the time I am conducting individual elements and learn new technologies quickly. The process of learning to code new technologies meant the solution I ultimately did end up creating was not production-ready and was a completely new concept to me. Using my pre-existing knowledge of programming and planning I came up with a plan to implement said systems using a Gantt chart, this chart could have been followed more strictly which would have meant a more fulfilled and built product that might be production-ready however, as seen in previous segments this was not the case. In the future, I would pay more attention to learning new concepts while simultaneously observing the Gantt chart whenever I felt I was losing track of time or delegates.
[bookmark: _Toc72522906]Production environment:
The created solution I have created would not be considered production-ready because it lacks several functional elements that would be needed by a client for it to function as once envisioned. The client of my quiz-based system would be primarily targeted at teachers or those interested in creating quizzes that would test an individual’s knowledge on a particular subject. As the application stands it lacks a functional data entry point for in-experienced users to simply add topics that would consist of questions and answers and therefore, would not be suitable for the common person. A teacher could not be expected to enter PhpMyAdmin whenever they wished to add a new topic because they simply would not know how to plus, it goes against several programming rules that apply to user interface design such as Nielsen’s rules on user interfaces. [1] Nielsen’s states several rules that should and could have been followed such as, learnability of the UI, Efficiency, Memorability, the prevention of errors and finally satisfaction in the form of documentation and logical planning. [1] 
Although the created solution caters for user validations and user acceptance testing, this process could have been more detailed and asked a broader range of questions that could have been used as a decision-making process when implementing the system. The use of validation has been applied but some elements as part of the system are lacking such as the front-end where validation is non-existent and therefore opens the application to a whole range of potential security implications. These implications could not only breach the law (If detailing with sensitive information) [2] but also breach my reputation as a programmer. The server-side front-facing elements are nicely designed and represent a visually appealing interface however, the front-end lacks visual representation and makes the system seem less professional as careful consideration and planning have not been addressed.
The front-end also does not include any validation at all which even showcases the passwords whenever a user enters them. The use of segregation for the front-end would have also made the security of the two systems better as a proper hierarchical chain has been adhered to and thus, limiting the levels of access for each subgroup that might have access to it (For example, student group, topic group, admin group). To ensure this application is production-ready a lot of time and effort is needed. The use of logical planning from scratch would be advantageous and so would the functional requirements of the system. The use of a developmental methodology such as prototyping [3] would be beneficial as it would give the key stakeholder a real insight into the development of the system where they would have a say in all aspects of design, development, and deployment. The use of a wide array of tests would also need to be conducted such as unit testing, usability testing, system testing, model testing, and finally acceptance testing which would ensure the system is presented to a client in a more complete situation. 
Although I believe the created application, I have created is not the best I could do, and certainly by no means is a complete picture of my intellectual capabilities, it does showcase a proof of concept that two entirely different systems are communicating via COR’S functionality. It also has met the functional requirement as defined at the beginning of the project.
[bookmark: _Toc72522907]Security:
The use of security technologies for any individual or business is important in ensuring a production-ready application is obeying the law and is safeguarded against any potential security risk. A study conducted by Hiscox Foundation found that 65,000 attacks occur in the UK every single day (Or one every nine-teen seconds) [4]. The study highlighted the need for continuous developmental standards to ensure security is at the utmost of all developmental efforts in system deployment. The created system I have created already caters for many securities safe-guard. With Laravel, advanced security functionality is easy to configure, Laravel utilises a B crypt hashing algorithm and thus, never saves passwords in any database. When we compare this to other PHP frameworks, Laravel has a much better user atheisation which makes restricted access easier to create. This meant, during the implementation process I could use composer to create a Laravel package that caters for security implications for me. Another package used was Jetstream which allowed me to create user accounts and registration with all necessary security measures taken such as encryption and authorisation. Two-factor authentication was a build-in feature that meant only legitimate users would register. [5] 
The front-end client, however, was a completely different story, due to problems configuring node.js (a terminal error, failing to update) I opted to use vue.js as a preferred backup choice as I have had previous experience using it however, since the last time I used it, it had changed completely and therefore implementing a functional front-end was more difficult than expected. As previously stated, node.js was going to be my choice for a front-end as the implementation process would be considered easier based on pre-existing documentation and expert advice. The front-end is perhaps the most depressing element of my application as no validation and no security precautions have been taken. This is mostly down to lack of knowledge on the subject and problems incorporating a functional hashing system into the code, this meant my front-end would be susceptible to cyber-attacks if and when this was to become a live environment. 
[bookmark: _Toc72522908]Project Structure: 
Laravel is a complete framework that allows dependencies such as composer to be easily integrated into an existing project however, as Laravel has several functionalities already existing it is quite difficult to simply “swap and change elements” with alternative technologies however, the front-end using vue.js isn’t entirely finished and therefore, additional functionality could be added to further enhance the look and feel of it. This includes styling it with bootstrap and adding all security protocols as seen with the server-side element. Having exposed the API routes using the Laravel route file “API.PHP” we could then quite easily turn these requests into any technology we choose. 
As previously mentioned, I initially opted to use node.js however, integration issues with my actual hardware component prevented this was happening and therefore vue.js was a close second. If I had implemented this project using node.js as a front-end I believe this project would have been a lot more complete with the incorporation of validation, security protocols, and HTML requests. IN doing this, it would mean the scope of the project can be adapted as individuals’ elements can be removed or added dependent on the programmers' preferences. 
[bookmark: _Toc72522909]Conclusion:
Ultimately, this project successfully created a client and server application that addressed a number of functional requirements as defined at the beginning of the project. I conducted a brief history into what exactly quizzes are while justifying their purpose. I then Showcased a list of operational schemas which would state what a student can and cannot do, and the same was applied to the admin side. The application planning considered alternative technologies that could be used against the chosen technologies with justifications for their rejection. Data analysis and design were then conducted to showcase how the routes between an API request and vue.js could be established using a CORs functionality. Application logical planning and design was then conducted using a wide array of charts that showcases the direction of data and the flow of processes, this included a data dictionary for each table within the database. The Gantt chart helped informed decision making by clearly showcasing delegates and subtasks, the use of wireframes meant I could showcase exactly what the application will look like and finally, the finished product was tested against a wide array of different elements including user acceptance testing.
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