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Executive Summary

Overview
This report is split into two parts. Part 1 will cover company reputation and will explain how and why companies use social media platforms to market their brand also known as Social Media Marketing and will also be looking at the security risks that companies deal with and the precautions they can set in motion to avoid falling victim to them. Part 2 will cover customer regulations and profiling and will explain how companies collect data from their customers and what they use their data for along with the security ramifications and precautions to protect data. The topic of this report is important to undertake because the general public spend a lot of their time shopping and have accounts online and the majority of businesses operate online, therefore this brings many security risks which can have a devastating impact if not careful. 
Key Findings
The core results found when undertaking this report is that companies use social media as a key resource of interacting and building relationships with their customers. Another core finding was how companies collected customer data which they used to create customer profiles through the usage of cookies and online surveys which are also used to tailor the shopping experiences for customers. Lastly, security ramifications and precautions for protecting customer data such as GDPR gives customers more control over their information they share with companies. For companies, the main precautions they set in motion are employee training, using anti-virus software and firewalls to prevent any breach and to finish off, offering security features to customers such as two-factor authentication and the measures Amazon take to protect customer data.       
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For this report, the first task is to investigate company reputations which includes how they use social media to market their brand and looking at security ramifications that these companies are in risk of and how they can take precautions to avoid falling victim to them. The second task is to explore the customer profiling and regulations of a company such as collecting customer data and what they use it for and again looking at the security ramifications that pose as risks and how companies can take precautions. Amazon will be used as an example of how companies use social media to market their brand.  
[bookmark: _Toc535269021]Company Brand

A strong brand identity for a company determines how they are perceived and interacted by their customers (Theisen, 2016). This makes it the critical groundwork for expanding customer loyalty and competitive advantages. An example of a company brand identity is Tesco being viewed as a local, helpful and friendly store (Lake, 2018). The brand experience of a company can be promoted through different methods such as, promotional events and marketing (also through social media) (Bain, 2018). A company that fully operates online has the full advantage of advertising multiple products at once and getting to know a customer’s habits but does however lack some benefits of brick and mortar interactions which include speaking to customers face-to-face and using flattering approaches to customers.  
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Social media plays a large role in modern life as it has made a reliable impact on people’s lives and how it changes the routine that consumers live every day. Since social media has become involved heavily with the business world, a lot of large and small companies now use a variety of social media platforms to market their products, brand and to engage with customers (Rouse, n.d.). With the use of social media, companies can further market their brand, maintain and improve customer relationships and promote brand deals along with product developments and special offers (Tuten & Soloman, 2017). For a business to achieve a successful impact on social media, it is essential that they comprehend their core objectives, target audience and developing genuine approaches that will gain attraction and belief from their audience (Ryan, 2015).     
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When it comes to e-commerce, Amazon is the main company the general public know about. The company has a solid comprehension of the affects that a strong social media strategy can bring along with the comprehension of their target audience. Having a central branded account alongside verified accounts based on each separate product of theirs such as Amazon Video, Amazon Music and Amazon Web Services, they use the power of social media to its maximum potential for customer service and marketing purposes.
Facebook
The company has over 26 million likes on their Facebook page. Their page consists of product listings of ‘Retail and Consumer Merchandise’, which is utilised to market their offers to the consumer community, own products and feature special deals. The company alongside their core Facebook page, have other specific accounts on Facebook relating to their other products such as Prime Video. Just like their core account, the company’s goal of using Facebook is to draw consumers’ attention to applicable offers and products as a method to increase consumer interest and gain sales (Gandey, 2016). This gives the company’s brand an engaging, outstanding and strategic approach to social media marketing. 
Twitter
Amazon use Twitter to comprehend how the power of social media is not just a marketing tool, but also can be directly combined into e-commerce. The company has enabled this by letting users send desired products to their shopping basket straight for Twitter by using the #AmazonCart hashtag when responding to product tweets (Gandey, 2016). The company’s use of Twitter gives them a collaborative and simplified approach to social media marketing. 


Instagram
Amazon use Instagram for the purpose of focusing on visually engaging content and products. They also post many pictures of animals having fun with Amazon branded boxes. This is because the company are aware that people love animals and find them appealing so they use this social media platform to increase their brand reach (Gandey, 2016). Using these types of images on Instagram clearly shows their brand as appealing, friendly and approachable on marketing terms to customers.    
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Since companies heavily operate on social media, they are in risk of several security breaches that can put sensitive data in jeopardy (Thompson, 2019). On some occasions, the cause of security breaches is not just from the actions of hackers but can also result from the lack of effort being put in by employees to prevent them. The top most likely causes of security breaches include:
Uninformed or Careless Employees
Risk - Employees that haven’t been trained in security practises and use weak passwords tend to click on suspicious email links, open any attachments or visit unauthorised websites and pose large security threats to the company’s data and their employers’ systems.
Solution – This kind of risk can be prevented by training employees on cyber security on a regular basis about using strong passwords, keeping wary of suspicious emails and websites and to provide ongoing support for them just to ensure that they know what they are doing (Schiff, 2015).





Dissatisfied Employees
Risk - The worst form of attacks towards a company are internal attacks. These are the largest threats posed against the company’s data systems. Employees that are dissatisfied especially from the IT department with access and knowledge to networks, admin accounts and data networks can cause major damage.
Solution – The solution to this is to identify all valid credentials and accounts of current employees and to terminate the credentials and accounts of those that no longer work at the company (Schiff, 2015).
Security on Mobile Devices
Risk – If an employee were to use their mobile device to access company information while working or even after work, this would result in business confidentiality being more vulnerable. A lot of companies around the world let their employees use their own devices whilst in the workplace which enhances the exposure to viruses, malware and other security related issues.
Solution – Employees should never use their own personal devices when accessing sensitive company data and to just use the official devices of the company that has built in cyber security tools (Panchal, 2019).    
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Customer data is a key focus area all its own. From predictive analytics and consumer behaviour, companies regularly collect, store and examine heavy amounts of data based on their consumer base daily. There are even some companies that have built a whole business model based on consumer data, with this they either sell to third party businesses or create targeted ads (Uzialko, 2018). There are many ways a company can collect data but their key method of collecting data is by monitoring consumer activity on the social media sites and websites of the company. Another example based on this is location-based advertising, this utilizes the IP address of a device that’s connected to the internet along with other devices to which it has interacted with to create a personalised data profile. The information is later used to target the user of said device with relevant, hyper-personalised advertising (Uzialko, 2018). Companies also collect information from customers by occasionally requesting them to fill out an online survey which is optional. The data that is collected by companies includes the name and contact details of consumers which enables direct marketing and personalised communication, transaction history which indicates the preferences of the consumer along with what products they’re more likely to purchase and shows how valuable of a customer they are. Lastly, companies collect data on users’ gender, age, profession and hobbies and interests, this enables the company to build a clearer image of their target customers which also enhances the opportunity to tailor the experience of the customers with new product developments (Smarta, n.d.). This information on customers is collected by companies through using cookies on their websites as cookies monitor the users’ shopping habits and activity and is later used to tailor the shopping experience for the customer by advertising products similar to previous searches or purchases to further meet customer satisfaction (Eliezerov, 2018).    
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Once companies have built numerous profiles for their customers, they need to ensure that all that data is kept highly secure and to keep it from being lost, hacked or stolen. There are several ways that companies enhance security on customer data. One method of data protection is using GDPR (General Data Protection Regulation). This allows citizens within the EU more control and power over their personal data. The terms of GDPR enforces organisations to be sure that personal data is collected legally and under stem conditions, and to those that gather and manage it be obliged to keep it safe from exploitation and misuse along with respecting the rights of data owners (Palmer, 2018). Companies that do not comply with GDPR can face large fines up to € 10 million or € 20 million (Burgess, 2018). The other security threats are as followed:
Phishing – The solution to this is to have employees undergo training on how to spot suspicious emails and websites and another solution is to introduce email polices that remind employees what to do and what not to do (Panda Security, 2016).  
Social Engineering – This can be kept away from becoming a threat by using the same solutions for Phishing. Employees undergo training and introduce email polices (Agrawal, 2017). 
Hacking – Hacking can be very dangerous when done successfully and without issue so the solutions for this type of threat is to use a firewall, an anti-virus software and two-factor or even biometric authentication (Chang, 2017).   
Malware – This type of threat can be prevented by using a firewall, an anti-virus software (very similar to a virus solution) employee training and email policies (Benton, 2014).  


Amazon is a large shopping company that operates completely online without any aspects of Brick-and-Mortar. Many customers have active accounts with the company which means that the company holds a lot of sensitive data and therefore must take heavy measures to keep data secure. 
· The company protects the security of customer data by using an SSL (Secure Sockets Layer) which encrypts any information that customers share with the company (Amazon, 2019).
· The company follows the PCI DSS (Payment Card Industry Data Security Standard) when holding data on credit cards (Amazon, 2019).
	Threats
	Probability 
	Cost
	Impact
	Solution

	Phishing
	0.9
	£50,000
	£45,000
	· Employee Training
· Email Policies
· Outsource data 
· Insurance

	Social Engineering 
	0.8
	£50,000
	£40,000
	· Employee Training
· Email Policies 
· Outsource data
· Insurance

	Hacking
	0.9
	£1,000,000
	£900,000
	· Firewall
· Anti-virus
· Authentication

	Malware
	0.5
	£10,000,000
	£5,000,000
	· Firewall
· Anti-virus
· Employee Training
· Email Policies


· The company occasionally requests for proof of identity before revealing personal information to customers (Amazon, 2019).
· The company offers security features within their devices as a method of protection against unauthorised access and data loss. Key security feature offered is two-factor authentication (Amazon, 2019).   
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