Task 1
Research on Hypervisor
A hypervisor, or Virtual Machine Monitor (VMM), enables multiple isolated operating systems to operate concurrently on a single physical host by abstracting CPU, memory, storage, and I/O resources into virtual machines (VMs) [2], [3]. Two architectural models exist: Type 1 (bare-metal) and Type 2 (hosted). Type 1 hypervisors run directly on hardware and schedule resources without relying on a general-purpose host OS layer, reducing overhead and limiting attack surface exposure [2], [3]. This architecture is widely associated with enterprise deployment, where predictable performance, workload density, and stronger isolation boundaries are priorities [2], [3].
Type 2 hypervisors run as applications on a host operating system and inherit host driver stacks and patch cycles; this can increase overhead and expand the attack surface compared to Type 1, but also improves usability and compatibility for non-dedicated hosts [2]. For a student lab topology hosting Windows Server 2022 for AD DS within SWANSEA.ACCA, a Debian CLI server, and client VMs across segmented networks (192.168.1.0/24, 192.168.2.0/24 and a /30 transit), key requirements include multi-NIC support, flexible virtual switching, stable performance under constrained resources, and rapid rollback for troubleshooting [1]. Snapshot functionality is valuable when experimenting with AD DS/DNS configuration because misconfiguration can require recovery if rollback mechanisms are absent [1].
While Type 1 aligns most closely with production best practice for security and scalability, the constraints of a single physical host and the need for iteration favour Type 2. The trade-off is managed by treating the host OS as part of the security boundary and maintaining patch hygiene [3].

Research on IP Addressing
IP addressing enables communication across segmented networks by providing hierarchical, logical identifiers that are independent of physical hardware addressing. When packets traverse networks, routers examine the destination IP address and select a forwarding path using longest-prefix matching against routing table entries [7]. This hierarchy supports scaling beyond a single broadcast domain by enabling aggregation and structured delegation of address space.
IPv4 uses a 32-bit address space represented in dotted-decimal notation. Although 2³² provides ~4.3 billion theoretical addresses, early allocation models and sustained growth created practical exhaustion pressure, requiring optimisation techniques rather than a simple continuation of the original allocation strategy [7]. Classless Inter-Domain Routing (CIDR) improved utilisation by allowing flexible prefix lengths, enabling route aggregation and reducing routing table growth in core infrastructure [8]. In practice, CIDR supports structured division of network and host portions (e.g., /24 vs /30), where prefix length controls the number of host addresses and the scope of a subnet. In this topology, private IPv4 networks 192.168.1.0/24 (Swansea) and 192.168.2.0/24 (London) provide LAN segmentation and contain broadcast traffic within each site [9]. A /30 transit network is used for point-to-point links to minimise unused space while providing exactly two usable host addresses, supporting efficient WAN simulation and clearer routing boundaries [8]. Subnetting reduces broadcast domains and improves policy control, while VLSM principles align allocation with actual network size requirements [8].
IPv6 expands addressing to 128 bits, removing exhaustion constraints and improving hierarchical allocation, aggregation, and operational efficiency (e.g., multicast in place of broadcast, simplified header processing, and SLAAC) [10]. Even where IPv4 is used, IPv6 awareness supports enterprise readiness and future-proof design [10].

Research on Routing
Routing enables packets to move between segmented networks by evaluating routing tables and selecting the most specific matching route via longest-prefix matching [7]. Without routing, subnetting creates isolation: devices can communicate locally within a LAN but cannot reach hosts in other subnets, even if IP addressing is correctly assigned.
Static routing is a manually configured approach where administrators define routes explicitly. Its operational strengths are predictability, low overhead, and minimal control-plane traffic, which can be beneficial in small, stable topologies where paths and subnets rarely change. However, static routing does not automatically respond to topology changes; updates rely on human intervention, which becomes error-prone and difficult to scale in larger environments. In contrast, dynamic routing protocols exchange route information automatically, supporting adaptive path selection and resilience to failures. For example, OSPF distributes topology information and computes shortest paths [11], while RIP uses distance-vector behaviour and periodic updates [12]; both improve adaptability but increase protocol overhead and introduce configuration complexity compared to static routing.
A key operational concept is convergence: the time required for routers to reach a consistent view of routing after a change. Static routing has no convergence mechanism because routes do not update automatically; dynamic routing converges based on protocol behaviour and network size, with performance varying by algorithm design [11], [12].
Given this coursework topology is small-scale, with clearly defined subnets and expected stability during deployment, static routing is proportionate for Coursework 1. It reduces complexity while allowing deterministic testing of segmentation behaviour. Additionally, the Debian server’s role as a DHCP relay and the Windows Server’s domain services benefit from predictable addressing and stable paths. If Coursework 2 introduces additional routed segments, redundancy, or topology change, dynamic routing may become justifiable [11], [12].

Research on Network Services
Virtual Private Networks (VPNs) provide secure communication across untrusted networks by creating encrypted tunnels that protect confidentiality and integrity. From an enterprise best-practice perspective, VPN security depends on robust cryptographic configuration, controlled access policy, and authentication mechanisms; IPsec architecture and guidance stress correct policy selection and secure key management to prevent downgrade or interception risk [17], [18].
Dynamic Host Configuration Protocol (DHCP) centralises IP allocation through leases, reducing manual configuration errors and enabling consistent addressing policy across subnets [13]. In multi-subnet environments, DHCP relaying forwards DHCP messages across routing boundaries so clients can obtain configuration from a central service [13]. This aligns with your topology where a Debian host acts as a relay between segmented networks, supporting scalable administration and scope governance. Best practice includes careful scope planning, exclusions, monitoring for conflicts, and avoiding lease instability for infrastructure services [13].
Active Directory Domain Services (AD DS) provides centralised authentication, authorisation, and policy enforcement for domain environments such as SWANSEA.ACCA [14]. Domain services depend heavily on DNS for service discovery and reliable domain controller operation, so DNS correctness becomes a foundational requirement rather than an optional enhancement [15]. Centralisation strengthens governance but creates risk if resilience is not designed (e.g., redundancy, controlled administrative roles, and audit logging), enterprise practice mitigates this via least-privilege and resilient domain controller design [14], [15].
A Certificate Authority (CA) underpins PKI by issuing certificates that establish trust for secure services and authentication workflows; in Windows environments, AD CS supports certificate-based security services [16], making certificate lifecycle governance and private key protection critical. Collectively, VPN/DHCP/AD DS/CA form an interdependent set of services that enable scalable, policy-driven enterprise architecture [13]–[18].


Task 2
Choice of Hypervisor
Oracle VirtualBox, a Type 2 hypervisor, was installed on the host operating system and used to deploy the complete virtual topology [1], [2]. It was selected due to its snapshot capability, enabling rapid rollback during configuration and troubleshooting, and its support for multiple virtual network adapters per virtual machine [1]. Snapshot functionality was particularly valuable during domain configuration and IP testing, as it allowed restoration to known stable states without rebuilding systems. This is especially important when configuring services such as Active Directory Domain Services (AD DS) and DNS, where incorrect configuration can cause authentication or name resolution failures that would otherwise require time-consuming reinstallation.
Internal Network mode was configured to create three isolated virtual segments: Swansea LAN, London LAN, and the 20.0.0.0/30 transit network. This configuration ensured complete lab isolation and prevented interference with the host’s physical network environment, aligning with segmentation principles described in hypervisor and virtualisation literature [3], [4]. By using Internal Network mode rather than bridged or NAT modes, the topology remained fully self-contained, ensuring predictable behaviour and eliminating unintended connectivity to external networks. This reflects controlled lab deployment best practice, where isolation is prioritised over internet connectivity.
VirtualBox provides compatibility with Windows Server 2022 and Debian CLI systems, enabling deployment of both Active Directory and Linux-based services within a unified virtual environment [1], [5], [6]. While Type 1 hypervisors represent enterprise production best practice due to stronger isolation and reduced attack surface [2], [3], a Type 2 solution is appropriate for controlled educational environments where flexibility, snapshot management, and host usability are required [4]. Because Type 2 hypervisors rely on the host operating system, maintaining host patching and update compliance was recognised as essential to preserve security posture [2], [3]. This reinforces the understanding that in hosted virtualisation models, the host operating system forms part of the security boundary and must be maintained accordingly.
VirtualBox also supports scalable resource allocation and extensible virtual hardware configuration, allowing future expansion in Coursework 2 without redesigning the topology [1]. Additional network interfaces, storage expansion, or memory allocation changes can be performed without rearchitecting the environment, supporting iterative development and scalability.

Hypervisor and Operating System Download
Oracle VirtualBox was obtained directly from the official Oracle website to ensure software authenticity, vendor support, and lifecycle reliability [1]. Direct vendor sourcing aligns with supply-chain security best practices by reducing the risk of compromised installation media and ensuring the cryptographic integrity of downloads [3]. Evidence of the official VirtualBox download source is shown in Screenshot 1.
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Screenshot 1
Windows Server 2022 Evaluation ISO was downloaded from the official Microsoft Evaluation Center [4]. The Standard (Desktop Experience) edition was selected to support Active Directory Domain Services within the SWANSEA.ACCA domain, as graphical tools simplify domain configuration and DNS management in lab environments [14]. The evaluation edition is suitable for non-production deployments and supports the required enterprise features for directory services. Evidence of the official Microsoft download page is shown in Screenshot 2.
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Screenshot 2
Windows 10 Enterprise Evaluation ISO was obtained from the official Microsoft source [5] to simulate an enterprise client workstation capable of domain integration with Windows Server 2022. The Enterprise edition supports Active Directory authentication and Group Policy management within the structured topology [14]. Evidence of the Windows 10 Enterprise download process is shown in Screenshots 3 and 4.
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Screenshot 3
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Screenshot 4

Debian Stable (64-bit PC netinst ISO) was downloaded from the official Debian repository [6]. The stable branch was selected to prioritise reliability, predictable update cycles, and long-term support. The netinst image provides a minimal installation footprint, reducing unnecessary services and minimising attack surface, consistent with enterprise hardening principles [3]. Evidence of the Debian ISO download source is shown in Screenshot 5.
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Screenshot 5

Virtual Machine Deployment and Resource Allocation
Separate virtual machines were created to ensure role-based segregation and structured service deployment within the virtual topology. The environment consisted of:
• Windows Server 2022 configured as the Domain Controller for SWANSEA.ACCA
• Debian CLI server configured for DHCP relay
• Windows 10 Enterprise client within the Swansea LAN
• Debian client within the London LAN
This VM structure is visible in Screenshot 6.
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Screenshot 6
Separating services across dedicated virtual machines aligns with enterprise best practice by reducing service coupling, improving fault isolation, and enhancing security segmentation within network architecture [3], [4]. Role-based segregation ensures that compromise or misconfiguration of one service does not directly impact other infrastructure components.
Resource allocation was carefully planned to ensure stable concurrent operation while remaining within host hardware constraints. The Windows Server 2022 virtual machine was assigned 8GB of RAM and 4 virtual CPU cores to accommodate Active Directory Domain Services, DNS processing, and graphical interface requirements [14]. Higher memory allocation supports directory caching, authentication processing, and service responsiveness.
The Debian server, deployed as a CLI-only installation, was allocated 2GB of RAM and 2 virtual CPU cores. The absence of a graphical interface reduces overhead and minimises attack surface, reflecting hardened server deployment practices [3]. Virtual disks were configured using dynamically allocated storage to optimise host disk usage and prevent unnecessary storage consumption [1]. Overall distribution prevented host overcommitment while enabling simultaneous execution of all systems.

Virtual Network Configuration
Virtual network adapters were configured within Oracle VirtualBox to replicate the defined topology structure [1]. Internal Network mode was selected for all interfaces to ensure complete isolation from the host’s physical network environment [3], [4].
Three distinct internal networks were created:
• Swansea LAN (192.168.1.0/24)
• London LAN (192.168.2.0/24)
• Transit network (20.0.0.0/30)
This addressing structure aligns with private IPv4 addressing defined in RFC 1918 [9] and CIDR-based subnet allocation principles [8]. The /30 prefix was selected for the transit network to provide exactly two usable addresses for point-to-point connectivity, minimising unused address space while reinforcing routing clarity.
The Debian server was configured with multiple adapters, enabling participation in both local and transit segments. This multi-homed configuration mirrors enterprise routing architecture, where devices connect multiple subnets and manage controlled inter-network communication.

IP Address Configuration
IP addressing was configured manually across all virtual machines to reflect the segmented topology design. The Swansea LAN utilised the 192.168.1.0/24 network, while the London LAN operated within the 192.168.2.0/24 range [9]. The transit link was configured using the 20.0.0.0/30 network, providing two usable host addresses for point-to-point connectivity [8].
Evidence of IP configuration on each virtual machine is shown in Screenshots 7, 8, 9, and 10, where interface addressing and subnet masks are clearly visible.
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Screenshot 7 – Debian Server
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Screenshot 8 – Debian Client
[image: A screenshot of a computer

Description automatically generated]
Screenshot 9 – Windows Server	
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Screenshot  10 – Windows Client
The Windows Server 2022 domain controller was assigned a static IP address within the Swansea subnet to ensure consistent directory and DNS availability [14]. Static addressing prevents lease-based disruption of authentication services and aligns with infrastructure best practices.
The Debian server, acting as a DHCP relay and multi-homed system, was configured with multiple interfaces to ensure controlled inter-network communication through routing rather than broadcast propagation [13].

Connectivity Testing and Validation
Following IP configuration, connectivity testing was conducted using ICMP echo requests to validate segmentation and confirm correct interface configuration [7].
From the Debian server terminal, successful pings to 20.0.0.1 and 192.168.2.2 confirmed correct transit and local subnet configuration. Attempts to ping 192.168.1.1 resulted in 100% packet loss, demonstrating enforced segmentation in the absence of routing, as seen in Screenshot 11.
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Screenshot 11
From the Debian client within the London LAN, successful ping responses to 192.168.2.1 confirmed correct local configuration, while failed attempts to reach 192.168.1.1 reinforced subnet isolation, as shown in Screenshot 12.
[image: A screenshot of a computer

Description automatically generated]
Screenshot 12
Testing from the Windows 10 client demonstrated successful communication within the Swansea subnet and failed cross-subnet communication, further validating broadcast domain isolation, as seen in Screenshot 13.
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Screenshot 13
The overall connectivity validation, including both successful intra-LAN communication and unsuccessful cross-subnet attempts, is summarised in Screenshot 14.
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Screenshot 14
Collectively, these results confirm accurate IP configuration, correct subnet mask implementation, enforced segmentation between broadcast domains, and proper alignment with structured IPv4 network design principles [8], [9].

Task 3
Personal Reflection
Throughout this project, I was responsible for planning, configuring, validating, and evidencing a segmented virtual network environment. I structured my workflow deliberately around technical dependencies, ensuring that IP addressing and subnet design were fully understood before implementing connectivity testing. Rather than configuring all components simultaneously, I deployed and validated each stage incrementally, reducing the risk of compounded configuration errors.
I consciously prioritised assessment-critical tasks such as accurate interface mapping, static IP assignment for infrastructure services, and controlled ping validation. This approach ensured that segmentation behaviour was intentional rather than accidental. By validating intra-LAN connectivity before attempting cross-subnet testing, I maintained a structured troubleshooting sequence aligned with professional network engineering practice.
Although the deployment was technically successful, I identified areas for improvement. Screenshot evidence was largely captured following final validation rather than progressively during configuration. In future projects, I would maintain a staged deployment log and capture timestamped evidence at each milestone to improve traceability and reduce consolidation effort at the end. I would also formalise a written pre-deployment test plan to further strengthen documentation quality.
Overall, this task reinforced the importance of disciplined workflow management, systematic validation, and professional evidence collection in controlled network deployment environments.
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Windows Server 2022
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Overview

In addition to your trial experience of Windows Server 2022, you can more easily add and manage languages and Features on Demand with the new Languages and Optional Features I1SO. Download this ISO.

This ISO is only available on Windows Server 2022 and combines the previously separate Features on Demand and Language Packs ISOs, and can be used as a FOD and Language pack repository. To learn about

Features on Demand, see Features on Demand. To learn about adding languages, see Add Languages.

Get started for free

Please select your evaluation experience:
Try Windows Server on Azure > Create a Virtual Machine in Azure >

Download the ISO > Download the VHD >

Description

Windows Server 2022 introduces advanced multi-layer security, hybrid capabilities with Azure, and a flexible application platform. As part of this release, we are bringing secured-core capabilities to help protect
hardware, firmware, and Windows Server OS capabilities against advanced security threats. Secured-core server builds on technologies such as Windows Defender System Guard and Virtualization-based Security to
minimize risk from firmware vulnerabilities and advanced malware. The new release also provides secured connectivity that introduces several new capabilities such as faster and more secure encrypted HTTPS
connections, industry standard SMB AES 256 encryption and more.
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Windows 10 Enterprise
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Overview

This evaluation software is designed for IT professionals interested in trying Windows 10 Enterprise on behalf of their organization. We do not recommend that you install this evaluation if you are not an IT
professional or are not professionally managing corporate networks or devices.

Get started for free

Please select your product experience:
Download the ISO - Enterprise > Download the ISO - LTSC Enterprise >

Description

Windows 10 Enterprise is designed to address the needs of large and midsize organizations by providing IT professionals with:

® Advanced protection against modern security threats
o Flexible deployment, update, and support options
® Comprehensive device and app management and control

Windows 10, version 22H2 makes it easier to protect your endpoints, detect advanced attacks, automate response to emerging threats, and improve your security posture. It also helps you streamline deployment and
updates—and deliver enterprise-ready devices to your users straight from the manufacturer.

Looking for information on specific features? See what's new in Windows 10.
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debian / ownload cebian

Download Debian

This page has options for downloading and installing Debian 13.3.0, the stable release.

Download mirrors of installation images
Installation Manual with detailed installation instructions
Release notes

1SO images for Debian testing
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Download an installation image

» A small installation image: can be downloaded quickly and should be recorded onto a removable disk. To use this,
you will need a machine with an Internet connection.

{35 GA3Gb Level 5 Assessment Specification
template NOSS_CW1 2026 v1 (4).docx
213K8+ 3 minutes ag0
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Try Debian live before installing

You can try Debian by booting a live system from a CD, DVD or USB key without installing any files to the computer. You
can also run the included Calamares Installer. Only available for 64-bit PC. Read more information about this method

57 s4bit C netinstiso. 64-bit PC netinst torrents

« Alarger complete installation image: contains packages for all desktop environments, making it easier to install
machines without an Internet connection.

57 s4bit PC DVD-1 iso, 64-bit PC torrents (DVD)

Buy CDs, DVDs or USB sticks from a vendor of Debian installation media

Many of the vendors sell the distribution for less than US$5 plus shipping (but not always interationally).
Here are the basic advantages of CDs:

« You can install on machines without an Internet connection
« You can install Debian without downloading all packages yoursef.

Buy_a computer with Debian pre-installed

H P Type here to search

Use a Debian cloud image
An official cloud image, built by the cloud team, can be used on:

« your OpenStack provider, in qcow2 or raw formats

! 640t AMDINte! (qcou2, raw), 64-bit ARM (acow, raw), 64-bit Liti Encian PowerPC (cou2, raw), 64-bi itie-endian RISC-V (qcow2 raw)

« alocal QEMU virtual machine, in gcow? or raw formats.
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