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Suspending, resuming and aborting a thread

We have learned how to temporarily pause a thread’s execution through the sleep method, however this is only useful if you know in advance how long the halt will be.  If however, you do not know the period of time in advance then you can use the Suspend method.  Note that this method is considered deprecated; other ways of achieving the same functionality will be detailed later in this tutorial.
 (
using
 System;
using
 System.Collections.Generic;
using
 System.Linq;
using
 System.Text;
using
 System.Threading;
namespace
 AbortResume
{
    
class
 
Program
    {
        
static
 
public
 
Thread
 Thread1;
        
static
 
public
 
Thread
 Thread2;
        
static
 
public
 
Thread
 Thread3;
        
static
 
void
 Main(
string
[] args)
        {
            Thread1 = 
new
 
Thread
(Display1);
            Thread2 = 
new
 
Thread
(Display2);
            Thread3 = 
new
 
Thread
(Display3);
            Thread1.Start();
            Thread2.Start();
            Thread3.Start();
            
//All 3 threads are now running
            System.Threading.
Thread
.Sleep(5000); 
//Sleep for 5 seconds, observe the output
            
Console
.WriteLine(
"Suspending Thread 1"
);
            Thread1.Suspend(); 
//Suspend thread 1
            System.Threading.
Thread
.Sleep(5000); 
//Sleep for 5 seconds, observe the output
            
Console
.WriteLine(
"Resuming Thread 1"
);
            Thread1.Resume(); 
//Resume thread 1
            System.Threading.
Thread
.Sleep(5000); 
//Sleep for 5 seconds, observe the output
            
Console
.WriteLine(
"Aborting Thread 2"
);
            Thread2.Abort(); 
//Abort thread 2
            System.Threading.
Thread
.Sleep(5000); 
//Sleep for 5 seconds, observe the output
            
)The following program makes use of the Suspend, Abort and Resume methods.






















 (
            
Console
.WriteLine(
"Aborting Thread 3"
);
            Thread3.Abort(); 
//Abort thread 3
            System.Threading.
Thread
.Sleep(5000); 
//Sleep for 5 seconds, observe the output
            
Console
.WriteLine(
"Aborting Thread 1"
);
            Thread1.Abort(); 
//Abort thread 1
            
Console
.ReadLine();
        }
        
static
 
void
 Display1()
        {
            
while
 (
true
)
            {
                
Console
.Write(
"1"
);
                System.Threading.
Thread
.Sleep(10);
            }
        }
        
static
 
void
 Display2()
        {
            
while
 (
true
)
            {
                
Console
.Write(
"2"
);
                System.Threading.
Thread
.Sleep(10);
            }
        }
        
static
 
void
 Display3()
        {
            
while
 (
true
)
            {
                
Console
.Write(
"3"
);
                System.Threading.
Thread
.Sleep(10);
            }
        }
    }
}
)



























Controlling Thread Priorities
Depending on what tasks the processing threads perform in your application, there may be times when the processing one thread performs is more important than that of the other threads.  In such cases, your program can give a specified thread a higher priority.  This causes the thread to execute more frequently than the lower priority threads.  The following program (please note there are two imports statements) creates three threads named thread1, thread2 and thread3.  The program then assigns thread1 the priority “BelowNormal” and thread3 the priority “AboveNormal”.
 (
using
 System;
using
 System.Collections.Generic;
using
 System.Linq;
using
 System.Text;
using
 System.Threading;
namespace
 AbortResume
{
    
class
 
Program
    {
        
static
 
public
 
Thread
 Thread1;
        
static
 
public
 
Thread
 Thread2;
        
static
 
public
 
Thread
 Thread3;
        
static
 
void
 Main(
string
[] args)
        {
            Thread1 = 
new
 
Thread
(Display1);
            Thread2 = 
new
 
Thread
(Display2);
            Thread3 = 
new
 
Thread
(Display3);
            Thread1.Priority = 
ThreadPriority
.BelowNormal;
            Thread3.Priority = 
ThreadPriority
.AboveNormal;
            Thread1.Start();
            Thread2.Start();
            Thread3.Start();
            Thread1.Join();
            
Console
.ReadLine();
        }
        
static
 
void
 Display1()
        {
            
for
 (
uint
 i = 0; i < 25000;i++)
            {
                
Console
.Write(
"1"
);
            }
        }
        
static
 
void
 Display2()
        {
            
for
 (
uint
 i = 0; i < 25000; i++)
            {
                
Console
.Write(
"2"
);
            }
        }
)






















 (
        
static
 
void
 Display3()
        {
            
for
 (
uint
 i = 0; i < 25000; i++)
            {
                
Console
.Write(
"3"
);
            }
        }
    }
}
)



Note that a sample which exceeds a single core time slice is required to see the effects of priority.  As seen above, because thread3 has the highest priority it finishes its processing first.  Thread1 completes last because it has the lowest priority.






















Synchronisation

 (
static
 
void
 Main(
string
[] args)
{
    
Thread
 t1 = 
new
 
Thread
(PrintData);
    
Thread
 t2 = 
new
 
Thread
(PrintData);
    
Thread
 t3 = 
new
 
Thread
(PrintData);
    
Thread
 t4 = 
new
 
Thread
(PrintData);
    t1.Start();
    t2.Start();
    t3.Start();
    t4.Start();
    
Console
.ReadLine();
}
static
 
void
 PrintData()
{
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        
Console
.Write(
"Thread "
);
        
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
        
Console
.Write(
" executing"
);
        
Console
.Write(
"\n"
);
    }
}
)Race conditions and their implications were discussed in detail in the previous tutorial, however their discovery and an implementation which resolves a race condition is not necessarily trivial.  First, let’s deliberately create a race condition:













While it is clearly the intention that our threads execute in any order, it is evidently unintended that a thread may begin its iteration of the loop before the previous thread has finished.  Running this code will result in an output similar to the following:
[image: ]
This represents a situation in which we want one thread to execute a set of commands before another may begin executing on another set.  To achieve this we can implement a mutual exclusion (mutex) to essentially force a portion of our code to act as if it were serial.
A Mutex class may be implemented as follows:
Create a class-wide static Mutex variable
 (
static
 
Mutex
 m1;
)
 (
m1 = 
new
 
Mutex
();
)And instantiate it in the Main function (before any threads are started)

 (
static
 
void
 PrintData()
{
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        m1.WaitOne();
        
Console
.Write(
"Thread "
);
        
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
        
Console
.Write(
" executing"
);
        
Console
.Write(
"\n"
);
        m1.ReleaseMutex();
    }
}
)A mutex works by only allowing a single thread of execution to enter a section of code at any one time.  Modify the PrintData statement as follows:







Mutex.WaitOne() is an atomic operation the first thread to reach this statement will call this function and essentially cause it to block for subsequent threads.  If thread3 reaches the mutex first, thread3 will lock that mutex and all other threads must wait at the WaitOne() statement until thread3 releases the mutex with ReleaseMutex().
Run this application and notice the resolution of the race condition.
[image: ]
 (
static
 
void
 PrintData()
{
    m1.WaitOne();
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        
Console
.Write(
"Thread "
);
        
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
        
Console
.Write(
" executing"
);
        
Console
.Write(
"\n"
);
                
    }
    m1.ReleaseMutex();
}
)Consider what would happen if the code were changed so that the mutex wrapped around the loop, and why.









Note that the WaitOne and ReleaseMutex methods may be utilised for a single mutex in more than one function.  For example, in code such as this:






 (
static
 
Mutex
 m1;
static
 
Mutex
 m2;
static
 
void
 Main(
string
[] args)
{
    
Thread
 t1 = 
new
 
Thread
(PrintData);
    
Thread
 t2 = 
new
 
Thread
(PrintData);
    
Thread
 t3 = 
new
 
Thread
(PrintHello);
    
Thread
 t4 = 
new
 
Thread
(PrintHello);
    m1 = 
new
 
Mutex
();
    m2 = 
new
 
Mutex
();
    t1.Start();
    t2.Start();
    t3.Start();
    t4.Start();
    
Console
.ReadLine();
}
static
 
void
 PrintData()
{
            
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        m1.WaitOne();
        
Console
.Write(
"Thread "
);
        
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
        
Console
.Write(
" executing"
);
        
Console
.Write(
"\n"
);
        m1.ReleaseMutex();
    }
}
static
 
void
 PrintHello()
{
            
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        m2.WaitOne();
        
Console
.Write(
"Thread "
);
        
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
        
Console
.Write(
" says hello"
);
        
Console
.Write(
"\n"
);
        m2.ReleaseMutex();
    }
}
)
























This details a common error.  This code ultimately reintroduces the race condition; the two mutexes are independent of one another, thus while there would be parity in the PrintData and PrintHello methods, these two methods operating together simultaneously will still generate a race condition.

 (
static
 
void
 PrintData()
{
            
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        m1.WaitOne();
        
Console
.Write(
"Thread "
);
        
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
        
Console
.Write(
" executing"
);
        
Console
.Write(
"\n"
);
        m1.ReleaseMutex();
    }
}
static
 
void
 PrintHello()
{
            
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        m1.WaitOne();
        
Console
.Write(
"Thread "
);
        
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
        
Console
.Write(
" says hello"
);
        
Console
.Write(
"\n"
);
        m1.ReleaseMutex();
    }
}
)The resolution to this is surprisingly simple; WaitOne() and ReleaseMutex() are not unique statements, the creation of the second mutex in this instance is unnecessary (though a program may feature more than one mutex should the situation dictate it).  WaitOne and ReleaseMutex should be called on m1 in both methods:















[image: ]
 (
static
 
readonly
 
object
 myLock = 
new
 
object
();
)A similar, more precise and efficient method of locking exists within C#.  The principles are almost identical to that of the mutex, however the syntax utilises a generic user-defined object:

 (
static
 
void
 PrintData()
{
    
for
 (
uint
 i = 0; i < 20; i++)
    {
        
lock
 (myLock)
        {
            
Console
.Write(
"Thread "
);
            
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
            
Console
.Write(
" executing"
);
            
Console
.Write(
"\n"
);
        }
    }
}
)And may either utilise a scoped lock (i.e. encapsulating functionality in curly brackets, with the lock automatically unlocking when these curly brackets end)







 (
Monitor
.Enter(myLock);
try
{
    
Console
.Write(
"Thread "
);
    
Console
.Write(
Thread
.CurrentThread.GetHashCode().ToString());
    
Console
.Write(
" executing"
);
    
Console
.Write(
"\n"
);
}
finally
{
    
Monitor
.Exit(myLock);
}
)Or may be abstracted behind the Monitor class







Note that unlike a call to a mutex, a Monitor.Exit on an unlocked object will result in an exception.  As such, while locks are less computationally demanding than mutexes, they are generally less suitable for implementation in more than one place simultaneously.
Semaphore
In some cases, you may wish to restrict a certain number of threads to operating within a given section of the code.  It would be possible to create a complex system of if statements and mutexes, however this would be severe limit the program’s extensibility.
In C#, a Class named Semaphore is capable of essentially implementing this functionality.  



 (
static
 
SemaphoreSlim
 sem = 
new
 
SemaphoreSlim
(3);
static
 
void
 Main(
string
[] args)
{
    
for
 (
uint
 i = 0; i < 6; i++)
        
new
 
Thread
(PrintData).Start(i);
    
Console
.ReadLine();
}
static
 
void
 PrintData(
object
 threadID)
{
    
Console
.WriteLine(
"Thread "
 + threadID + 
" attempting entry"
);
    sem.Wait();
    
Console
.WriteLine(
"Thread "
 + threadID + 
" entered"
);
    
Thread
.Sleep(2000);
    
Console
.WriteLine(
"Thread "
 + threadID + 
" leaving"
);
    sem.Release();
}
)
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