
Data Centre Virtualization
ACUA 6001



Table of Contents:
o	Introduction:	2
o	Architectural Design:	2
o	Scalability:	3
o	Physical Limitation:	3
o	Virtual Machine Consolidation:	4
	Load Balancing:	4
	Reliability:	4
	High Availability:	4
	Pricing Model:	5
o	Business continuity and disaster recovery:	5
o	Virtualization security:	5
o	Storage area network (SAN):	6
o	Energy Supply and sustainability:	7
o	Conclusion:	7
	Reference list:	7



· [bookmark: _Toc522929639]Introduction:
The term Virtualization widely refers to the separation of resource or request which is underlying physical delivery of the service. [1] Virtualization technology is the process of a single physical computer system which includes resources of operating system, server, storage, application and network converting to multiple virtual machine running on the physical system. To virtualize an operating system for example, the host operating system and hardware communicate through middleware that creates a set of virtual hardware driver to transparent between physical hardware and end user. [2] There are two types of Hypervisor also known as Virtual Machine Monitor (Vmm). Type 1 or bare-metal virtualization can be run directly on the hardware and Type 2 or hosted virtualization that runs on top of existing operating system. [3]
Now-a-days, the technology of virtualization has been the most widely used in the organization due to be generalized use of hypervisor. Virtualized system lowers the number of resources, power supply and provides cloud computing services in the physical system of the organization. [4] Data centre plays crucial rule to store and manage virtualized computer resources Amazon’s Web Service for example, provides cloud computing services. The UWTSD requires to design and implement the most advantageous information technology infrastructure which could bring cost effective utilization to its own cloud services and external outsource solution. According to case study, the central IT operation of UWTSD needs to use its own virtualized data centre and extend to Amazon Web service solution with the following features; external considerations for Virtualised implementations, Architectural Design, Physical Limitations, Scalability, SAN, Security, Secure Energy Supply and Sustainability.
· [bookmark: _Toc522929640]Architectural Design:
In recent year, the deployment of cloud computing architectures has provoked significantly in delivering computing resources that enables virtualized pool of network access and convenient remote resources. The advantage of cloud service includes on-demand self-service, dynamic scalability, broad network access, resource pooling, service-based pricing. Such benefits are motivating organization and individual users to outsource their confidential data towards remote servers offered by the Cloud Service Provider (CSP). [5] As UWTSD decides to virtualize IT operation and build centralise UWTSD servers and services for its academic branches. It is necessary for UWTSD to use an outsource cloud-based solution to virtualise the resources during the extension and growth of the institute. 
There are number of cloud service provider such as Amazon Web Service, Google cloud Platform, Microsoft Azure which offers IT infrastructure for the organization on a paid subscription basis. UWTSD decides to implement a combination of its own data centre and Amazon Web Service (AWS) solution. As outsource solution is convenient virtual server instance that allows UWTSD to pay for only as much capacity as its needed. [6] Initially, the management of UWTSD runs its own data centre and can be extended to AWS in requirement.
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· [bookmark: _Toc522929641]Scalability:
[bookmark: 3269][bookmark: 3274]The continuous growth of data volume in the organization brings an introduction of scalable and an efficient network infrastructure. A scalable network defines the architecture which can be adjusted without major changes over the period and resources require for modification. The network design of UWTSD needs to be scalable due to potential growth and demands for connectivity over time. As the features of scalability are expandable and flexible the university of UWTSD should also scale the budget of IT system to provision additional resources during the data centre network design.  A hierarchical model is the best-managed scalable internetwork design that simplifies the management and keep controlled growth of expansion. The hierarchical model is based on three-layer model which are Core layer, Distribution layer and Access layer. [7]
In addition, AWS virtualized scalability system supports growth and on-demand connectivity in traffic, users and data size. AWS provides adding extra resources based on pay per usages which will help remove additional physical hardware resources of UWTSD. Virtualized technology can be achieved into two ways: horizontally and vertically. Scaling vertically means to increase an individual resource such as installing a large hard drive, faster CPU, RAM etc.  Amazon EC2 is an instance of resizing such resources. Scaling horizontally means to increase the number of resources such as adding more hard drive, server. [8]

· [bookmark: _Toc522929642]Physical Limitation:
Every academic year, new student and staff members are recruited to the University of UWTSD that causes to increase load on current IT infrastructure and physical resources. It is important to look potential increase before designing data centre physical resources which means to scale up infrastructure by additional servers, energy, floor space, pc, switch, router and human resources. The cost of networking for the UWTSD data centre is concentrated mainly in PC, router, switches and load balancers, increasing number of these resources minimizes the disaster recovery. This type of design also leads to get rid of single point of failure when a cable connection failed between the access layer and distribution layer. [9] 
· [bookmark: _Toc522929643]Virtual Machine Consolidation:
The internal data centre of UWTSD is running with its own limited resources including servers, hardware, RAM and CPU which can be consolidated with several virtual machines according to the University’s demand. In terms of consolidating virtual machine, AWS can be more flexible offering large data centre that provides unlimited resources. AWS Cloud provider offers specific VMs instance for each type of resources in their individual capacity which are some larger than others or higher capacity compared to others. Because of dynamic workload and on-demand run-time across resources, existing data centre of UWTSD could be failure in requirements. As soon as AWS cloud is activated the nested virtualization packs the active VMs to perform consolidation and minimize the physical server. [10] By this way, UWTSD will maximize the server resource utilization with the benefits of energy savings. 

· [bookmark: _Toc522929644]Load Balancing:
Load balancing refers to the capability of traffic load to balance across all the devices. The key role of load balancing is to distribute the traffic to ensure the network is available. There are various usages of load balancing such as server load balancing and cache load balancing. [11] AWS provides Elastic load Balancing (ELB) which distributes incoming traffic of application on the EC2 instances. A single point of contact that is served by the load balancer to increase the availability for the client application. It scales up and down the traffic of application during workload changes over time. It is also easy to add or remove instances as needs change with no disruption in services. There are three types of load balancer which supports Elastic load balancing: Network load balancers, Application load balancers and classic load balancers. It will be beneficial for UWTSD to increase fault tolerance throughout the management.
· [bookmark: _Toc522929645]Reliability:
Following UWTSD IT infrastructure, where the services are divided into two systems : in-house data centre premises and AWS resources. The reliability of cloud services is a system of ability to recover the services or infrastructure during migration. It can be challenging to achieve reliability in traditional on-premise data centre due to lack of automation, lack of elasticity and single points of failure. However, AWS architecture frameworks have strong operational secure and reliable systems to build consistence change management and failure recovery processes. [12]
· [bookmark: _Toc522929646]High Availability:
Service availability generally refers to the percentage of time which an application or service is running normally. The percentage of time means to perform operations correctly over the period pf time including month and year.  Availability of services could be reduced and interrupted while schedule and unscheduled maintenance. [12] The application and web servers are in constant need on hardware load balancing which is configured for session persistence to ensure consistent assignment to an application server. Software-based load balancing provides high availability between the server and web/application server which hosts the object components. [11]

· [bookmark: _Toc522929647]Pricing Model: 
On-premise data center of UWTSD costs vary depending on the storages, servers, networking, software application and IT staffs need for operation. However, UWTSD can use on-premise infrastructures by leveraging existing resources with the AWS cloud services to reduce the total cost of financial budged. AWS offers flexible pay as you go services with no long-term contracts or commitments and upfront cost which means to pay only the usages. [13] The cost of services comes on the network topology such as virtual machines, routers, switches and managerial fee. Moreover, The AWS pricing is designed on various charge items and preferential tactics offering the services according to the Quality of service (QoS). [14] Therefore, to economize the cost, UWTSD will prefer resources considering reliable performance and operational supports.

· [bookmark: _Toc522929648]Business continuity and disaster recovery:
Data centre has been concerned in vulnerability both in natural disaster and intentional attacks. For instance, the polar vortex There are many data centre destroyed in the United State in 2014. Disaster can happen at any time and will bring a massive failure for the business and organization. Due to centralized infrastructure and cloud data and information, it is crucial for UWTSD to maintain and protect the resources in the event of disasters. [15] Moreover, on-premise data centre of UWTSD could be migrated to AWS which ensures business continuity. AWS will leverage the process of disaster recovery significantly and minimize the impact of business operations. As a multinational company, AWS will keep backups of all UWTSD data at different geographical location around the globe. To minimize impact of UWTSD in-house datacentre such as, physical damage, power outage, network outage and human error, UWTSD should invest time to plan and prepare to update processes, train staffs and auditing regularly. [16]

· [bookmark: _Toc522929649]Virtualization security:
The security of virtualization is the primary concern of virtualised environment due to critical system working on the infrastructure. Virtualized components enable to create logical resources that can attack, intrusions and system failures. Most of the security threats arise on the virtualization environment associated with physical machine. Host machine is considered as the control point of the virtual system to monitor and communicate with the application up and running. Therefore, it is very important for management of UWTSD to protect the host machines from any damage and natural disaster. 
There are some most common threats which are: VM escape is an exploit that breaks security interact hypervisor along with all host operating system. Denial of Service (DoS attack) defines an attack to make computer resources unavailable to users. Attack between VMs or between VMs and VMM and VM sprawling is the case of continuously growing virtual system which are idle or never back sleep. Virtualization security could be identified into two ways: virtualization security management and virtual system security. Virtualization security management is the framework to prevent attacks and threats. Virtual system security provides the organization to protect physical resources and ensure service is running perfectly. [17]

As IT infrastructure of UWTSD moves to the cloud provider and leave the burden of security and responsibility to AWS, the University will only manage internal management such as data insertion, legal authentication and authorization. Authorized access such as student, staff or administration should be protected personally and AWS will ensure credential access for the users.
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· [bookmark: _Toc522929650]Storage area network (SAN):
A storage area network is a computer system of storing data to high-speed storage device. SAN utilizes a shared pools of network storage connected to a device to multiple servers. SAN is directly attached to that server to make it possible moving data between centralized storage devices. SAN will be established with internal server of UWTSD and correlating with AWS which will be connected over fast optical network. The management official of the university will take procedures of protecting storage devices to avoid data loss and restoring data. To keep data secure and make a strong privacy in data protection UWTSD should decide in-premise advantage of data centre in terms of SAN management system. However, AWS SAN services store data, protect data and deliver data on time on demand managing storage infrastructure. AWS manages storage device in different location for digester recovery, global scalability and durability which is the best for back up of UWTSD data protection. [18]

· [bookmark: _Toc522929651]Energy Supply and sustainability:
Due to running out space, power and cooling capacity, many data centre cannot add more servers and impede to extend the company. On the other hand, environmental concerns are arising issues for sustainable living.  It is estimated that around 4-10% carbon emission sphere in order for energy consumption which the virtualization system reduces by saving energy, cutting the cost and lowering hardware resources. [19] Data centre for UWTSD can reduce producing carbon emission with the virtualization technology which will not only reduce the hardware costs but also ensure sustainable environment. Furthermore, AWS commits progressing renewable energy and in January 2018, achieved 50% energy usage from renewable project.

· [bookmark: _Toc522929652]Conclusion:
  The challenges of virtualised process for UWTSD IT operation is structured in the combination of its own data centre and AWS outsourced solution. This report has produced internal data centre virtualization concept for UWTSD servers and services focusing on design, physical limitation, scalability, SAN, security, energy supply and sustainability. Due to physical limitation and continuous growth of UWTSD branch, internal data centre will extend to Amazon Web Services (AWS) in virtualised architecture and implementations considering cost-effective solution.  
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Figure 1: AWS Shared Security Responsibility Model
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