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ANSWER ALL QUESTIONS

Question 1

(a) Figure 1 shows the state diagram for a transport protocol. 

1. Identify the process required before data can be transferred. Show how the packet numbering system ensures data is not lost when transmission errors occur and the method used by both network nodes to synchronize the numbering to begin with.
(Marks 7)
2. When data is being transferred, the error rate varies as network conditions change and acknowledgments are used to spot these errors. Discuss how this protocol tries to balance the performance to obtain the best data and error rates.
(Marks 10)
3. Having sent the data, the nodes must complete the transfer and reset themselves to start again, explain how and why they must do this.
(Marks 2) 
Provide appropriate protocol sequence diagrams.

(b)  Evaluate the protocols benefits and drawbacks in the context of multiplayer gaming, including performance and resource issues. 
(Marks 6)



Figure 1. The State Diagram

Question 2

(a) Explain the term deadlock and the conditions that lead to deadlock in a multithreaded system? Give an example of how deadlock might arise and a technique that might be used to prevent it.

(Marks 8)

b) Draw a resource allocation graph for the following processes and resources:

	Processes
	Resources Used

	P1
	R1 and R2

	P2
	R2, R3 and R4

	P3
	R4 and R5

	P4
	R1, R3 and R5

	
	

	Resources
	Instances of Resource

	R1
	1

	R2
	1

	R3
	2

	R4
	1

	R5
	1



Determine if deadlock is possible.
(Marks 7)

(b) The following is a list of the process arrival times, execution durations and priorities:


	Process
	Priority
	Arrival Time
(in Cycles)
	Execution Duration
(in Cycles)

	P1
	0 (Lowest)
	0
	3

	P2
	1
	2
	2

	P3
	2
	1
	3

	P4
	3
	5
	4

	P5
	4 (Highest)
	3
	3



Draw the Gantt chart for pre-emptive scheduling of these processes.

(Marks 10)


Question 3

(a)  Explain the concept of Entropy and briefly describe how compression works.

(Marks 8)

(b) [bookmark: _GoBack]Given the 20 character message “aaabbccccdddeeeeffff” what is the entropy the message?
Marks will be awarded for showing the calculations involved.




										(Marks 5)

(a) A network has been assigned an IP address of 212.14.5.0 and has 12 subnets with a maximum of 13 clients on any subnet. Explain how subnetting works and subnet the network to obtain the subnets. For the first four subnets calculate the range of available IP addresses. Clearly show the calculations you have made at each step.
(12 Marks)


Question 4
(a) The two main requirements for multiplayer games are consistency and responsiveness. Explain the importance of these requirements and the networking issues these give rise to or resolve.
 
(Marks 6) 

(b) Suggest approaches that could be used to minimise the amount of game data that needs to be sent in a networked multiplayer game.
(Marks 2)

(c) Discuss a technique that may improve responsiveness by offloading work to the player’s machine.
(Marks 8) 

(d) Explain the terms interpolation and extrapolation.
(Marks 4)

(e) The locations of moving game objects in the world represented by the game on the player’s machine are often slightly different to those in the virtual world maintained by the game server. Suggest approaches that could be used to reduce this problem.

(Marks 5)



Diwedd/End






ANSWERS

Question 1
The student should discuss the three stages phases of the TCP connection-oriented service, connection establishment phase, data transfer phase, and connection termination phase.

(a.1)
Connection establishment – a connection or session is set up between the source and the destination.
Three-way handshake used to establish a connection-oriented session
Synchronizes sequence numbers at both ends before data is exchanged

(3 Marks)

Sequence numbers allows data lost due to transmission problems to be recovered.

First host sends packet with initial sequence number of x to establish a connection
Second host receives the packet, records the sequence number of x , replies with an acknowledgment of x+1, and includes its own initial sequence number of y.
The acknowledgment number of x+1 means the host has received all bytes up to and including x and is expecting x+1 next

Should discuss expectational acks.

(4 Marks)

(a.2)
Data transfer – data is transmitted sequentially over the established path, arriving at the destination in the order it was sent. Sliding window: for better throughput, connection-oriented protocols allow more that one segment to be outstanding at a time. Sender can send more segments will waiting to receive acknowledgment. TCP's Additive Increase Multiplicative Decrease (AIMD) can result in a saw tooth like performance. Possibly discuss flow control.

(10 Marks)

(a.3)
Connection termination – terminates the connection between the source and the destination when it is no longer needed. 

(2 Marks)

(b)

Student should discuss some uses of this protocol in games.
Use for non-real time communication, games such as chess or strategy games.
Use for game lobbies, etc.

(6 Marks)

Question 2

(a)
Deadlock can only arise if the following four conditions hold simultaneously:
Mutual exclusion:  only one process at a time can use a resource.
Hold and wait:  a process holding at least one resource is waiting to acquire additional resources held by other processes.
No preemption:  a resource can be released only voluntarily by the process holding it, after that process has completed its task.
Circular wait:  there must be a circular chain of 2 or more processes, each of which is waiting for a resource held by the next member of the chain
(4 Marks)


Example of deadlock, two tasks each waiting for a semaphore that has been claimed by the other
(2 Marks)
One method of preventing deadlock is to create a Q, like a printer Q, so a task never has to wait for a resource. Another technique is to place a timeout on the semaphore.
(2 Marks)

(b) Deadlock is possible



(c)





Question 3

(a) Redundant information – more bits are used to represent information than actually required
Entropy – measure of information encoded in message
Entropy content of an entire message is the sum of the entropies of all individual symbols in message
(Marks 3)

The higher the probability the fewer the bits required to represent the symbol, the less frequent the symbol is the more information it carries. Compression is all about encoding symbols using the minimum number of bits
(Marks 3)


The student may provide examples to illustrate the relationship between entropy and probability e.g. data = “abc”, the probability of each character is 1/3 giving an Entropy of 1.58bits. In binary, they must be represented by a minimum of 2 bits 00, 01, 10 and 11, leaving one unused combination which constitutes redundancy.

(Marks 2)
(b) A = -log10(3/20)/log10(2) = 2.74bits
B = -log10(2/20)/log10(2) = 3.32bits
C = -log10(4/20)/log10(2) = 2.32bits
D = -log10(3/20)/log10(2) = 2.74bits
E = -log10(4/20)/log10(2) = 2.32bits
F = -log10(4/20)/log10(2) = 2.32bits
Message = 2*2.74+3.32+3*2.32 = 15.76bits

(Marks 5)
(a) Subnet 212.14.5.0

We need 12 subnets, N = 12
We need a max  number of hosts Mh = 13
Use the inequality 2n – 2 >= N, to calculate the number of bits which must be borrowed from the host (n)
Try n =1, 21 – 2 >= 12, 2 – 2 >= 12, 0 >= 12  No good
Try n =2, 22 – 2 >= 12, 4 – 2 >= 12, 2 >= 12  No good
Try n =3, 23 – 2 >= 12,  8 – 2 >= 12, 6 >= 12  No good
Try n =4, 24 – 2 >= 12, 8 – 2 >= 12, 14 >= 12  OK


We must borrow 4 bits from the host

11110000 = 240
The subnet mask is therefore 255.255.255.240 or /28

212.14.5.0/24 is a Class C address and has 8 host bits, the number of hosts bit remaining after subnetting is given by: -

h = 8 – n, where h = the host bits and n = the subnet bits
h = 8 – 4
h = 4

The number of allowed hosts per subnet is given by: -
Nh = 2h – 2

Given h = 4, Nh = 24 – 2 = 16 – 2 = 14
Nh > Mh so we can proceed.

The first 4 subnet numbers are as follows: -
00010000 = 16,    212.14.5.16  	(16x1)
00100000 = 32,    212.14.5.32	(16x2)
00110000 = 48,    212.14.5.48	(16x3)
01000000 = 64, 212.14.5.64		(16x4)

Subnet numbers of all 0’s and all 1’s are not allowed. All 0’s is the network number and all 1’s is the broadcast.

To create the host addresses the host bits can be set consecutively. All 0’s is the network number and all 1’s is the broadcast, so neither of these values can be used.

Taking subnet 212.14.5.16
Sub   Host
0001 0001 = 17, 212.14.5.17		first
0001 0010 = 18, 212.14.5.18
0001 0011 = 19, 212.14.5.19
0001 0100 = 20, 212.14.5.20
... to ...
0001 1110 = 30, 212.14.5.30		last  (i.e. add 14 to the subnet (16-2))

Host address ranges are:
212.14.5.17 to 212.14.5.30
212.14.5.33 to 212.14.5.46
212.14.5.49 to 212.14.5.62
212.14.5.65 to 212.14.5.78


Question 4

(a) Student should expand on the following:
Consistency
Each node on the network needs to be in the same state i.e. have the same data
Requires tight coupling because data must be shared between clients and servers, resulting in an increased load on network and low latency required to maintain synchronization

(3 Marks)

Responsiveness
Distributed computing, get client computers to do the work not the server, which requires loose coupling and reduces data shared between clients

(3 Marks)

(b) Don’t send entire world state, this is too much data
Only send user actions
Clients engines should simulate actions
Minimize data sent e.g. Sim City 2000  sends checksums for world state each turn
Compression techniques

(Marks 2) 

(c) Student should identify this as dead reckoning and discuss the process by which it may work.

Each client creates an object representing the entity on the server 
Predicting the position of an object is based on set algorithms:
Three most typical dead reckoning algorithms:
· Static object
· Moving a constant velocity
· Accelerating 
On creating entity (e.g. a vehicle) send entity state protocol data unit (PDU)
· identifies the entity
· current kinematic state of the entity including:- 
i. position
ii. velocity
iii. acceleration and orientation; 
iv. entity's damage
v. dead reckoning algorithm to use
Players object doesn’t follow the predictable algorithm
· The computer that owns the player’s object monitors the divergence between each objects actual position and the dead reckoning position
· If position diverges by an agreed threshold then it sends out another update PDU to other nodes (via the server)
· All other nodes update the state of their copies of the object and restart dead reckoning 
(Marks 8) 

(d) Student should describe interpolation and extrapolation:
Game objects will not be updated as frequently as local objects, so use interpolation to smooth transitions between old and new position
· Prevents jerky motion
· Synchronization  slowly bring extrapolated position back in synch with new correct position
Extrapolation makes guesses as to next position (or state) of object based on previous position (or state) e.g. if we know the velocity vector we can calculate the next position over the next time period and if we know the acceleration vector we can update the velocity vector

(Marks 4) 
(e) Mix interpolation into dead reckoning:
Allow for message latency by including timestamps in updates to dead reckoning
Each node can synchronize its times using the time stamps although this can lead to jumps in position as a result.
Use interpolation to create additional points between current position and corrected position

(Marks 5) 
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