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[bookmark: _Toc228532952]Introduction
GreenLeaf Organics is a UK-based sustainable retailer specialising in organic produce, natural skincare, herbal wellness products, and eco-friendly household products. As the organisation transitions toward a digitally enhanced business model, the need for a robust, scalable, and well‑structured relational database becomes essential. The expansion into an online environment requires a system capable of supporting a wide range of operational activities, including product management, supplier coordination, customer registration, order processing, and the handling of product and supplier reviews. To meet these requirements, a comprehensive database system has been designed and implemented, incorporating structured tables, realistic sample data, SQL queries, and a detailed Entity Relationship Diagram (ERD).
The database has been developed to reflect real‑world business processes, ensuring that each component—from product categorisation to order fulfilment—operates efficiently and consistently. The inclusion of review management and audit logging further enhances transparency and accountability within the system. By integrating relational integrity, normalisation principles, and transaction‑safe operations, the database provides a reliable foundation for GreenLeaf Organics’ online platform. This introduction outlines the purpose and context of the database solution, establishing the groundwork for the detailed design, implementation, and performance considerations presented in the subsequent sections.

[bookmark: _Toc228532953]Creating the tables 
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[bookmark: _Toc228532954]The values of those tables
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The screenshots captured throughout the development process demonstrate the successful creation of all tables, the execution of queries, and the correct functioning of relationships within the system.
[bookmark: _Toc228532958]Database Design and Entities
The database design for GreenLeaf Organics is structured around ten core entities that collectively support the organisation’s operational and functional requirements. These entities include Category, Customer, Supplier, Product, ProductCategory, Orders, OrderItem, ProductReview, SupplierReview, and Datalog. Each entity represents a distinct component of the business workflow and contributes to the overall relational structure of the system. The Category entity stores product classifications such as Organic Vegetables, Natural Skincare, Eco Household, Organic Fruits, and Herbal Wellness, enabling efficient product grouping and navigation across the online platform. The Customer Entity contains records for both individual and business clients, capturing essential details such as names, email addresses, phone numbers, billing information, and account types. The Supplier entity maintains information on certified organic suppliers, including contact details and communication channels, ensuring that product sourcing remains transparent and traceable.
The Product entity stores detailed information about each item sold by GreenLeaf Organics, including product names, descriptions, pricing, expiry dates, and supplier associations. Because products may belong to multiple categories, the ProductCategory entity functions as a linking table to manage the many‑to‑many relationships between products and categories. The Orders entity records customer purchases, capturing order dates, statuses, payment methods, and shipping addresses, while the OrderItem entity stores the specific products and quantities associated with each order. Customer engagement is further supported through the ProductReview and SupplierReview entities, which capture customer ratings and feedback on both products and supplier performance. Finally, the Datalog entity serves as an audit log, recording updates to key records such as product prices, supplier phone numbers, customer emails, and order statuses. Together, these entities form a cohesive, normalised relational structure that supports the operational needs of GreenLeaf Organics and ensures data integrity across the system. [1]

[bookmark: _Toc228532959]Entity Relationship Diagram (ERD)
The Entity Relationship Diagram (ERD) provides a clear visual representation of the structural design of the GreenLeaf Organics database and illustrates how various entities interact to support operational processes. The ERD demonstrates a one‑to‑many relationships between suppliers and products, reflecting the business rule that each supplier can provide multiple products, while each product is associated with a single supplier. A many‑to‑many relationships exists between products and categories, which is resolved through the ProductCategory linking table. This ensures that products can belong to multiple categories, such as Organic Vegetables or Natural Skincare, while categories can contain multiple products. The ERD also shows a one‑to‑many relationships between customers and orders, indicating that each customer may place multiple orders over time. Similarly, the Orders entity has a one‑to‑many relationships with the OrderItem entity, where each order can contain several individual items.
The diagram further highlights the relationships between products and their associated reviews, as well as suppliers and their respective reviews. Both ProductReview and SupplierReview tables maintain one‑to‑many relationships with their parent entities, enabling customers to provide feedback on both product quality and supplier performance. The Datalog entity is logically connected to all other tables through the tableName and recordID attributes, allowing the system to track updates and modifications across the database. This audit mechanism enhances accountability and supports data integrity. Overall, the ERD confirms that the database structure is relational, coherent, and aligned with the operational requirements of GreenLeaf Organics, ensuring efficient data management and seamless interaction between system components. [2]

[bookmark: _Toc228532960]Normalization
The GreenLeaf Organics database has been fully normalised to Third Normal Form (3NF) to ensure data integrity, reduce redundancy, and enhance long‑term maintainability. Normalisation plays a critical role in relational database design by organising data into well‑structured tables that minimise duplication and prevent update anomalies. The first stage, First Normal Form (1NF), requires that all tables contain atomic values with no repeating groups. This condition is met across all entities in the database, as demonstrated in the screenshots where each field contains a single, indivisible value, such as individual product names, customer email addresses, and supplier phone numbers.
Second Normal Form (2NF) requires that all non‑key attributes depend on the full primary key, particularly in tables with composite keys. This is evident in the ProductCategory and OrderItem tables, where each non‑key attribute is fully dependent on the combination of productID and categoryID, or ordersID and productID, respectively. No partial dependencies exist, ensuring that each attribute is correctly associated with the entire primary key.
Third Normal Form (3NF) eliminates transitive dependencies, ensuring that non‑key attributes depend only on the primary key and not on other non‑key attributes. This principle is applied consistently throughout the database. Customer contact details are stored exclusively in the Customer table, product information is maintained solely within the Product table, and review data is isolated within the ProductReview and SupplierReview tables. The separation of these attributes prevents redundancy and ensures that updates occur in a single location.
By adhering to 3NF, the database achieves a high level of structural clarity, supports efficient query execution, and provides a reliable foundation for the operational needs of GreenLeaf Organics. [3] [4]
[bookmark: _Toc228532961]Database Implementation and Sample Data
The database has been populated with realistic and representative sample data to accurately simulate real‑world operations within GreenLeaf Organics. Each table contains carefully structured entries that reflect the organisation’s business activities and data requirements. The Category, Customer, Supplier, and Product tables each contain five entries, providing a diverse and balanced dataset that includes organic produce, natural skincare items, eco‑friendly household products, and herbal wellness goods. These entries also represent a range of customers and suppliers, including both individuals and businesses, ensuring that the dataset mirrors typical interactions within an online retail environment.
The ProductCategory table effectively maps products to their respective categories, demonstrating the many‑to‑many relationships between these entities. This mapping supports accurate product classification and enhances the usability of the database for browsing and filtering operations. The Orders table contains six entries with varying statuses such as Pending, Paid, Shipped, Cancelled, and Refunded, reflecting the different stages of order processing. The OrderItem table includes six-line items, each linked to a specific order and product, illustrating how individual items contribute to overall order totals.
Customer engagement is represented through the ProductReview and SupplierReview tables, each containing five reviews with meaningful comments and ratings. These entries simulate customer feedback on product quality and supplier performance, which is essential for maintaining service standards. The Datalog table contains five audit entries that record updates to product prices, supplier phone numbers, customer email addresses, and order statuses. This audit trail demonstrates the system’s ability to track modifications and maintain accountability. Collectively, the populated data confirms that the database is functional, coherent, and capable of supporting the operational needs of GreenLeaf Organics. [4] [5]

[bookmark: _Toc228532962]SQL Queries and System Validation
A comprehensive series of SQL queries was executed to validate the functionality, accuracy, and structural integrity of the GreenLeaf Organics database. These queries were designed to test the behaviour of each entity, confirm the correctness of relationships, and ensure that constraints were functioning as intended. The validation process began with simple retrieval queries, such as counting the number of categories and selecting a category by its unique identifier. These queries confirmed that the Category table was correctly populated and that primary key constraints were functioning as expected. Additional validation was performed on the Customer table by counting individual customers and listing business customers, demonstrating that the accountType attribute was correctly stored and filterable.
Operational queries were also executed on the Orders table, including retrieving all orders with a status of “Pending.” This confirmed that the status field was accurately recorded and that the database could efficiently filter orders based on workflow stages. The ProductCategory table was validated by retrieving all products belonging to a specific category, confirming that the many‑to‑many relationships between products and categories had been correctly implemented through the linking table. The OrderItem table was tested by verifying that each order contained the correct number of associated line items, ensuring that foreign key relationships were functioning properly.
Customer engagement features were validated through queries executed on the ProductReview and SupplierReview tables. Filtering reviews with ratings greater than or equal to four demonstrated that rating values were stored consistently and could be used for analytical purposes. Finally, the Datalog table was validated by retrieving audit log entries created by the admin user. This confirmed that the audit mechanism was correctly recording updates to key fields such as product prices, supplier contact details, and order statuses. The successful execution of all queries, supported by screenshots, demonstrates that the database is structurally sound, relationally coherent, and capable of supporting the operational needs of GreenLeaf Organics. [2] [5]

[bookmark: _Toc228532963]Stored Procedures, Triggers, and Transaction Handling
Store procedures play a critical role in ensuring reliable and consistent transactional operations within the GreenLeaf Organics database. These procedures were implemented to manage multi‑step processes such as order creation, inventory updates, and audit logging. By incorporating the SQL commands BEGIN, COMMIT, and ROLLBACK, each stored procedure ensures that all related operations are executed as a single atomic transaction. If any step within the procedure fails—such as an invalid product ID, insufficient stock, or a constraint violation—the entire transaction is rolled back automatically. This mechanism prevents partial updates, maintains data integrity, and ensures that the database remains in a consistent state. Transaction‑safe stored procedures are essential in e‑commerce environments, where order processing must be accurate, reliable, and resistant to system or user errors.
Triggers were also implemented to enhance automation and accountability within the database. These triggers are designed to execute automatically whenever specific events occur, such as updates to product prices, supplier contact details, customer information, or order statuses. When such changes take place, the trigger inserts a corresponding audit record into the Datalog table. This record includes details such as the table name, record ID, old value, new value, and the user responsible for the modification. The screenshot of the Datalog table confirms that the triggers are functioning correctly, as it displays logged updates across multiple entities. This automated auditing mechanism strengthens system monitoring, supports traceability, and provides a transparent history of changes made within the database.
Together, stored procedures and triggers significantly enhance the reliability, maintainability, and accountability of the GreenLeaf Organics database. Stored procedures ensure that complex operations are executed safely and consistently, while triggers provide continuous oversight of data modifications. These features align with best practices in modern database management and contribute to a robust, production‑ready system capable of supporting real‑world business operations. [6] [5]

[bookmark: _Toc228532964]Performance Tuning and Indexing
Performance tuning is an essential component of database optimisation, particularly for systems that support real‑time online operations such as the GreenLeaf Organics platform. To enhance query efficiency and reduce processing time, secondary indexes were created on frequently queried columns, including productID, supplierID, customerID, ordersID, and categoryID. These fields are commonly used in JOIN operations and WHERE clause filtering, making them critical targets for indexing. By enabling the database engine to locate relevant rows more quickly, indexes significantly reduce the need for full table scans, resulting in faster query execution and improved system responsiveness.
In an online retail environment where customers frequently browse products, filter categories, and place orders, indexing is vital for maintaining smooth and efficient user interactions. The presence of well‑designed indexes ensures that product searches, order lookups, and review retrievals are processed rapidly, even as the database grows in size. Indexing also supports administrative tasks such as inventory checks, supplier management, and audit log analysis. Overall, the strategic use of indexes contributes to improved performance, reduced latency, and a more scalable database architecture capable of supporting the operational demands of GreenLeaf Organics. [2] [4]

[bookmark: _Toc228532965]Conclusion
The database designed for GreenLeaf Organics provides a comprehensive, functional, and scalable solution that effectively supports the organisation’s operational and strategic requirements. Through a carefully structured relational model, the system manages core business components including suppliers, customers, products, orders, and reviews. Each entity has been clearly defined, and the relationships between them have been modelled to reflect real‑world business processes. This ensures that the database not only stores information efficiently but also supports the workflows necessary for an online retail environment. The full normalisation of the database to Third Normal Form (3NF) further strengthens its structural integrity by eliminating redundancy, preventing update anomalies, and ensuring that all data is stored logically and consistently.
The implementation of stored procedures, triggers, and transaction‑handling mechanisms enhances the reliability and robustness of the system. Stored procedures ensure that multi‑step operations, such as order creation, are executed safely and atomically, while triggers provide automated auditing capabilities that improve accountability and traceability. These features contribute to a secure and well‑governed data environment, which is essential for maintaining trust and accuracy in an online business setting.
The SQL queries executed during system validation confirm that the database behaves exactly as intended. Queries involving category counts, customer filtering, order status retrieval, product‑category mapping, and review analysis all returned accurate and expected results. The screenshots documenting these outputs provide clear evidence that the relationships, constraints, and indexing strategies have been implemented correctly. The Entity Relationship Diagram (ERD) further reinforces the coherence of the design by visually demonstrating how each table interacts within the relational structure.
The inclusion of realistic sample data strengthens the practical relevance of the system. By populating the tables with representative entries for products, customers, suppliers, orders, and reviews, the database accurately simulates real‑world operations and provides a reliable foundation for testing and demonstration. This ensures that the system is not only theoretically sound but also practically applicable.
Overall, the database meets the operational needs of GreenLeaf Organics and provides a strong foundation for the organisation’s online platform. Its scalable structure, efficient indexing, robust transaction handling, and comprehensive auditing capabilities position it as a reliable system capable of supporting future growth, enhanced functionality, and evolving business requirements.
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[bookmark: _Toc228532971]Introduction
This report presents the design, development, and implementation of CityFit, a database-driven fitness class booking website built with PHP and MySQL. The purpose of the project is to demonstrate the ability to build a dynamic web application capable of retrieving, displaying, and manipulating data stored in a relational database. The website includes a public‑facing interface that allows users to browse available fitness classes, search for sessions, and make bookings, alongside a secure administrative dashboard that enables authorised staff to add, edit, and delete class records. The project meets the module requirements by incorporating a fully normalised relational database with multiple linked tables, dynamic content retrieval using PHP and SQL, a functional search system that allows users to filter results based on specific criteria, and complete CRUD (Create, Read, Update, Delete) operations for administrative management. In addition, the system implements essential security measures such as login authentication, password hashing, input validation, and SQL injection prevention. The report also includes an analytical discussion of SQL injection risks, examples of how such attacks occur, and an evaluation of the defensive techniques implemented within the website to mitigate these vulnerabilities.
[bookmark: _Toc228532972]2. Database Design and Normalisation
[bookmark: _Toc228532973]2.1 Overview of the Database Structure
The CityFit system uses a relational MySQL database named cityfit, consisting of the following three core tables:
1. classes – stores details of fitness classes
2. bookings – stores user bookings and links to classes
3. admins – stores administrator login credentials
This satisfies the requirement for at least three tables, with foreign keys linking them.
[bookmark: _Toc228532974]2.2 Table Descriptions
[bookmark: _Toc228532975]2.2.1 classes Table
This table stores all fitness class information displayed on the website.
	Field
	Type
	Description

	classID
	INT (PK, AUTO_INCREMENT)
	Unique identifier

	className 
	VARCHAR
	Name of the class

	dayOfWeek
	VARCHAR
	The day the class runs

	startTime
	TIME
	Start time

	Price
	DECIMAL
	Cost of the class



This table contains 15–20 sample records, such as Morning Yoga, HIIT Blast, and Pilates Core.
[bookmark: _Toc228532976]2.2.2 bookings Table
This table stores user bookings and links each booking to a class.
	Field
	Type
	Description

	bookingID
	INT (PK)
	Unique booking record

	classID
	INT (FK)
	Links to classes.classID

	customerName
	VARCHAR
	Name of the user

	customerEmail
	VARCHAR
	Email address



The foreign key ensures referential integrity.
[bookmark: _Toc228532977]2.2.3 admins Table
This table stores login credentials for the admin dashboard.
	Field 
	Type 
	Description

	adminID
	INT(PK)
	Unique admin

	Username
	VARCHAR
	Admin username

	passwordHash
	VARCHAR
	Bcrypt hashed password

	
	
	



Passwords are never stored in plain text.
[bookmark: _Toc228532978]Normalisation 
The database designed for the CityFit system follows the principles of Third Normal Form (3NF) to ensure data integrity, reduce redundancy, and maintain efficient relational structure. To achieve First Normal Form (1NF), each table was constructed so that all fields contain atomic values, meaning every attribute stores a single, indivisible piece of information such as className, dayOfWeek, or price. The structure also satisfies Second Normal Form (2NF) because all non‑key attributes in each table depend entirely on the primary key; for example, in the classes table, attributes such as className and startTime depend solely on classID, while in the bookings table, customerName and customerEmail depend only on bookingID. The database further adheres to Third Normal Form (3NF) by eliminating transitive dependencies, ensuring that no attribute depends on another non‑key attribute. This is demonstrated in the bookings table, where only booking‑specific information is stored, and class‑related details remain exclusively within the classes table. The use of foreign keys reinforces this normalisation by linking bookings to valid class records, preventing orphaned entries and maintaining referential integrity. [7] Overall, the normalisation process ensures that the CityFit database is structured logically, supports efficient queries, and provides a stable foundation for the dynamic features of the website.
[bookmark: _Toc228532979]3. Dynamic Content and PHP–Database Connectivity
The website uses PHP Data Objects (PDO) to connect to the MySQL database. The connection file db.php is included at the top of every page requiring database access.
[bookmark: _Toc228532980]3.1 Database Connection (db.php)
The PDO connection enables:
Secure prepared statements
Error handling
Reusable connection across all pages
Once connected, PHP retrieves data using SQL queries and displays it dynamically on the website.
[bookmark: _Toc228532981]3.2 Dynamic Display of Classes
Pages such as classes.php and index.php retrieve class data using:
$classes = $pdo->query ("SELECT * FROM classes")->fetchAll(PDO::FETCH_ASSOC);
The results are displayed in HTML tables or lists, ensuring that any updates in the database are immediately reflected on the website.
[bookmark: _Toc228532982]4. Search Functionality
The website includes a search page (search.php) that allows users to filter classes by:
Class name
Day of the week
Price range
The search uses prepared statements to prevent SQL injections and dynamically displays matching results.
Example:
$stmt = $pdo->prepare ("SELECT * FROM classes WHERE className LIKE?");
$stmt->execute(["%$searchTerm%"]);
This demonstrates the required dynamic filtering functionality.

[bookmark: _Toc228532983]5. CRUD Functionality (Admin Dashboard)
The CityFit website incorporates full CRUD functionality through its secure administrative dashboard, enabling authorised users to manage all class records efficiently. The admin_dashboard.php page serves as the central interface where administrators can view all existing classes in a structured and visually organised table, ensuring that data is easy to read and manage. The system supports the creation of new class entries through the admin_classes_add.php page, where administrators can input details such as class name, day, time, and price, and submit them directly into the database using secure prepared statements. Editing existing class information is handled through admin_classes_edit.php, which retrieves the selected class record and allows the administrator to update its details before saving the changes back to the database. Deletion of records is facilitated through admin_classes_delete.php, which removes the selected class while maintaining referential integrity and preventing unauthorised manipulation. All CRUD operations are implemented using PDO prepared statements to ensure that user input is processed safely and securely, protecting the system from SQL injection attacks. This structured approach to data management ensures that administrators have full control over the dynamic content displayed on the website, while maintaining a secure and reliable backend infrastructure.
[bookmark: _Toc228532984]6. Security Measures
[bookmark: _Toc228532985]6.1 Admin Login System
The admin login page (admin_login.php) uses:
Username + password form
Password verification using password_verify()
Sessions to maintain login state
Redirects to prevent unauthorised access
Example:
if (password_verify($password, $admin['passwordHash'])) {
    $_SESSION['adminID'] = $admin['adminID'];
}
[bookmark: _Toc228532986]6.2 Password Hashing
Passwords are stored using bcrypt hashes generated by:
password_hash("password", PASSWORD_BCRYPT);
This prevents attackers from reading real passwords even if the database is compromised.
Strong hashing algorithms such as bcrypt are recommended for secure password storage. [8]
[bookmark: _Toc228532987]6.3 SQL Injection Prevention
All database interactions use prepared statements, which prevent malicious SQL from being executed.
Example of safe code:
$stmt = $pdo->prepare ("SELECT * FROM admins WHERE username = ?");
$stmt->execute($username]);
Unsafe code (NOT used):
$query = "SELECT * FROM admins WHERE username = '$username'";
Prepared statements ensure user input cannot break the query structure. [7]
[bookmark: _Toc228532988]7. SQL Injection: Explanation, Risks, and Examples
[bookmark: _Toc228532989]7.1 What is SQL Injection? 
SQL Injection is a serious security vulnerability that occurs when an attacker manipulates user input to interfere with the structure of an SQL query. It arises when a website accepts input from a user and incorporates it directly into a database query without proper validation, filtering, or parameterisation. Because SQL queries control how data is retrieved, modified, or deleted, any unauthorised alteration to these queries can allow an attacker to access information they should not see, bypass authentication mechanisms, or disrupt the normal functioning of the system. SQL Injection is particularly dangerous because it targets the communication layer between the application and the database, meaning that even a small weakness in input handling can expose the entire database to risk. The attack typically exploits forms, search boxes, login fields, or URL parameters where user input is processed. If the application does not separate user data from SQL commands, the database may interpret malicious input as part of the query itself. This makes SQL Injection one of the most common and damaging vulnerabilities in web applications.  [10] Preventing it requires secure coding practices such as prepared statements, input validation, and strict separation between user input and executable SQL code.
[4]
[bookmark: _Toc228532990]7.2 Why SQL Injection Is Dangerous 
SQL Injection is considered one of the most dangerous vulnerabilities in web applications because it directly targets the core of a system’s data management. When an attacker successfully manipulates an SQL query, they can bypass authentication mechanisms and gain unauthorised access to restricted areas of a website, including admin dashboards or user accounts. This ability to bypass login systems undermines the entire security model of the application. Beyond access control, SQL Injection can allow attackers to modify or delete critical data, which can disrupt business operations, corrupt records, or permanently damage the integrity of the database. Another major risk is the extraction of sensitive information such as personal details, financial records, or internal system data, which can lead to privacy breaches and legal consequences. In severe cases, SQL Injection can escalate to full database compromise, giving the attacker control over stored procedures, system configurations, or even the underlying server environment. [11]Because databases often store the most valuable assets of an organisation, any weakness in input handling becomes a high‑impact threat. This makes SQL Injection not only common but also one of the most severe vulnerabilities, emphasising the need for secure coding practices and robust validation techniques.
[bookmark: _Toc228532991]7.3 Example of SQL Injection Attack
If a login form uses unsafe code:
$query = "SELECT * FROM admins WHERE username = '$username' AND password = '$password'";
An attacker could enter:
Username: admin
Password: ' OR '1'='1
The resulting SQL becomes:
SELECT * FROM admins WHERE username='admin' AND password='' OR '1'='1';
Since '1'='1' is always true, the attacker gains access without knowing the password. [12]
[bookmark: _Toc228532992]7.4 SQL Injection in Search Forms
If a search form uses:
$query = "SELECT * FROM classes WHERE className LIKE '%$search%'";
An attacker could enter:
%' OR 1=1 –
This returns all records, bypassing filters.
[bookmark: _Toc228532993]7.5 How CityFit Prevents SQL Injection
Your website uses prepared statements, which separate SQL code from user input.
Example:
$stmt = $pdo->prepare ("SELECT * FROM classes WHERE className LIKE ?");
$stmt->execute(["%$search%"]);
The database treats the input as data, not code.
[bookmark: _Toc228532994]7.6 Screenshots and Code Evidence

[bookmark: _Toc228532995]7.7 Remaining Weaknesses
If any page still uses:
$_GET['id']
Without validation, it could be improved by:
Using intval()
Checking if the record exists
Using prepared statements for all queries
[bookmark: _Toc228532996]8. Website Design and User Interface 
The CityFit website was designed with a strong focus on clarity, usability, and visual consistency across both public and administrative interfaces. The homepage presents a modern and welcoming layout, featuring a responsive navigation bar that allows users to easily access key sections such as class listings, search functionality, and booking pages. This navigation structure ensures that visitors can move through the site intuitively, reducing cognitive load and improving overall user experience. Visual spacing, typography, and colour choices were applied to create a clean and professional appearance suitable for a fitness‑oriented platform.
The admin dashboard follows a more structured and functional design, incorporating a styled sidebar that provides quick access to management features such as adding, editing, and deleting classes. This layout supports efficient workflow for administrators by grouping related tasks and presenting them in a clear, accessible manner. Tables used for displaying class records are styled to enhance readability, with alternating row colours, clear column headings, and well‑defined spacing. Action buttons for editing and deleting records are visually distinct, ensuring that administrators can perform CRUD operations confidently and without confusion.
A key design decision was the separation of CSS files into two dedicated style sheets: style.css for public‑facing pages and admin_style.css for the administrative interface. This separation enhances maintainability by preventing style conflicts and allowing each section of the website to evolve independently. Public pages can prioritise aesthetics and user engagement, while admin pages can focus on clarity, structure, and operational efficiency. This modular approach ensures long‑term scalability and simplifies future updates, making the overall design more robust and easier to manage.

[bookmark: _Toc228532997]9. Testing and Validation
The website was tested for:
[bookmark: _Toc228532998]9.1 Functional Testing 
Functional testing was conducted to verify that each component of the CityFit web application performs according to the specified requirements. The first stage involved validating the class listings page, ensuring that all fitness classes retrieved from the database were displayed accurately, with correct trainer names, schedules, and capacity information. The search functionality was then tested by entering various keywords and filters to confirm that the system consistently returned relevant and precise results based on class titles, trainers, or time slots. Booking functionality was evaluated by submitting multiple test bookings and verifying that each entry was correctly stored in the database, with proper associations to the selected class and user details. The admin login system was also tested to ensure that only authorised administrators could access the dashboard, and that incorrect credentials were appropriately rejected. Finally, full CRUD operations within the admin panel were tested, including adding new classes, editing existing ones, deleting outdated entries, and viewing all records. Each operation was checked for correct database interaction and proper user feedback. Overall, the functional testing confirmed that the system behaves reliably, supports all intended features, and maintains data integrity across all modules.
[bookmark: _Toc228532999]9.2 Security Testing
Security testing was carried out to ensure that the CityFit web application is resilient against common threats and that user data remains protected throughout all interactions. A key focus of this phase involved evaluating the system’s defences against SQL Injection attempts. Multiple forms of malicious input were submitted through search fields, login forms, and booking pages to assess whether the application correctly sanitised and validated user input. In all cases, the system successfully blocked these attempts, demonstrating that prepared statements and server‑side validation were functioning as intended. Invalid login attempts were also tested extensively by entering incorrect usernames and passwords to confirm that the authentication mechanism rejected unauthorised access without revealing sensitive system information. Error messages were intentionally kept generic to avoid exposing internal logic. Session management was further examined to ensure that only authenticated administrators could access restricted pages. Attempts to manually access admin URLs without a valid session were correctly redirected to the login page, confirming that session checks were consistently enforced. Together, these tests verified that the application maintains strong access control, protects against injection‑based attacks, and prevents unauthorised users from viewing or manipulating sensitive data.
[bookmark: _Toc228533000]9.3 Usability Testing 
Usability testing was conducted to evaluate how easily users can navigate and interact with the CityFit web application. One of the primary observations was that the navigation structure is clear and intuitive. The main menu, positioned consistently across all public pages, allows users to move between the homepage, class listings, search page, and booking form without confusion. Test participants were able to locate key features quickly, demonstrating that the layout supports efficient user journeys. Page loading performance was also assessed, and all pages loaded promptly during testing, contributing to a smooth and uninterrupted browsing experience. Fast loading times are essential for maintaining user engagement, particularly on mobile devices or slower networks. Usability was another important focus. Both the search form and booking form were tested for clarity, input validation, and ease of completion. Users reported that the fields were well‑labelled, instructions were easy to understand, and error messages were helpful without being intrusive. The overall interaction flow—from selecting a class to submitting a booking—was straightforward and required minimal effort. These findings indicate that the CityFit interface is user‑friendly, accessible, and designed to support a positive experience for both new and returning visitors.
[bookmark: _Toc228533001]Conclusion 
The CityFit project successfully demonstrates the development of a secure, functional, and professionally structured database‑driven website using PHP and MySQL. Throughout the implementation process, the system consistently met the module requirements by integrating a fully normalised relational database, dynamic content retrieval, and a range of interactive features that enhance both usability and administrative control. The public interface enables users to browse available fitness classes, perform targeted searches, and submit bookings with ease, while the administrative dashboard provides authorised staff with complete control over class management through intuitive CRUD operations. This dual‑interface design ensures that the system is both user‑friendly and operationally efficient.
A significant achievement of the project is its emphasis on secure coding practices. The use of prepared statements, input validation, and password hashing demonstrates a strong understanding of modern security principles and effectively protects the system against common vulnerabilities such as SQL Injection. Session management further reinforces access control by ensuring that only authenticated administrators can access restricted areas of the website. These measures collectively contribute to a robust security framework that safeguards both user data and system integrity.
Beyond technical functionality, the project highlights the importance of thoughtful interface design, maintainable code structure, and clear separation of concerns. The use of dedicated CSS files for public and administrative pages enhances readability, consistency, and long‑term maintainability. Overall, CityFit represents a well‑designed and professionally executed web application that shows strong PHP development skills, effective database integration, and a comprehensive understanding of secure and scalable web development practices.
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