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[bookmark: _Toc534895179]Introduction
This essay identifies the benefits of social media to help promote a business, it will also consider the risks of cyber attacks a company might face and what can be done to reduce these risks. This essay will also consider why companies feel the need to collect personal data and how this is done. Companies who collect personal data need to take measures to keep personal data secure and may face sever consequences if it fails to do so.  
[bookmark: _Toc534895180]Why and how a company might use a digital identity across social media platforms to promote itself?
Promoting a company across social media platforms is one of the most versatile and cost-effective strategies for marketing a business. Both large and small companies use social media platforms to promote their business. Social media is highly beneficial to small companies as it’s a cost-effective method of targeting their audience to boost sales. Other means of marketing can be expensive, therefore small business often relay on social media as they have a limited marketing budget, and it’s important that they spend that money wisely. The majority of the population are users of social media. Marketing on social media allows companies to reach out to new customers and result in marketing to a wider audience (Kirtiş & Karahan, 2011).
Social media users take an interest in their favourite brands as they enjoy the content they post, the deals they offer, or just want to learn more about the company itself (Li, Bernoff, Pflaum & Glass, 2007).  The content published on theses platforms help contribute to the personality of a company and help its customers understand what the company is all about. Posting compelling content regularly, will increase a company’s recognition as it will appear on a user’s newsfeed often, making the company more familiar to the customer. The more familiar a user is with a company, the more likely they are to buy their products.  If a consumer clicks on the company’s social profiles and finds that they are outdated or unengaging, they may decide to take their business elsewhere. Therefore, to be a successful business, their audience needs to be updated regularly to keep customers interested (Scott, 2015). 
Content posted on a company’s social media profile must be engaging and add value to the target audience. Each piece of content posted on a company’s social media profile is another opportunity to bring new visitors to the site. New visitors will increase the amount of inbound traffic to the company’s website. An increase in inbound traffic will improve the companies search engine optimization, which will increase the number of new visitors to the website.  New visitors to a company’s website will in time lead to new customers (Chu, 2011).
They key to getting the most out of a company’s social media marketing is to strategically choose which platforms are worth investing time, money and efforts in. Different social media platforms target different audiences, for example, Facebook tends to be used more by the older generation, where Instagram is used more by the younger generation. Therefore, depending on your target audience, a company would invest more time in a specific social media platform tailored to their target audience than another. Targeting appropriate users, will also increase the recognition and boost sales of the company (De Vries, Gensler, & Leeflang, 2012).
Social media is not entirely free if a company wishes to invest in social ads to advertise their company. Through investing in social ads, social media platforms such as Factbook will help a company target their ideal customers which will help drive more relevant traffic to the company’s site. Facebook targets ads towards users who show similar behaviour to your target audience. Through driving relevant traffic to a company’s website, it will lead to a better outcome no matter what ad goals the company was hoping to achieve (Tuten, 2008). 
Social media has become a form of word-of-mouth marketing, as companies encourage customers to leave reviews or recommend them to friends and families. When a product has been recommended to a customer, they are more likely to buy the product, these recommendations don’t necessarily have to come from someone they know. Customers are just as likely to trust online reviews as they are to trust personal recommendations Kozinets, R , De Valck, Wojnicki, A & Wilner, 2010).
[bookmark: _Toc534895181]Security risks a company might faces when using social media platforms and what could be used to lessen those risks.

Using social media in any form can have complications for a business, as hackers and other malicious agents are out there using social media platforms to exploit security loopholes to attack businesses and steal information (Culp, Gomes, & Narveson, 2014).  
Malware can cause significant risk to a business as it’s a software that is specifically designed to disrupt, damage, or gain unauthorised access to a computer system. Malware can be sent through mail, through email and through social media sites. Social media users tend to share links with each other. Hackers share malicious links that can look legitimate, to enticed users to click on the link, which will then allow them to gain access to a user’s information. Sometimes a malicious link can be easily identified, but since social media platforms have tightened up on scams, they are now harder to notice. However, as one method gets shut down, a new approach it created. Some have resulted in hacking users accounts, then using their account to post links, as users are more likely to click on a link posted by someone, they know rather than someone they have never heard of. Fake profiles are now been created through using information and legitimate photos from another user’s profile. The hacker then sends out friend requests to people on the real person’s friend list before posting malicious links or messaging friends asking form money or other information, this is a form of phishing (Culp et al., 2014).  To reduce such information being hacked, anti-virus or anti-malware products should be installed to regularly scan your network to prevent or detect threats. Anti-malware products must always be kept up-to-date and switched on to make sure that its monitoring the files that it should be.  Any alerts issued by the malware protection must be acted upon as quickly as possible, to reduce the implications it may cause to a company (A practical guide to IT security, 2016). 
Employees are key to keeping a company’s digital information secure, as they know the logging details to the company data. Accidental disclosure or human error is also a leading cause of breaches of personal data. This can be caused by simply sending an email to the incorrect recipient or opening an email attachment containing malware.  In September 2017 Vevo suffered a breach when one of its employees was phished via Linkedin, hackers were able to obtain and publicly release 3.12Tb worth of the company’s sensitive internal data (Snider, 2017) To reduce the risk of this happening again employees need to be trained, so they can recognise threats such as phishing emails. They also need to know how to use each site's security and privacy features, so they can lock down or remove any information they don't want made publicly available. Training employees in good social media habits not only protects your business, but it also protects their privacy and personal information. By training them in good social media practices, you're protecting both your business and staff (A practical guide to IT security, 2016)
[bookmark: _GoBack]Having a well written policy that follows all legal requirement can help address risks to a company in an organised manner. A well written policy would consider what actions should be put into place if a company suffered a data breach.  If the correct action it taken place in a rapid manner, it will minimise the amount of information a hacker will have collected, causing less damage to a company’s operation. Some organisations do not have adequate levels of protection because they are not using the security they have correctly, causing a delay in the time it takes to notice a problem. Breach of data may cause a company to lose money and compromise their customers trust in them (A practical guide to IT security, 2016).
[bookmark: _Toc534895182]How and why a company may create a digital identity for each of its customers?
Data has become a major priority for businesses of all sizes. As technologies that capture and analyse data can help a business gain a better understanding of its customers’ needs. Such insight information makes companies decisions easier as they can stock their shops according to their customers shopping habits (HM Goverment, 2016).
When a customer decides to register at Tesco, they collect data such as their personal details, including their postal and billing addresses, email addresses, phone numbers, date of birth and title. They also collect your account login details, such as the username and password you have chosen. Tesco collect this data to help them manage customer accounts, in order to process orders and refunds.  This enables them to provide their customers with goods and services they want to buy ("Privacy and cookies policy", 2018).
When a customer decided to shop online, they collect data on their online purchases.  Through collecting this data, it enables them to carry out market research and internal research, so they can improve their range of product, services, stores and information technology systems including security ("Privacy and cookies policy", 2018). To prevent fraud or any other crimes and misuse of personal data, it is important for any company including Tesco’s to monitor how their services are used. This helps Tesco’s to make sure that their customers can use their services safely (Zeilinga, Moore, Haranath & Pszonowsky, 2017).
A customer browsing behaviour is also collected, such as the adverts they have clicked on. Through looking at browsing behaviour and purchases it allows them to personalise their offers and services towards customers who buy those specific items ("Privacy and cookies policy", 2018).
When a customer enters the store, they collect CCTV footage of their customers. This enables them to monitor the safety of their stores in order to prevent or detect crime and anti-social behaviour. Through doing this they can protect their business, the local community, customers and colleagues ("Privacy and cookies policy", 2018).
Their instore pharmacy collects personal information such as your prescription details, medical history, payment details and contact/address information.  Through collecting such personal data, it will ensure the safety of healthcare deliveries, as they will provide their customers with the highest standard of care as required by the NHS ("Privacy and cookies policy", 2018).

[bookmark: _Toc534895183]Security ramifications to a company that collects customer personal data
Personal data collected by Tesco is collected stored and disclosed in a physical, electrical and procedural safeguarding methods. Security information is protected whilst it’s being transmitted through converting the data into codes, to prevent unauthorised access. ("Privacy and cookies policy", 2018). Computer safeguards such as firewalls and data encryption are used to keep this data safe. A firewall is a network security system that monitors, and controls incoming and outgoing network traffic based on predetermined security rules. A fire wall typically established as a barrier between a trusted internal network and an untrusted external network, such as the internet (Dutta & McCrohan, 2002).
Tesco only authorise access to employees and trusted partners who need it to carry out their responsibilities. It is important that employees that handle personal data are trained to handle threats towards data protections and know the signs of cyberattacks. Tesco protects personal data by only allowing access of personal information to trained employees who need it to carry out research (Byres & Lowe, 2004).
Tesco regularly monitors their systems for possible vulnerabilities and attacks such as malware, as they carry out penetration testing to identify ways to strengthen their security further. All businesses that collect personal data are at risk of data breach, there for they must consider ways of managing these risks to minimise the damage (Abrams & Weiss, 2008).
Technological measures are taken by organisation to safeguard personal data, however login and devices protected from unauthorised access is dependent on the customer. It is up to them to secure their devices and keep passwords confidential, to protect their personal data themselves (Vance, 2010). 
When these measures aren’t performed properly, customers personal data is at risked of being hacked, and can cause significant ramifications to a company’s operation. In the Summer of 2018, British airways, a major UK company’s system was breached for more than two weeks. During these two weeks a phishing cyber-attack took place as names, email addresses and credit card information were stolen, including card numbers, expiration dates and the three-digit CVC code required to authorise payments. This affected around 380,000 transactions, as fraudsters have access to their client’s bank account, allowing them to open new accounts in their name, or use their details to make fraudulent purchases (BBC News, 2018). It is unknown how much British Airways was fined but under the new General Data Protection Regulation regulations ("Key Changes with the General Data Protection Regulation – EUGDPR", 2018), the maximum penalty for a company hit with a data   breach is a fine of either £17 million or 4% of global turnover, whichever is greater. At the end of 2017, British Airways total revenue was £12.2 billion, meaning the company could face a fine of around £500 million (Griffin, 2018).
[bookmark: _Toc534895184]Conclusion
In conclusion, companies face the risk of having their personal data hacked even if they have all the latest technology, as fraudsters find new loopholes to hack their data. Companies must keep up with their security system to notice any misuse of their data. Even though there are ramifications to using social media and other technologies, the benefits are much greater that the risks. 
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