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1. Abstract	Comment by Carlene Campbell: 
Abstract should be the last to be written to outline the key finding or contribution that would interest key players.  Not outlining what is expected but rather what was done.

The following report will display the understanding of the fundamentals of computer forensics alongside the understanding of the legal side of computer forensics. Furthermore, this report will demonstrate understanding of the link between IT and forensics.

2. Introduction	Comment by Carlene Campbell: 
Very basic and need to be improved.

As technology continues to evolve, it has given crime units around the world countless tools to help complete the set task quicker. This report will show evidence of the research of these various computer forensics tools. Furthermore, a table will be shown to display and compare the various computer forensic tools. The report will also include the breaking down of a case study to identify whether a incident handler or a forensics investigator is needed to lead the investigation.	Comment by Carlene Campbell: 
Should be an
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3. Computer Forensics Tools	Comment by Carlene Campbell: 
This section could be better written and fomatted by giving sub-headings of the each tools talked about.

The way crime units investigate crimes has evolved over the last fifteen years due to the advancing of technology. Countless of computer forensic tools have been developed over the last ten years to help aid the digital forensic crime unit. Computer forensic tools are used in every major crime unit with the aim to analyse seized computer hardware such as a hard disk drive. Evidence gathered from any digital data seized must be ‘suitable for presentation in a court of law’ [1] or the accused will not be able to be prosecuted. Investigators usually create a ‘digital copy’ [1] of the seized hard drive to securely analyse the collected data. The purpose of this is to safely analyse the drive without accidentally changing any data that has the potential of becoming crucial incriminating data to the investigation. Any computer forensic investigator analysing the original drive could become a potential suspect if changes are made to the drive whether they are accidental or not. For this reason alone, it is essential to create a digital copy of the original hard drive seized. Creating a digital copy of the seized drive eliminates the risk of accidentally tampering with the original data leaving the computer forensic investigator to conduct a thorough search of the copied data. The most effective computer forensic tools have the capability to locate ‘hidden folders’ [1] alongside ‘deleted, encrypted or damaged files’ [1]. To become an official computer forensic investigator the investigator must be accredited with the correct certification. Computer forensic tools are either commercial software or open source software.

 Open source software is typically free available software that any user can ‘modify and share’ [2] due to the software being ‘publicly accessible’ [2]. Typically, open source software has accessible code for end users to view or duplicate to use themselves for any reason. Although all open source software have the same principles some open source software has different licensing rules. With certain software, if a user wishes to alter the software and publish their own version then the code behind the altered software must also be shared ‘without charging a licensing fee’ [2]  to an end user. Commercial software is developed software that has been made available to the public at a certain price. Commercial software is developed with the intention to make available ‘for sale to the general public’ [3].Typically, commercial software is available with a yearly licensing fee. Unlike open source software, the source code for commercial software is not available to the public to use for their purpose but instead owned under law by the software publisher. 

Computer forensic professionals frequently use more than one piece of software to critically analyse data seized as different software has different capabilities. Not every piece of software is fit for the specific purpose. A popular tool used by computer forensic professionals is the ‘Forensic tool kit’ [4] (FTK). This particular bit of software known as FTK is commercial software that is available for a yearly licensing fee. FTK is developed with a number of features to help aid the computer forensic units such as unrivalled speed ‘through distributed process engines’ [4]. Furthermore, the FTK software is ‘wizard-driven’ [4] ensuring that no critical data on the seized drive is missed. If critical data has been missed by certain software, then the crime unit cannot detect data that is potentially incriminating evidence. A crucial feature that FTK provides is the capability to detect ‘relationships and patterns’ [4] on the drive such as user activity. FTK also claim their graphical user interface is ‘easy to use’ [4] making the criminal investigation of the seized drive less time consuming leaving more time to focus on other sections of the investigation. Furthermore, FTK can analyse the data of smart devices such as mobile phones instead of just a computer. FTK is only available on ‘Windows’ [5] operating system. Newer versions of FTK are only available on the relatively new versions of the Windows operating system. 
Another computer forensic tool used by computer forensic professionals is ‘Volatility’ [6]. This particular piece of software is an open source software coded in the programming language ‘python’ [7]allowing end users to alter the software and release their own versions. Volatility specialises in analysing a PC’s ‘random access memory’ [8]. This is a major advantage to computer forensic professionals as FTK only analyses hard disk drive data. Using both FTK and Volatility allows computer forensic investigators to access both the hard drive and the random access memory to analyse potential incriminating data. Furthermore, Volatility can ‘analyse raw dumps, crash dumps, VMware dumps (.vmem), VirtualBox dumps, and many others.’ [6]This piece of software is high level for free open source software. Moreover, Volatility has more plugins that computer forensic professionals can use to investigate and analyse data. Volatility has the capability to find ‘cmd.exe’ [6] (Command Prompt) commands used by the user of the PC seized. Volatility also has the capability to ‘display TCP connections’ [6]. This is an essential tool while investigating and analysing data as this displays how much networks the particular PC has been connected to. Also, Volatility has the capability of retrieving saved ‘physical addresses’ [9] within the random access memory. This is essential to a computer forensic professional investigating and analysing data because a physical address is a unique address given to an electronic device. With the feature of displaying a list of physical addresses saved on the random access memory, this shows the amount of devices that has been connected to the PC. Volatility runs on every major operating system including Windows, Mac and Linux.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
‘Autopsy’ [10] is another tool used by computer forensic professionals to analyse and investigate seized data. Autopsy is an open source software specialising in ‘hard drive investigations’ [11] and is used by ‘various law enforcement agencies, military and government and corporate investigators to conduct digital investigations’ [11]. Autopsy has a number of features and capabilities. One major feature is that autopsy displays every result in a ‘single tree’ [10] meaning every result found will be easy to locate instead of running numerous searches for numerous file types. This is an essential feature as the overall analysis of the data will be less time consuming. Autopsy also has other features and capabilities such as ‘multi-user cases’ [10] which allows computer forensic investigators to collaborate over the same investigation while using Autopsy. This is a suitable feature for computer forensic investigators as every investigator involved in the investigation and data analysis can analyse data using the same file instead of loading their own separate files and leading their own separate data analysis. Another feature and capability of the Autopsy software build is the extraction of ‘web artifacts’ [10]. This feature allows the computer forensic professional to detect every web activity from the users on the hard drive. This web activity can range from websites visited to certain patterns while using the web such as frequent use of certain websites or time visited. This is an essential feature within the computer forensic investigation unit as a time that the website was accessed may not add up to a certain person's official statement to authorities. This could become a major lead during a criminal investigation with the data being eligible for presentation in court. Furthermore, Autopsy has the capability of ‘Registry Analysis’ [10] which displays ‘accessed documents and USB devices’ [10]. This is a good feature for a computer forensic investigator as this feature shows that there may be other USB devices connected to the PC that may have incriminating evidence in the form of data that could be presented in court. A standard feature that Autopsy provides is ‘Keyword search’ [10]which allows computer forensic professionals to potentially find exactly what they are looking for on the particular drive by searching a keyword in hope that a specific file includes that word in a specific document. Moreover, Autopsy has a ‘Interesting files module’ [10] that detects data entitled with the same name or path. Another interesting feature that Autopsy provides is that it locates where photos within the PC was taken if the location service was enabled at the current time of the captured photo. This Autopsy feature is called ‘EXIF’ [10]. This is an essential feature for computer forensic professionals because this could conflict a potential suspect official statement. If a suspect insists to authorities he was not at a certain location and the location of the captured photo found on the seized drive says otherwise then that becomes data eligible to be presented in court as the properties of the data conflict with the official statement given to authorities. Autopsy also carries a ‘timeline analysis’ [10] feature that allows the computer forensic investigator to identify when and what time the user of the seized drive accessed the files. This is an essential feature as the timing of the accessed files may not add up with the suspects statement. The importance of computer forensics is shown with these features as every feature presents potential incriminating data when used correctly.
Another powerful computer forensics tool used by computer forensic professionals to investigate and analyse data is ‘EnCase’ [12]. This particular piece of software is commercial software available to purchase at ‘GuidanceSoftware’ [13] for either a one-time licensing fee alongside an annual maintenance fee, a purchase of three licenses at a discounted price or an annual licensing fee. EnCase carries an essential feature that is almost guaranteed to be needed during criminal investigation of high-level IT professionals participating in criminal activity. This feature is the ability to ‘Decrypt’ [11] encrypted files within the seized drive. This is an essential capability for computer forensic professionals as a decryption of a file could uncover potential incriminating information presentable in a court of law and justice. Although FTK can also decrypt, FTK can only do simple decryption while EnCase can decrypt more advanced encrypted files leaving every file readable for the computer forensic professional. Alongside decryption, EnCase can also ‘perform investigation’ [11] on nearly every windows system. With this feature, computer forensic professionals can conduct investigation on almost all PC’s as the likelihood of a PC seized being a windows-based machine is likely as Windows developed the world's most popular operating system. Furthermore, EnCase will structure a report that will ‘serve all audience’ [11] on the analysed system. This is an important feature for computer forensic investigators as the report will display a summary of the systems contents such as files, file types etc. Alongside Windows systems, EnCase can also analyse the data stored in mobile operating systems such as iOS [14], Android [15] and Blackberry [16] with the EnCase plugin ‘EnCase Forensics’ [12]. This ensures that any mobile device seized by authorities and brought in for criminal investigation can have the device data analysed as these particular mobile operating systems are the most popular. An essential feature within the EnCase software is the capability to filter ‘potential evidence’ [12] quickly with elapsed time in mind. This feature allows the computer forensic professional to quickly ‘search, identify and prioritise’ [12] data to filter the correct potential incriminating data. This allows the computer forensic professional to gather the relevant data at a quick time and decrease the overall time of the investigation.  Moreover, EnCase has the capability to ‘automate the preparation of evidence’ [12] ensuring the overall investigation less time consuming. The automation feature has the capability of running structured queries allowing the relevant data to be brought forward first. 
‘Bulk Extractor’ [17] is another computer forensic tool that computer forensic professionals can use to critically analyse hard disk data. Bulk Extractor is a free software that allows the scanning of a disk drive to take place alongside ‘files or directory of files’ [18]. This is a similar feature to a number of other computer forensic software that also have the ability to read disk drive although Bulk Extractor does not require a license. Bulk Extractor also has the ability to acquire information such as ‘debit card numbers, specific URLs and email addresses’ [18]. Once the information is extracted from the disk drive, the information is available to view in a number of text files. It is the computer forensic professionals’ choice whether to analyse the data manually or choose an external forensic investigation tool to analyse the extracted data. ‘USB Write Blocker’ [19] is another tool used by computer forensic professionals to analyse data. This particular piece of software differs from the rest of the tools for two reasons. The first reason is that this particular tool (USB Write Blocker) is hardware based instead of software based meaning this tool is an external component able to ‘plug in and use’ [19]. The second reason is that this tool specialises in the reading and analysing of data on USB drives ahead of hard disk drives. The USB Write Blocker can analyse data of drives with a ‘maximum capacity of 2 terabytes’ [11]. The USB Write Blocker is available at a one of fee of ‘$149.99’ [19] or £114.23 at the current exchange rate on the date 03/04/19. This piece of hardware is compatible with both windows and mac os x based machines. 
‘X-Ways’ [20] is another computer forensics tool available to use for computer forensic professionals. X-Ways is a useful tool with a lot of features for computer forensic professionals to use. One major feature is the secure ‘disk cloning and imaging’ [20] ensuring no data is lost or corrupted during this clone. If data from the drive is lost or corrupted, potential incriminating evidence could be lost. X-Ways forensics also has the ability to analyse the random access memory of the PC.  Furthermore, X-Ways features a key capability of ‘identifying lost and/or deleted partitions’ [20]. This particular tool is a piece of commercial software that X-Ways believe is cheaper than its competitors and is ‘more efficient’ [20] than its competitors once used for a long period of time. X-Ways also has the capability of running ‘portably’ [20] off an external drive such as a USB drive. To investigate browser history and activity, ‘DumpZilla’ [21] is a potential tool that computer forensic professionals can use. DumpZilla analyses browser usage such as ‘browser history, cookies, proxy settings, web forms, bookmarks, cache, add-ons, etc.’ [11] DumpZilla is a free tool developed in the programming language ‘Python’ [7] and is available to download at ‘dumpzilla.org’ [21]. This particular 
piece of software is available on both Windows and ‘Linux’ [22] builds. DumpZilla carries the capability of retrieving ‘saved passwords’ saved in browser memory. This is a great tool for computer forensic professionals because the credentials found on the browser could hold the key to potential incriminating information that is presentable in a court of law. 
During a forensic investigation of a PC, analysing the registry of a PC can lead to potential answers as the registry holds user data and activity patterns specific to the PC. A popular tool to analyse the data within the registry is ‘Registry Recon’ [23]. This commercial software is designed for computer forensic professionals and is available to purchase with a licensing fee at computer forensic development company ‘Arsenal Recon’ [23]. Registry Recon separates themselves from other forensic tools as this particular piece of software has the ability to recover manually ‘deleted’ [23] registry data. A senior investigator of the US department of Labor [24] told Arsenal Recon that Registry Recon helped the US department of Labor ‘recover valuable information’ [23] in a very short space of time while also claiming that without Registry Recon the process of analysing the registry would have been more time consuming. Arsenal Recon also develop more computer forensic tools such as ‘Hibernation Recon’ [23] that ‘reconstructs active memory’ [23] that is compatible with any Windows based machine. Special Consultant Torben Strand of the ‘Danish National Police Cyber Crime Center’ gave feedback to Arsenal Recon about the Hibernation Recon service claiming it helped capture a ‘Skype’ [25] conversation involving the ‘distribution of child pornography’ [23] existing within a hibernation file discovered by Hibernation Recon.  
The next section will present a table comparing the previously discussed computer forensic tools.
































	Name
	Commercial/Open Source
	Advantages
/Disadvantages

	FTK
	Commercial
	· Case log files
· Free imager
· No multi-tasking capabilities
· No timeline review

	EnCase
	Commercial
	· Very expensive
· Large processing times
· User friendly GUI
· Keyword searching



	Volatility
	Open Source
	· Complex Interface
· Fast processing

	Arsenal Recon
	Commercial
	· 3 pieces of software on 1 license fee.
· Good feedback from professionals.

	X-Ways
	Commercial
	· Regular update checks
· USB based software
· Complex interface

	Bulk Extractor
	Open Source
	· Does not require license.
· Credit card data extraction
· Free disk reading

	USB Write Blocker
	Commercial (Hardware)
	· Compatible with windows/mac
· One off fee
· Plug in to use

	Autopsy
	Open Source
	· Single tree viewing
· Registry analysis
· Timeline analysis



4. Case Study

In this section of the report, the following case study will be analysed:
‘A terrorist was shot down at Heathrow International airport. He was planning to bomb the Mason International airport at Fiji. His face matched with the terrorist list. He tried to escape when the police confronted him; eventually they shot him. He was carrying a laptop briefcase when he was shot down. Mr. Mark Wales, the Chief Investigator at The Heathrow Police Department made a phone call to John, a detective in a professional investigation service, and asked him to investigate the items in the briefcase.’ [26]
During the analysis of the given case study, a detailed account on how to professionally handle a computer forensic investigation will be explained thoroughly. This involves how to obtain seized data safely to keep the value of the data. This is essential as any data seized by authorities could contain data presentable in a court of law leading to prosecution of the accused in the case. Furthermore, the obtaining of the data must be kept on record as any data tampering that has no explanation could lead to the computer forensic professional leading the case a potential suspect of criminal activity. 

For any computer forensic investigation to begin, an adequate working space must be acquired in a location unknown to suspects of the potential crime. This is to ensure that the working area is not targeted for a potential breach with intention to steal/tamper with the evidence seized from the suspect.  Moreover, proven computer forensic tools should be identified upon use for compatibility reasons. If computer forensic tools identified are not capable of running on certain operating systems, then the overall time of the investigation will increase. Typically, every computer forensic tool identified in this report previously are all capable of running on windows-based machines. Furthermore, PC’s with relatively new CPU and high memory Random Access Memory (RAM) tend to run computer forensic tools with ease ahead of a basic PC. The computer forensic professional must also ensure that there is enough storage on the PC both the computer forensic tools and the seized evidence. A secure ethernet connectivity should be put in place by the computer forensic professional in case communication with fellow case investigators occurs over the internet with ‘video conferencing’ [27]. Every step the computer forensic professional plans to undertake while investigating the case must record every step, he/she takes to ensure they cannot be incriminated in the case if any data is tampered with during the investigation. 
Once all steps to prepare for a computer forensic investigation is undertaken, the handling of the hardware can take place. Upon handling any evidence, it is essential to take all precautions. Using hand protection such as stainless gloves to handle the seized hardware from the suspect ensures no fingerprints are added to the suspects hardware. The seized hardware from the suspect includes images, fingerprints and a laptop (with bag). With the laptop being in standby mode, potential data that is left on the laptop may be unsaved meaning certain steps must be taken to ensure that potentially incriminating data is not lost. If the laptop loses power and is turned off, potential unsaved data will be lost. The next step of the forensic investigation is to clone the seized drive. This is because investigating and analysing the original saved drive could lead to tampering of crucial data. Tampering with the original data could leave the computer forensic professional investigating on the case a suspect due to leaving their own fingerprints within the data. Cloning the seized drive gives freedom to the computer forensics professional to conduct a full investigation and analysis on the seized drive with no risk of incriminating themselves by altering the data. Before cloning the seized drive, it is vital that a tool such as a ‘USB Write Blocker’ [19] should be implemented into the PC to protect the data on the original drive from any corruption. If any data is corrupted upon investigation, then potentially incriminating data could be lost. To clone the seized drive a computer forensic tool is needed. Using full disk image cloning tools such as ‘X-Ways’ [20] is essential in cloning disk images to avoid any data being lost while transferring. Typical Windows software has the capability of creating disk copies but certain file types and data history will not be transferred. X-Ways has the capability of creating an exact clone of the disk image. Once creating an exact clone of the seized disk image, a computer forensic tool like ‘FTK’ [4]is useful to analyse the files recovered from the cloned drive as FTK identifies the amount of files, the file types and the relationships and patterns that occur on the drive developed by the user. Furthermore, DumpZilla [21] is a suitable tool to analyse the seized data due to its capabilities of analysing the drives web browser history including cookies, bookmarks, web proxies etc. A potentially preferred tool to analyse the seized data is ‘Autopsy’ [10]. This is for a number of reasons. One of the reasons Autopsy may be preferred is due to the data being displayed using a single tree instead of different sections making the potential allotted time of the investigation decrease. Moreover, if more than one personnel investigates the data at the same time then it can be done in real time with the same file on different machines potentially decreasing the allotted time of the investigation. Although FTK is a reputable data analysis tool, FTK only analyses the disk drive. If only the disk drive is analysed during criminal computer forensic investigation, then potentially incriminating data may not be found. PC components such as the Random-Access Memory must be analysed to find data such as crash dumps and raw dumps. A computer forensic professional could use the tool ‘Volatility’ [6] to perform this task in the investigation.  Once the analysis of the data is complete and the PC components such as the Hard Disk Drive and the Random-Access Memory has been analysed by the selected computer forensics tools, the results and findings of the components will be displayed within the respected tools. While these respected computer forensics tools have the capability of retrieving data from the hardware, some data may be encrypted by the suspect as protection of the personal data. While FTK has the capability of basic decryption the software may not have the correct tools to decrypt the particular file. Computer Forensic software such as ‘EnCase’ [12] has the capability of decrypting more advanced encrypted files.
Once all file types have been identified and decrypted the next step of the investigation process can take place. This process involves the investigator analysing every file retrieved from the respected computer forensic tools and flagging any potential criminal activity within any of the files. In this case, the investigator notes any potential terrorist intentions within the retrieved files. Every file such as text files, images, videos etc. retrieved from the suspects drive must be critically investigated to ensure no incriminating files are missed out. Files on the suspects seized drive can lead to further answers towards the case such as further terrorist attacks planned around the world alongside suspect connections involved in these particular crimes. Finding such evidence could prove crucial in the case as this data would be presentable in a court of law.  If an investigator has any suspected use of payments to those involved in these potential attacks then the computer forensics tool ‘Bulk Extractor’ [17] has the capability of retrieving credit cards saved to the Hard Disk Drive. Once recovering a search warrant to analyse payments from the cards retrieved, the investigator can look for names that appear in both the credit card payment history and certain files to see if there is a match. Further links to the attacks can be made if there is a match within both the files and credit card payments as the named associates can be investigated separately once access is gained to their drive which could lead to more arrests and potentially finding more incriminating data along with more associates to the attacks.
After the investigation of the files is complete, a full report on the findings of data should be presented to the head of criminal investigation leading the case.


5. Results of the investigation	Comment by Carlene Campbell: 
For easier marking it would be good to maintain the forensic methodology numbering flow as outline in the assignment when discussing the case by filling in the missing procedures and add your own discussions as well. Referencing the sources when discussing will make your work more credible and professionally done.


In this section, the results and findings of the computer forensics tools will be analysed.
[image: ]Once the disk drive was cloned the investigation could begin. With the use of FTK, the investigation of the contents of the seized drive could begin. Loading the disk drive into FTK allowed the data to be analysed.	Comment by Carlene Campbell: 
How was it cloned? 

After the contents of the suspects seized drive was read, the results shown that the suspicion of potential planned terror attacks from the suspect was confirmed. The files confirmed files containing names of associates, instructions of how to carry out the potential attacks, media of previous terror attacks, images of airports targeted as potential terror attack locations and an in-depth video of London’s Heathrow airport.
After thorough analysis of the contents of the drive there were a lot of flagged files potentially containing incriminating data that is able to be shown to a jury in court. The most alarming and potentially the most incriminating file on the system is a text file has reads ‘h! p1ac3 7h3 80m8 a7 h3a7hrow a!rp0r7 7h!s $undae’. No encryption tool is needed to decrypt the message as it is clear to read. The sentence goes as follows: “Hi place the bomb at Heathrow airport this Sunday” This is the evidence that any investigator would hope to find within a seized drive as the file shows the suspects intention was clear. The only downside to this is that there is no indication that the suspect is the sender of this file meaning that the actual person carrying out the attack may not be the suspect in custody. Heathrow airport was not the only planned terror attack on the suspects seized drive. Selected files suggested that a terror attack was planned at another airport. A number of images of the Mason Jewett Field airport was found on the suspects seized drive. The images were taken at different co-ordinates around the airport suggesting that this was part of a detailed plan to carry out a terror attack at the airport. Again it is unclear whether or not the suspect sent the file to an associate, acting alone on the terror attacks or received these files off an associate. While investigating the case as whole it is meaningful to consider that the suspect may not be acting alone in any of the planned attacks. It is possible that the suspect could plan the attacks while associates carry out the planned terror attack. To ensure the suspect do not act in these attacks it is essential that his passport is seized. 

[image: ] 

From the image above it is clear to see that the suspect in custody is Saajid Batat and is a British citizen. 
To continue the results, media has been found on the suspects seized drive of previous carried out terrorist attacks on popular landmarks around the world. This is another indication that the suspect plans to carry out a terrorist attack.
[image: ]Furthermore, the analysis of the seized drive was not straight forward as more forensics tools were needed to decrypt two files on the drive due to FTK only having simple decrypting capabilities. The computer forensics tool ‘PRTK’ [28] (Password Recovery Tool Kit) was needed to decrypt the remaining two files named ‘about susan.docx’ and ‘bank.xlsx’
After decrypting the ‘About Susan.docx’ the text file read ‘Susan eats truffles under pressure, that helps everything before 0wning Major Brad at the 8th.’. At first look, the sentence makes no sense or relevance to the terror attack case but after further thorough investigation it was found that there is a hidden message with every first letter of each word spelling a particular sentence which reads ‘setup the bomb at 8’. This infers that this is an instruction to plant the bomb at either 8am/pm or at terminal 8 of an airport. The second password protected file ‘bank.xlsx’ was decrypted into an excel file (spreadsheet) that shown credit card details of an associate of the suspect. This infers that a potential payment to that bank account could be made as an endorsement to carry out a terrorist attack. This document now links another suspect to the potential plotting of a terrorist attack.



6. Conclusion

To conclude the research, there are plenty of computer forensic tools both commercial and open source capable of performing tasks needed to complete a computer forensic investigation. During a professional computer forensic investigation, more than one computer forensic tool is needed to fully analyse a system components alongside data inside those components.
To conclude the case study, the analysis of the seized drive found potentially incriminating data that is presentable within a court of law as evidence against the accused. Using previously researched computer forensics tools such as FTK, the correct procedure towards conducting a computer forensic investigation is carried out.
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	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have demonstrated your own research.  However, as an academic work you need to use updated credible, peer reviewed articles.  Your references were mainly website.   (Grade mark: 55.00%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]11

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated understanding of the concepts and underlining principles. However, more depth and strength of your statements could be apply.  Consult academic survey papers (IEEE, Science Direct, Elsevier, etc.) next time to help in this area. (Grade mark: 53.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]8

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Communication/discussion of the case was generic in some areas. For easier marking it would be good to maintain the forensic methodology numbering flow as outline in the assignment when discussing the case by filling in the missing procedures and add your own discussions as well. Referencing the sources when discussing will make your work more credible and professionally done. It would be good to do sub-headings for each tools explained, make your work more readable.  You have not provided fees or invoice for expert services. (Grade mark: 44.44%)
	[bookmark: totalANA]45
	[bookmark: markANA]20

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]No evidence of the practical aspect.  The copy should be uploaded to the Moodle link or the type of procedure use documented and included as an appendix or upload to Moodle.   (Grade mark: 0.00%)
	[bookmark: totalPAD]15
	[bookmark: markPAD]0

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]Proper cover page could be done for your assignment.  Formatting required and there are some grammatical errors (Grade mark: 50.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]2.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]42%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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