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[bookmark: _Toc242265230][bookmark: _Toc242266108]1. Abstract
Financial transaction fraud is a significant challenge for banks, payment providers and financial institutions because fraudulent transactions are typically rare compared with legitimate transactions. This creates a severe class-imbalance problem that can cause conventional machine-learning classifiers to favour the majority class and achieve misleadingly high accuracy while failing to detect fraudulent transactions. This research aims to conduct a comparative study of artificial-intelligence-based fraud detection models under different class-imbalance handling strategies. A publicly available credit-card transaction dataset will be used to develop and evaluate Logistic Regression, Random Forest, XGBoost , classifiers. Five experimental conditions will be compared: the original imbalanced dataset, random undersampling, SMOTE, SMOTE-Tomek and class-weighted learning. Data preprocessing, feature analysis, hyperparameter optimisation and leakage-free cross-validation will be applied. Model performance will be assessed using precision, recall, F1-score, Matthews correlation coefficient, ROC-AUC and, most importantly, Area Under the Precision-Recall Curve (AUPRC). Statistical tests will determine whether performance differences between imbalance-handling approaches are significant. The study is expected to identify an effective and reproducible strategy for detecting rare fraudulent transactions while balancing fraud detection capability and false-positive costs.

[bookmark: _Toc242265231][bookmark: _Toc242266109]2. Introduction

The rapid expansion of digital banking, online shopping, mobile payments and electronic financial services has increased the volume and complexity of financial transactions. Although digital transactions provide convenience and efficiency, they also create opportunities for criminals to conduct fraudulent activities. Financial fraud can result in direct monetary losses, operational costs, reputational damage and reduced customer confidence. Consequently, financial institutions require reliable automated systems capable of identifying suspicious transactions rapidly and accurately. Recent literature demonstrates that machine learning (ML) and artificial intelligence (AI) have become important approaches for detecting complex patterns associated with financial fraud [1], [2].
Traditional fraud detection systems commonly depend on predefined rules and expert knowledge. Such systems can be effective for known fraudulent behaviours, but they may have difficulties identifying previously unseen or rapidly changing fraud patterns. Machine-learning approaches offer an alternative because they can learn relationships between transaction characteristics and historical fraud labels. Recent studies have demonstrated the effectiveness of ensemble methods, deep learning and graph-based models for financial fraud detection [3]–[6]. However, high predictive performance cannot be guaranteed simply by selecting a sophisticated algorithm. One of the most important challenges is the extreme imbalance between legitimate and fraudulent transactions.
[bookmark: _Toc242265232][bookmark: _Toc242266110]Research problem
Financial fraud datasets generally contain substantially more legitimate transactions than fraudulent transactions. For example, the widely used European credit-card fraud dataset contains 284,807 transactions, of which only 492 are fraudulent, representing approximately 0.172% of all transactions [1], [7]. Such a distribution means that a model could classify almost every transaction as legitimate and still achieve very high accuracy. However, such a model would be practically ineffective because its ability to identify fraud would be extremely poor.
Class imbalance can cause machine-learning algorithms to become biased towards the majority class. Consequently, accuracy alone is not an appropriate measure of fraud-detection performance. Precision, recall, F1-score and AUPRC provide more meaningful information because they focus more directly on the ability to identify the minority fraud class [2], [7]. Recent research has also shown that threshold optimisation can substantially influence fraud-detection performance without changing the underlying classifier [8].
[bookmark: _Toc242265233][bookmark: _Toc242266111]Motivation and need for the research
The motivation for this research is therefore to determine how different approaches for handling class imbalance affect the performance of AI-based fraud-detection models. In practical financial environments, missing a fraudulent transaction can cause financial losses, whereas incorrectly identifying a legitimate transaction can inconvenience customers and increase manual-review costs. Therefore, the objective should not simply be to maximise accuracy, but to find an appropriate balance between detecting fraudulent transactions and controlling false positives.
Recent studies have investigated techniques such as random undersampling, SMOTE, SMOTE-Tomek, class weighting and threshold optimisation [1], [8], [9]. However, the results are not necessarily consistent across models and datasets. For example, Salekshahrezaee et al. demonstrated that different sampling strategies produced substantially different outcomes across Random Forest, XGBoost, LightGBM and CatBoost [1]. Similarly, Leevy et al. showed that threshold optimisation can improve performance without modifying the underlying learner [8]. These findings indicate that the effectiveness of an imbalance-handling method may depend on the classifier, evaluation metric and experimental design.
[bookmark: _Toc242265234][bookmark: _Toc242266112]Shortcomings in existing literature
Several shortcomings remain in the literature. First, many studies focus on a single imbalance-handling technique or a single classifier, making it difficult to determine which combination is most effective. Second, accuracy and ROC-AUC are still frequently emphasised even though they can provide an overly optimistic impression under extreme class imbalance [2], [7]. Third, some studies use oversampling before splitting the dataset, creating the possibility of data leakage and artificially inflated performance. Fourth, a large proportion of research uses the same public credit-card dataset, limiting the generalisability of findings to other financial environments [5], [10].
Recent research has also increasingly investigated graph neural networks (GNNs) because transactions can be represented as relationships between customers, merchants and accounts [4], [6]. Nevertheless, GNN approaches can require considerably more complex data structures and computational resources. The proposed research therefore concentrates on a controlled and reproducible comparison of widely used conventional ML models and class-imbalance strategies. This provides a manageable experimental framework while directly addressing the methodological gap concerning the comparative influence of imbalance-handling techniques.

[bookmark: _Toc242265235][bookmark: _Toc242266113]3. Objectives
The overall purpose of this study is to investigate how different class-imbalance handling techniques influence the performance of artificial-intelligence models for financial transaction fraud detection.
The specific objectives are:
1. To preprocess and analyse a publicly available financial transaction dataset and quantify the extent of class imbalance between legitimate and fraudulent transactions.
2. To implement and compare Logistic Regression, Random Forest, XGBoost and LightGBM as representative linear, bagging and boosting-based machine-learning models.
3. To implement five class-imbalance strategies: the original imbalanced dataset, random undersampling, SMOTE, SMOTE-Tomek and class-weighted learning.
4. To evaluate model performance using precision, recall, F1-score, Matthews correlation coefficient (MCC), ROC-AUC and AUPRC, with particular emphasis on minority-class performance.
5. To statistically compare the experimental results and identify whether differences between imbalance-handling techniques are significant.
6. To identify the most effective and practical combination of classifier and imbalance-handling strategy for detecting fraudulent transactions while controlling false positives.
The expected outcome is a reproducible comparative framework that provides evidence-based guidance for selecting imbalance-handling methods in AI-based fraud detection.

[bookmark: _Toc242265236][bookmark: _Toc242266114]4. Importance of the Research

This research has both scientific and practical value. Scientifically, it will contribute to knowledge concerning the relationship between class-imbalance strategies and machine-learning performance in financial fraud detection. Rather than assuming that one technique is universally superior, the study will experimentally compare multiple approaches under a consistent evaluation framework. This can improve understanding of how data-level methods such as SMOTE and undersampling compare with algorithm-level approaches such as class weighting.
The study will also contribute to methodological understanding by emphasising appropriate evaluation measures for severely imbalanced classification. AUPRC, recall, precision, F1-score and MCC will be considered alongside ROC-AUC, reducing the risk of drawing conclusions from accuracy alone [7], [8].
Practically, the findings may assist financial institutions and fraud analysts in selecting machine-learning approaches that identify a greater proportion of fraudulent transactions without producing excessive false alarms. The study may also provide a reproducible workflow that can be adapted to other imbalanced financial classification problems.

[bookmark: _Toc242265237][bookmark: _Toc242266115]5. Literature Review
[bookmark: _Toc242265238][bookmark: _Toc242266116]5.1 Artificial intelligence and financial fraud detection
Artificial intelligence and machine learning have become increasingly important in financial fraud detection because fraudulent behaviour is often complex, nonlinear and difficult to describe using fixed rules. A recent systematic review by Hernandez Aros et al. examined 104 publications on machine-learning-based financial fraud detection and identified continued growth in the use of ML models for detecting different forms of financial fraud [2]. The review also highlights the importance of datasets, model selection and evaluation metrics when comparing fraud-detection approaches.
Traditional supervised learning treats fraud detection as a binary classification problem, where transactions are labelled either legitimate or fraudulent. Leevy et al. compared binary classification with one-class classification using highly imbalanced fraud datasets and found that binary classification performed better in their experiments [7]. This supports the use of supervised binary classification as the primary framework for the proposed research when reliable fraud labels are available.
[bookmark: _Toc242265239][bookmark: _Toc242266117]5.2 The class-imbalance problem
Class imbalance is one of the central challenges in fraud detection. When fraudulent transactions represent a very small proportion of observations, classifiers may learn a strong preference for the majority legitimate class. The resulting accuracy may be high while the ability to detect fraud remains poor.
Salekshahrezaee et al. investigated this issue using the European credit-card dataset and compared Random Forest, XGBoost, LightGBM and CatBoost under different feature-extraction and sampling strategies [1]. Their study compared random undersampling, SMOTE and SMOTE-Tomek. Importantly, their results demonstrated that the effectiveness of sampling was dependent on the experimental configuration and classifier. This suggests that no single resampling method should automatically be assumed to be optimal.
The major advantage of oversampling techniques such as SMOTE is that they increase the representation of the minority class without simply duplicating existing observations. However, synthetic observations may also introduce unrealistic examples or influence decision boundaries when minority observations are noisy or overlapping. Random undersampling has the opposite problem: it reduces the majority class but may discard useful legitimate transactions [1], [8]. Therefore, the comparative evaluation of multiple strategies is justified.
[bookmark: _Toc242265240][bookmark: _Toc242266118]5.3 Random undersampling and oversampling
Random undersampling reduces the number of majority-class observations to make the training distribution less skewed. Its main advantage is computational efficiency, particularly when the legitimate class is extremely large. However, potentially informative majority examples may be removed.
SMOTE generates synthetic minority observations based on neighbouring minority instances. It can improve minority-class representation but may create synthetic observations in regions where legitimate and fraudulent classes overlap. SMOTE-Tomek attempts to address some boundary problems by combining oversampling with the removal of Tomek-link observations.
Salekshahrezaee et al. found that different combinations of sampling, feature extraction and classifiers produced different results, demonstrating that sampling should be treated as an experimental variable rather than an automatic preprocessing step [1]. This is directly relevant to the proposed comparative study.
[bookmark: _Toc242265241][bookmark: _Toc242266119]5.4 Algorithm-level approaches and threshold optimisation
An alternative to changing the dataset is to modify the learning algorithm. Class-weighted learning assigns greater importance to fraudulent observations during model training. This approach has the advantage of preserving the original dataset distribution.
Threshold optimisation represents another approach. Instead of automatically assigning fraud when a predicted probability exceeds 0.5, a decision threshold can be selected based on an appropriate performance objective. Leevy et al. investigated threshold optimisation for imbalanced credit-card data and demonstrated that threshold selection can significantly influence fraud-detection performance [8]. This finding is particularly important because financial institutions may prefer a model with higher fraud recall even if this produces additional false positives.
Recent research also supports the use of class weighting and threshold optimisation rather than relying exclusively on synthetic oversampling. Baisholan et al. proposed FraudX AI using Random Forest and XGBoost while retaining the original class distribution, combining class weighting, probability averaging and threshold optimisation [10]. Their results demonstrate the potential of maintaining the natural distribution while optimising the decision process.
[bookmark: _Toc242265242][bookmark: _Toc242266120]5.5 Ensemble learning
Ensemble algorithms are particularly relevant to fraud detection because they can capture nonlinear relationships and interactions between transaction characteristics. Rahman and Zhu examined imbalanced ensemble classifiers for accounting-fraud prediction and reported that imbalanced ensemble approaches could outperform conventional models in their setting [3]. Their work demonstrates that the treatment of class imbalance should be considered together with classifier design.
Recent research has also compared conventional ML models with deep learning and other advanced techniques. Albalawi and Dardouri evaluated Logistic Regression, Decision Tree, Random Forest and a deep-learning model incorporating focal loss and SMOTE [11]. Their findings demonstrated that Random Forest and deep learning could achieve strong results, although performance depended on the selected evaluation metric and imbalance strategy.
[bookmark: _Toc242265243][bookmark: _Toc242266121]5.6 Graph-based fraud detection
A further development is the use of graph neural networks. Financial transactions naturally form networks involving customers, accounts, merchants and transaction relationships. Motie and Raahemi conducted a systematic review of GNN-based financial fraud detection and identified GNNs as an important research direction because they can capture relational information that conventional tabular classifiers cannot directly represent [5].
Similarly, Tong and Shen proposed an imbalance-aware GNN framework that uses neighbourhood sampling and graph information to address category imbalance [4]. These studies demonstrate the potential of graph-based methods, but they also introduce greater implementation complexity. The proposed research will therefore use conventional tabular ML models as its core experimental framework, while recognising GNNs as an important direction for future research.
[bookmark: _Toc242265244][bookmark: _Toc242266122]5.7 Critical gap and proposed contribution
The literature demonstrates that AI can provide effective fraud-detection capabilities, but the treatment of class imbalance remains unresolved. Existing research often evaluates individual techniques, uses different datasets and employs different performance measures, making direct comparison difficult. Furthermore, some approaches prioritise overall accuracy or ROC-AUC despite the extreme rarity of fraud.
The proposed study addresses this gap through a controlled comparative experiment in which the same dataset, classifiers, preprocessing procedures, validation strategy and evaluation metrics are used across multiple imbalance-handling approaches. Resampling will be performed only within training folds to avoid data leakage. AUPRC and F1-score will be emphasised because they provide more informative assessments of minority-class performance. Statistical comparison will also be used to determine whether observed differences are meaningful rather than simply due to random variation.

[bookmark: _Toc242265245][bookmark: _Toc242266123]6. Hypothesis / Research Questions
The research will be guided by the following primary research question:
RQ1: How do different class-imbalance handling techniques affect the performance of artificial-intelligence models for detecting fraudulent financial transactions?
The following secondary questions will also be investigated:
RQ2: Which combination of machine-learning classifier and imbalance-handling strategy achieves the best balance between fraud recall, precision and AUPRC?
RQ3: Are the differences in performance between imbalance-handling techniques statistically significant?
The main hypothesis is:
H1: Machine-learning models trained using an appropriate class-imbalance handling strategy will achieve significantly better fraud-detection performance, particularly AUPRC, recall and F1-score, than models trained on the original imbalanced dataset without imbalance adjustment.
The null hypothesis is:
H0: There is no statistically significant difference in fraud-detection performance between models using different class-imbalance handling strategies.
These hypotheses are directly mapped to the objectives because the research will experimentally manipulate the imbalance-handling strategy, measure model performance and statistically compare the resulting outcomes. Friedman testing and post-hoc Wilcoxon signed-rank tests with appropriate correction will be considered for repeated experimental comparisons.

[bookmark: _Toc242265246][bookmark: _Toc242266124]7. Research Design and Methodology
The research will use a quantitative experimental comparative design. The study will investigate the effect of class-imbalance handling methods on supervised machine-learning models for financial fraud detection.
[bookmark: _Toc242265247][bookmark: _Toc242266125]7.1 Dataset
The primary dataset will be the publicly available European Credit Card Fraud Detection Dataset, which contains 284,807 transactions and 492 fraudulent observations [1], [10]. The dataset contains anonymised numerical features, transaction time, transaction amount and a binary class label.
The dataset is appropriate because it represents an extreme real-world-style imbalance problem and has been extensively used in recent fraud-detection research [1], [7], [10]. However, its limitations will be explicitly considered when interpreting the findings.
[bookmark: _Toc242265248][bookmark: _Toc242266126]7.2 Data preprocessing
The dataset will first be inspected for missing values, duplicate observations, class distribution and feature ranges. Exploratory data analysis will be performed to understand the characteristics of legitimate and fraudulent transactions.
Numerical features will be appropriately scaled where required, particularly for Logistic Regression. Features will be processed using training data only to prevent information leakage.
The dataset will be separated into training, validation and final testing components. A chronological split will be considered because transaction data can exhibit temporal characteristics. Stratified cross-validation will be performed within the training data where appropriate.
[bookmark: _Toc242265249][bookmark: _Toc242266127]7.3 Class-imbalance strategies
Five experimental conditions will be compared:
1. Original imbalanced data – baseline condition.
2. Random undersampling – reduction of majority-class observations.
3. SMOTE – synthetic generation of minority-class observations.
4. SMOTE-Tomek – combination of minority oversampling and boundary cleaning.
5. Class-weighted learning – greater training penalty assigned to fraudulent observations.
A key methodological requirement is that SMOTE and other resampling operations will be applied only to training folds, never to the validation or final test set. This prevents synthetic observations derived from test data from entering the training process and avoids data leakage.
[bookmark: _Toc242265250][bookmark: _Toc242266128]7.4 Machine-learning models
Four classifiers will be evaluated:
· Logistic Regression;
· Random Forest;
· XGBoost;
These models provide a useful comparison between a relatively interpretable linear classifier and increasingly powerful tree-based ensemble approaches. Recent research has demonstrated the relevance of Random Forest and boosting methods to imbalanced financial fraud detection [1], [3], [10].
[bookmark: _Toc242265251][bookmark: _Toc242266129]7.5 Model optimisation and evaluation
Hyperparameters will be optimised using grid search or randomised search on the training data. The same optimisation protocol will be applied consistently to all experimental conditions.
Performance will be assessed using:
· Precision;
· Recall;
· F1-score;
· Matthews Correlation Coefficient (MCC);
· ROC-AUC;
· Area Under the Precision-Recall Curve (AUPRC);
· False-positive rate;
· False-negative rate.
AUPRC will be the primary comparison metric because fraudulent transactions are extremely rare and precision-recall analysis provides more useful information about minority-class detection [7], [8].
After identifying the strongest model, threshold optimisation will be investigated to determine whether the default 0.5 decision threshold is appropriate. Statistical testing will then be used to compare repeated model results.
The research will be implemented using Python, with libraries such as pandas, NumPy, scikit-learn, imbalanced-learn, XGBoost and LightGBM. Experiments will be documented using version-controlled notebooks/scripts to support reproducibility.

[bookmark: _Toc242265252][bookmark: _Toc242266130]8. Research Limitations
The research has several limitations that may influence the interpretation and generalisability of its findings. First, the study will primarily use one publicly available credit-card fraud dataset. Although this dataset is widely used, its anonymised features and specific transaction environment may not represent the behaviour of fraud across different banks, payment systems or countries. Therefore, the best-performing method may not necessarily produce identical results on another financial dataset.
Second, the dataset is relatively old compared with current transaction environments. Fraudsters continually change their behaviour, meaning that historical patterns may not fully represent contemporary fraud.
Third, synthetic oversampling methods such as SMOTE may generate observations that do not perfectly reflect real fraudulent behaviour. Conversely, undersampling may remove legitimate transactions that contain useful information.
Finally, the research will evaluate predictive performance rather than deploying the models in a live banking environment. Consequently, factors such as processing latency, changing fraud patterns, regulatory requirements and real financial costs cannot be completely reproduced. These limitations will be considered when drawing conclusions.

[bookmark: _Toc242265253][bookmark: _Toc242266131]9. Timeline with Professional Practice
The project will be completed over a 12-week period. The schedule incorporates independent learning, research planning, technical implementation, experimentation, analysis and professional documentation. Version control will be used throughout the project to maintain reproducibility, while regular backups and structured documentation will reduce the risk of data or code loss.
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Professional practice will include ethical use of publicly available data, reproducible computational experiments, accurate citation of academic sources, transparent reporting of unsuccessful experiments, and critical evaluation of limitations.

[bookmark: _Toc242265255][bookmark: _Toc242266132]10. Expected Findings
The research is expected to demonstrate that class imbalance has a substantial effect on the performance of artificial-intelligence models for financial fraud detection. The baseline models trained on the naturally imbalanced dataset are expected to achieve high overall accuracy but comparatively weaker minority-class recall and F1-score. This would demonstrate why accuracy alone is unsuitable as the primary measure for this research problem.
It is anticipated that imbalance-handling techniques will improve the ability of the models to identify fraudulent transactions. However, the improvement is not expected to be uniform across all classifiers. Previous research indicates that the effectiveness of random undersampling, SMOTE and hybrid sampling techniques can vary depending on the classifier and evaluation metric [1]. Therefore, the study is expected to identify meaningful differences between the five experimental conditions.
SMOTE and SMOTE-Tomek are expected to increase fraud recall by providing the learning algorithms with a greater representation of the minority class. However, this improvement may be accompanied by an increase in false positives. Random undersampling may improve minority-class recognition while reducing computational cost, but it may also remove useful information from the majority class.
Class-weighted learning is expected to provide a strong alternative because it preserves the original transaction distribution while assigning greater importance to fraudulent observations. This approach may provide a useful balance between recall and precision and is consistent with recent research investigating fraud detection without artificially balancing the complete dataset [10].
Tree-based ensemble models, particularly XGBoost, Random Forest or LightGBM, are expected to outperform Logistic Regression because financial fraud patterns may involve nonlinear relationships and interactions between transaction characteristics. Nevertheless, the study will not assume that one model is superior before experimentation.
The final expected outcome is the identification of the most effective classifier–imbalance-strategy combination according to AUPRC, F1-score, recall, precision and MCC. The research is also expected to show that threshold selection can further alter the precision-recall trade-off. Consequently, the study should provide evidence that effective fraud detection requires not only an appropriate machine-learning algorithm but also careful treatment of class imbalance, leakage prevention and evaluation methodology.
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