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Thomas Rhys Evans – 1810164 - ACCB5000 – Computer Forensics

Task 1: Introduction
1.1 Computer Forensics

In ‘The Basics Of Digital forensics’, John Sammons describes the term ‘Computer Forensics’ as:

“The application of computer science and investigative procedures for a legal purpose involving the analysis of digital evidence after proper search authority, chain of custody, validation with mathematics, use of validated tools, repeatability, reporting, and possible expert presentation” [1]

The investigation is not limited to only end user devices such as laptops and FAT clients, but also mobile devices, networks and data on servers, both physical and in the “cloud”. 

Forensic reporting often follows a set of broadly defined steps, as set out by Eoghan Casey in ‘Digital Evidence and Computer Crime’:

· Preparation: Generating a plan of action to conduct an effective digital investigation, and obtaining supporting resources and materials. 
· Survey/Identification: Finding potential sources of digital evidence. 
· Preservation: Preventing changes of in situ digital evidence, including isolating the system on the network, securing relevant log files, and collecting volatile data that would be lost when the system is turned off. 
· Examination and Analysis: Searching for and interpreting trace evidence.
· Presentation: Reporting of findings in a manner which satisfies the context of the investigation [2]

1.2 Legislation and Law

When digital evidence is presented in a court of law, this evidence falls under the same rules as physical evidence. Depending on geographical location, evidence falls under different rules and regulations. In the UK, Police and Criminal Evidence Act 1984 (PACE) covers the admissibility of evidence, both physical and digital. [3]. Forensic science providers must also adhere to strict codes of practice. Laboratories require to be accredited by the United Kingdom Accreditation Service [4]. The Forensic Science Regulator sets out the accreditations needed, namely the BS EN ISO/IEC17020:2012 for any crime scene activity and BS EN ISO/IEC17025:2005 for any laboratory function (such as the recovery or imaging of electronic data). [5]

1.3 Chain Of Custody

A key part of maintaining validity and admissibility of evidence is to ensure that the chain of custody is properly recorded and maintained. This is undertaken with a chain of custody document. A chain of custody document is a chronological documentation of electronic evidence and documents the “collection, sequence of control, transfer and analysis” of the evidence. [6] Maintaining proper chain of custody ensures the integrity of the evidence and helps to prevent the evidence being deemed inadmissible in court. [6] An example Chain of Custody document can be found at appendix I.

1.4 Reporting

After the gathering and analysis of all the available evidence, a forensic report must be compiled. Forensic reports must be written in a non-technical manner. These reports often are presented to courts and as such, need to be understandable by judges and juries who are likely not to be technical. The report needs to give an overview of the different types of evidence found and how the evidence was gathered. Reports should provide the following:

· Introduction: Giving an overview of the case, including who requested the investigation and what exactly was requested. Forensic experts should also outline their experience and qualifications here to back up their validity of their findings
· Evidence Summary: This should describe what items of digital evidence have been investigated, providing specific details of each such as make/model/serial number, as well as MD5 values, photographs and any other relevant information pertaining to the case
· Examination Summary: An overview of critical findings for any relevant parties who may not need or have time to read the full report and require a high level view of the findings

· recovered files, directories along with file paths, MD5 values and physical location on disk. 
· Forensic analysis and findings: A detailed explanation of the analysis, the steps performed, the finding and the evidence.
· Conclusion: A summary of conclusions referencing the supporting evidence [2]

In the UK, it is actually a requirement within the Criminal Procedure Rules for expert reports to contain the following:

· The expert’s qualifications, relevant experience, and accreditation.
· The substance of all facts given to the expert which are material to the opinions expressed in the report or upon which those opinions are based. 
· A summary of conclusions. [7]

Research

2.1 Crime Scenes

In digital forensic investigations, the handling of the initial crime scene is a key step within the investigative process. Forensics investigators should ensure that when visiting crime scenes, they are appropriately prepared to investigate as wide an array of devices and software as possible. Investigators should bring screwdrivers of varying sizes and several types of pliers [2]. 
Upon arrival to a crime scene, photographs should be taken showing the location of all devices in situ. Photos should be taken of any ports and whether they are in use or not. Photos of the screen should be taken, especially if the device is currently powered on. This will allow investigators to at least document what the device was doing at the time of investigation, in case the device fails or loses power before an investigation of the live system can take place. It is advised that investigators use a “Blank, sanitised SD card” [2] for separate investigations to avoid confusion. The UK Association of Chief Police Officers (APCO) outlines that for each investigation, investigators must bring “evidence containers, labels, pens, tape, and cable ties to uniquely mark and package each item” to preserve and document digital evidence properly. [8] If there are any witnesses who at the scene, witness statements should be taken. A chain of custody document would also need to be filled out at this time to preserve the chain of evidence.
2.2 Acquiring Data

After the initial work has been completed to document the scene, equipment and any possible witnesses, the investigator must then turn their attention to capturing the data. Depending on the state of equipment in play, there are two possible types of data the investigator may be required to gather.

2.2.1 Live Data

If the equipment to be investigated is currently in a powered on state, shutting down the system may erase vital volatile data. Data held within the RAM, such as unencrypted applications (otherwise encrypted in a powered off state), passwords or pieces of code not saved to disk, as well as any processes that are currently running on the machine and open network connections could be pieces of evidence vital to the investigation. [2] Historically, digital forensics operated a “Pull the plug” approach, but in today’s ever evolving digital world, immediately powering off a live piece of equipment looks over a vast amount of this data and would greatly hinder or even severely impact any kind of investigation. 

2.2.2 Offline data

Offline data poses a different challenge for forensic investigators. Any data copied from a device needs to be copied by bit stream backup. A bit stream backup, or bit by bit copy, copies all data on a selected hard disk or other piece of removeable media. This doesn’t includes just the files themselves, but also any unallocated space, along with any deleted files and metadata such as file modification timestamps. Capturing all this information is required for the evidence to be deemed worthy to be admissible before a court. 


2.3 Data integrity

The preservation and integrity of the data copied also needs to be at the forefront of an investigators mind. When copying any data, write blockers need to be used by the investigator. Write blockers are either pieces of hardware or software that prevent writing to the storage device that the data is being copied from. Ensuring data is copied bit by bit and ensuring that data isn’t modified are key elements of the forensic process. Missing evidence, or modifying it during copying, would damage the reputation of the evidence and make it liable to being inadmissible or vulnerable to attack from defence lawyers. The National Institute of Standards and Technology (NIST) have a list of approved write blockers and display the test results for both software and hardware blockers on their website. [9] [10]

2.4 Preservation of Hardware Evidence

Whilst ensuring the integrity of data is of paramount importance, failing to properly preserve the hardware itself can result in irretrievable data loss. An investigator must first decide how much evidence it is prudent to take. On one hand, taking as much evidence as possible may seem like the most sensible route, but this of course isn’t feasible and investigators will need to prioritise exactly what is essential for the sake of time, effort and resources [2]. 
	Any hardware deemed as evidence needs to be appropriately looked after. Hardware must be kept in a “secure, anti-static environment such as a climate- controlled room with floor to ceiling solid construction to prevent unauthorized entry. Computers and storage media must be protected from dirt, fluids, humidity, impact, excessive heat and cold, strong magnetic fields, and static” [2]
	When transporting the equipment from a crime scene to the secure location, faraday bags must be use, particularly for devices capable of receiving remote commands, such as laptops or mobile phones. Faraday bags are RF shielded bags that prevent signals leaving or entering. An improperly shielded device may result in overwritten data that isn’t recoverable [11]

2.5 Preservation of Digital Evidence

The preservation of the digital evidence depends on whether the investigator will be keeping the original piece of evidence. Sometimes, investigators are able to hold onto the original piece of evidence for future processing. However it is recommended, and also more likely, that the investigator will be required to hand over the original piece of evidence to the authorities and work on a copy. Casey sets out the two empirical laws of digital evidence that need to be remembered:

· Empirical Law of Digital Evidence Collection and Preservation #1: If you only make one copy of digital evidence, that evidence will be damaged or completely lost. 
· Empirical Law of Digital Evidence Collection and Preservation #2: A forensic acquisition should contain at least the data that is accessible to a regular user of the computer. [2]

Following these laws means that two copies of the data should be taken. First, a copy of the original piece of evidence is taken. This evidence should then be returned to the relevant authorities who are responsible for looking after the evidence. Then, a further copy of the original copy should be taken. This will provide the investigator with a copy they can work on along with a copy of the original evidence, which is stored away safely. If there was ever an issue with one copy, a further copy then can be made of the original. This ensures there is always an original, untouched version of the evidence available to the investigator. 

2.6 Hashing functions

Whilst every care is taken to ensure the accurate copying of data, when it comes to forensic investigations, unequivocal proof is needed to show that the data that has been analysed is identical to the data that was retrieved at the crime scene. Hashing functions are used to provide this proof. “A hash is a unique value generated by a crypto- graphic hashing algorithm.” [1]. The most commonly used hashing algorithms are Message Digest 5 (MD5) and Secure Hashing Algorithm (SHA) 1 and 2. If a set of hashed data changes by just one bit, a drastically different hash value is created by the algorithm. This easily shows whether any data has been modified on the piece of evidence. 
	An investigator would not only hash entire pieces of data, but individual files and folders. Hash values should be taken before any investigation has taken place and then hashed again once analysis had been completed. Both hashes should be identical before and after analysis and these hash values should be included in the forensic report to prove to any potential courts, lawyers or juries that the data has remained intact and identical to how it was found at the scene of the crime.

2.7 Unallocated space

The unallocated space on hard drives can often contain vital metadata relating to files, as well as files that have been deleted but not yet overwritten by a user. The process of retrieving these files from unallocated space is called “File Carving” [1]. Metadata can reveal timestamps, such as file creation, modified and accessed times, all valuable pieces of information for building a timeline in a digital investigation.

2.8 Internet browsers

Internet browsers hold a multitude of relevant and often key bits of evidence for a forensic investigator. Aside from the obvious data such as saved favourites, bookmarks or undeleted internet history, internet browsers contain other functions that store user data. 
	Cookies are particularly useful files. These are small files deposited on a user’s computer by a web server. These files contain information such as URL’s, dates and times and usernames. [1]
	
2.9 Email 

Emails are also valuable areas of investigation. Emails can either be found on webmail clients, or on applications installed directly on a user’s computer, with Microsoft Outlook being one of the most popular. Emails can contain important information such as email addresses, I.P addresses, dates and times as well as possible emails directly related to the crime or incident in question [1].

2.10 Evasion Techniques

Following a rigid process can leave an investigator missing vital pieces of evidence. Criminals are constantly looking for ever-more inventive ways of evading detection and hiding data. A forensic investigator needs to operate with an open mind to ensure nothing vital is missed.  
	One technique of obfuscating data is steganography. Steganography is the act of hiding messages within seemingly irrelevant or innocent data. Steganography can be a difficult challenge for investigators for two reason. Firstly, it can be extremely difficult to detect. Secondly, once detected, it can then be difficult to extract the hidden message without knowing which application and password were used to hide the information [1]. There are application suites available which are able to detect and crack steganography files.
	Another, less complex, technique is password protection. Some files, or even complete systems, may be protected by passwords. This poses less of a problem to investigators as there are a multitude of password cracking applications available. These applications can crack these passwords either by carrying out brute force or dictionary attacks, testing thousands of possible password combinations a second. Password protection becomes more of an issue when complex, random strings are used, but luckily for investigators, human nature often dictates that weaker, easy to remember passwords are chosen by users. 

Tools

3.1 Forensic suites and applications

Investigators need to take advantage of the vast array of tools and applications at their disposal to carry out accurate and thorough investigations. Certain applications will only carrying out particular functions or work on specific systems, so investigators must be familiar with what each application does.
	Open source tools are not frowned upon, but investigators must be sure the tools being used are trustworthy and suitable for their required task.
NIST, in partnership with the Department of Homeland Security, Science & Technology Directorate, Cyber Security Division and the National Institute of Standards and Technology Computer Forensics Tool Testing Program, operates a “Computer Forensics Tools and Techniques” catalogue, with over 30 separate categories, all including numerous tools deemed trustworthy and useable by digital forensic practitioners. [12]

3.2 Forensic Toolkit (FTK)

FTK is a forensic suite developed by AccessData. FTK is capable of scanning a hard drive or other removeable media and returning the data on it, such as files found, deleted files, files with mismatched extensions and other data such as unallocated space. It can return emails, password protected documents as well as video and image files.
	FTK toolkit also includes a standalone disk imaging program called FTK Imager. This tool saves an image of a hard disk and can calculate MD5 hash values of the imaged data [13]. The newest version of FTK can now be used on Apple file systems that have been “encrypted, compressed or deleted” [13], as well as it’s use on Windows operating systems. 

3.3 CAINE (Computer Aided Investigative Environment)

CAINE is a linux based distribution popular with forensic investigators. CAINE offers a complete forensic environment that is organized to integrate existing software tools as software modules and to provide a friendly graphical interface [14]. CAINE is a popular and powerful environment for investigators due to it’s vast range of capabilities. It can be booted from removable media or installed on an optical disk and run from memory [15]. The distribution includes pre-installed applications and scripts that are capable of examining NTFS, FAT/ExFAT, Ext2, Ext3, HFS and ISO 9660. The distribution can carry out examination on Microsoft Windows, Linux and some ubuntu systems and from version 9.0 onwards sets all block devices as read-only by default, ensuring that the vital forensic method of write-blocking is adhered to [14]. CAINE includes applications and toolkits that are able to carry out forensic investigations on disk volumes  as well as file analysis, social media investigations, network traffic analysis, data packet capturing and deleted/lost file retrieval. 

3.4 OSForensics

OSForensics is complete suite for forensic investigation, developed by PassMark Software. OSForensics has a wide variety of tools available but some of the most relevant  to a forensic investigation are:

· Internet Activity
· Downloaded File Search
· MRU (Most Recently Used Software)
· Deleted File Recovery
· Encrypted Drives
· Hashing
· Indexing
· Email Searching
· Keyword Searching
· Report Generation [16]

OSForensics has the disadvantage of only being able to function on windows systems, but a report carried out by The Leahy Center For Digital Forensics & Cybersecurity stated after thorough examination, even the free version of OSForensics was powerful enough and capable of carrying out the vast amount of functions of other professional grade forensic software, making OSForensics a standout performer in the digital forensics arena [17]

Task 2: Case Study

4.1 Assumptions

Before any investigation starts,  it is assumed that the relevant legal procedures have been followed to abide by UK law and that permission to examine the equipment has been granted by the relevant authorities. 

4.2 Case Background

After a terrorist was shot at Heathrow Airport, the Chief Investigator of Heathrow Police, Mark Wales, has requested forensic investigator John to examine the laptop the terrorist was carrying, along with other items in the terrorists briefcase.

4.3 Requested information

John has been asked to examine the equipment and retrieve all of the relevant data, including:

· Microsoft Office Documents
· Image, Video and Audio Files
· Email contacts
· Email messages
· Internet history
· Cached files
· Deleted files
· Chat history

4.4 Investigative steps

Upon arrival to the scene, John firstly documents the current layout of the devices. If John had been asked to attend a crime scene, he would document all of the devices located at the scene, including PC’s, games consoles, phones, memory-sticks, hard drives as well as anything else that would perhaps be of note, but on this occasion the crime scene has already been cleared and the laptop is handed directly to John for investigation, along with photographs of the crime scene already taken by the crime scene investigators.

Firstly, John takes photographs of the laptop itself, noting it’s make/model, condition and current powered state. The laptop is in stand-by mode, which John notes as important as stand-by mode can still result in volatile memory still being intact from the user’s last logged on session. Switching the power off here could lose vital data. Luckily, John makes sure to never attend a crime scene without the appropriate equipment and is able to take a copy of the volatile memory whilst at the scene. 

As soon as John carries out any work on the laptop itself, a chain of custody document must be filled out to record this activity.

After making sure that the volatile memory has been captured, a bit-by-bit copy of the laptop hard drive must be taken to allow John to carry out further investigative work. Ideally this will be carried out at the scene, allowing the original piece of evidence to be handed straight back to the authorities for safe keeping. 

John makes a bit-by-bit copy at the scene, ensuring that the software used utilises write blocking to avoid corruption of data. John then stores the copied hard drive in a secure, faraday bag, marking the bag with the unique reference number he has created and assigned to this investigation. The bag is then placed into a safe, protective case for safe transportation back to the lab and the laptop is powered off and handed back to the authorities, keeping the responsibility of looking after the original evidence with them.

Once back at the lab, a further copy of the data needs to be taken. This ensures that the original copy can be kept as a “master” copy. No work will ever be carried out on this original hard drive. This is to ensure that any mistakes made are made on a further copy and there will always be a “clean” copy of the data to take a replication of if required. 

John notices that the operating system of the laptop/hard drive is Microsoft Windows XP professional SP 2. The majority of John’s software will work perfectly on this operating system so there are no issues here. Using FTK, John mounts of the bit-by-bit copy of the hard drive for investigation. 

The first task John undertakes is to create a timeline of events relating to the data. This is done by building a table of dates and times for when entries in the file system were modified, accessed, changed and created. John also pulls the meta data from all the files he finds, including, but not limited to, images, documents, cookies etc. 

With the drive mounted as read-only, John generates a list of files found on the drive, including both allocated files and those that are deleted. For the unallocated files, John uses the process of file carving to restore these.

From here, John begins to analyse the key files, both those specifically asked for by the authority requesting the investigation and for anything else of note. 

John creates an inventory of all of the following types of files:

· Microsoft office
· PDF
· Images
· Video and audio
· Outlook contacts
· Email messages
· Chat history
· Cached files
· Temporary files

After analysis, John finds a variety of concerning and suspicious files on the drive, including:

· Terrorist related news videos
· Videos of Heathrow airport
· Videos with other suspects
· A files containing details of large bank payments
· A file containing contacts 

John also notices files pertaining to creating chemical bombs, preparing for Jihad and a file called “How to bomb mason international airport”. He also finds password protected documents. By using specialist software to crack these passwords, he uncovers evidence of payments to suspect bank accounts that look to be funding terrorism.

John is now sure of the suspects guilt and with the files found, contacts the authorities to alert them to the possibility of further suspects at large and the possibility of an imminent attack being prepared. 

Once the files have been analysed, John then prepares a report. This report will likely eventually be displayed to a court of law, so it’s important that the report is compiled accurately and is easy to read. Often, the report will contain a brief summary at the start in order for lawyers, judges etc to quickly glance over the substance of the report without becoming bogged down by the intricacies of a detailed technical document.

Once the analysis has been complete and the report generated, the report is then submitted to the authority that is prosecuting the case against the suspect. An invoice for the work is also submitted by John.

Once the case comes to court, John may be expected to attend as an expert witness to detail aspects of the report, the evidence and to make himself available for cross examination by the defence legal team if required. This is why it’s vital for any analysis undertaken to be fully recorded and monitored. The original data should never be changed and any files investigated are hashed and these hash values are contained within the report to ensure there can be no suspicion of the suspect’s original data having been changed, modified or compromised in any way. 

Appendices

Appendix I:

Example Chain of Custody Document [18]




Appendix II:

Forensic report and file inventory:




Appendix III:

Forensic invoice:
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Sample-Chain-of-Custody-Form.docx
Property Record Number:
________________________







Anywhere Police Department
EVIDENCE CHAIN OF CUSTODY TRACKING FORM





Case Number: ________________________ Offense: ______________________________

Submitting Officer: (Name/ID#) _______________________________________________

Victim: ______________________________________________________________________

Suspect: _____________________________________________________________________

Date/Time Seized: __________________Location of Seizure: ______________________





		Description of Evidence



		Item #

		Quantity

		Description of Item (Model, Serial #, Condition, Marks, Scratches) 



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		







		Chain of Custody



		Item #

		Date/Time

		Released by
(Signature & ID#)

		Received by
(Signature & ID#)

		Comments/Location
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EVIDENCE CHAIN-OF-CUSTODY TRACKING FORM 
(Continued)



		Chain of Custody



		Item #

		Date/Time

		Released by
(Signature & ID#)

		Received by
(Signature & ID#)

		Comments/Location



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		







		Final Disposal Authority



		Authorization for Disposal

Item(s) #: __________ on this document pertaining to (suspect): ____________________________________________
is(are) no longer needed as evidence and is/are authorized for disposal by (check appropriate disposal method)
☐ Return to Owner          ☐ Auction/Destroy/Divert 
Name & ID# of Authorizing Officer: ____________________________ Signature: ______________________Date: _______________





		Witness to Destruction of Evidence


Item(s) #: __________ on this document were destroyed by Evidence Custodian ___________________________ID#:______
in my presence on (date) __________________________.

Name & ID# of Witness to destruction: ________________________ Signature: ______________________Date: _______________





		Release to Lawful Owner


Item(s) #: __________ on this document was/were released by Evidence Custodian ________________________ID#:_________ to 
Name _____________________________________________________________________________
Address: ________________________________________________ City: ____________________State: _______ Zip Code: __________
Telephone Number: (_____) ___________________________________
Under penalty of law, I certify that I am the lawful owner of the above item(s).


Signature: _______________________________________________________ Date: __________________________

Copy of Government-issued photo identification is attached. ☐ Yes  ☐ No 




		This Evidence Chain-of-Custody form is to be retained as a permanent record by the Anywhere Police Department.
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Extension Mismatch Detected

		File		Extension		MIME Type		Path		Tags

		ANJANA.pdf		pdf		video/mp4		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/ANJANA.pdf		

		Heathrow Airport.pdf		pdf		text/html		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/Heathrow Airport.pdf		

		London.wav		wav		image/jpeg		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/London.wav		

		PYAAR YEH JAADU.mp3		mp3		video/mp4		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/PYAAR YEH JAADU.mp3		

		blue.mp4		mp4		image/jpeg		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/blue.mp4		

		indian.mp3		mp3		image/jpeg		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/indian.mp3		

		peace.jpg		jpg		application/x-ooxml		/img_ARW-Evidence_Disk.001/vol_vol4/peace.jpg		
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		Tag		File		Comment		Modified Time		Changed Time		Accessed Time		Created Time		Size (Bytes)		Hash

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/baggae1.bmp		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/baggae1.jpg		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/baggage2.jpg		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/fiji.jpg		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/heathrow airport.bmp		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/heathrow airport.jpg		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/Heathrow Airport.png		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/image2.bmp		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/image2.jpg		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/image3.jpg		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/images.jpg		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/images1.jpg		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/London.jpg		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/mason1.jpg		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/mason_bar.jpg		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/mason_bar2.jpg		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/baggae1.bmp		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/passport.jpg		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/pexels-photo-46710.jpeg		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/peace.jpg		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/blue.mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/9 11 WTC Attacks - Rare Video Quality near HD - YouTube (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/9_11~September 11th 2001-Attack on the World __ Trade Center - YouTube (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/How Brussels bombing attacks happened - YouTube (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/London's Heathrow International Airport - LHR - YouTube (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/PM Modi's SPEECH ON TERRORISM_ Hindustan na aatankwaad ke saamne jhuka hai, na jhukega - YouTube (480p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/President Obama FULL SPEECH on Strategy Against ISIS - YouTube (480p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/Saudi Crown Prince_ ‘Terrorism won’t distort Islam’s peaceful image’ - YouTube (480p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/temp (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/Terror attack at Istanbul airport - YouTube (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/The world's most wanted Islamic State terrorists - YouTube (480p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/Vishwaroopam - Anu Vidhaiththa Boomiyile Video _ Kamal Haasan - YouTube (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/Vishwaroopam - Thuppaki Engal Tholile Video _ Kamal Haasan - YouTube (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/Vishwaroopam - Vishwaroopam Remix Video _ Kamal Haasan - YouTube (720p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/BAARISHON KI.mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/CHALNE LAGE.mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/UNNAI PIRINDHU.mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/BAARISHON KI.mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/UNNAI PIRINDHU.mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/blue.mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/indian.mp3		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/London.wav		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/9 11 WTC Attacks - Rare Video Quality near HD - YouTube (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/9_11~September 11th 2001-Attack on the World __ Trade Center - YouTube (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/How Brussels bombing attacks happened - YouTube (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/London's Heathrow International Airport - LHR - YouTube (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/PM Modi's SPEECH ON TERRORISM_ Hindustan na aatankwaad ke saamne jhuka hai, na jhukega - YouTube (480p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/President Obama FULL SPEECH on Strategy Against ISIS - YouTube (480p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/Saudi Crown Prince_ ‘Terrorism won’t distort Islam’s peaceful image’ - YouTube (480p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/temp (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/Terror attack at Istanbul airport - YouTube (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/The world's most wanted Islamic State terrorists - YouTube (480p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/Vishwaroopam - Anu Vidhaiththa Boomiyile Video _ Kamal Haasan - YouTube (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/Vishwaroopam - Thuppaki Engal Tholile Video _ Kamal Haasan - YouTube (360p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Arrow S05/Vishwaroopam - Vishwaroopam Remix Video _ Kamal Haasan - YouTube (720p).mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/BAARISHON KI.mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/CHALNE LAGE.mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/Hi.mp3		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/PYAAR YEH JAADU.mp3		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/UNNAI PIRINDHU.mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/BAARISHON KI.mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/UNNAI PIRINDHU.mp4		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/Heathrow Airport - Wikipedia.htm		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/Mason Jewett Field - Wikipedia.htm		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/About Susan.docx		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Bank.xlsx		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Heathrow Airport.docx		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/Mason Jewett Field.docx		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/_NJANA.pdf		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/Heathrow Airport.pdf		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/esh Anjaa/ANJANA.pdf		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/bh-asia-02-shah.pdf		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/160WiFi Files/H3110.txt		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/log/log_2018_11_13.txt		

		Bookmark		/img_ARW-Evidence_Disk.001/vol_vol4/$OrphanFiles/WIN10A~1/Activator For Windows 10 All,8.1,8,7 and Office 2007,2010,2013,2016. [PC Install + Portable Install]/Info.txt		







Tagged Results

		Result Type		Tag		Comment		Source File








image3.emf
EV-000-001  Invoice.xlsx


EV-000-001 Invoice.xlsx
Invoice

				Evans Investigative Services

				43 Digital Drive				01443 465893				T.Evans@EIS.com

				Silicon Valley

				Heathrow Police Department								Invoice #:		EV-000-001

				Heathrow 
Airport								Invoice Date:		6/16/20



				Invoice For: 		Investigative Work

				Item #		Description		Qty		Unit Price		Discount		Price

				1		Investigative analysis (hours)		12		$   300.00				$   3,600.00

				1		Investigative report 		1		$   200.00				$   200.00

														$   - 0

														$   - 0

														$   - 0

														$   - 0

														$   - 0

														$   - 0

														$   - 0

														$   - 0

														$   - 0

														$   - 0

												Invoice Subtotal		$   3,800.00

												TOTAL		





				Make all checks payable to Evans Investigative Services.

				Total due in <#> days. Overdue accounts subject to a service charge of <#>% per month.
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