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Introduction
This document details how FM communication systems work in GNU radio.  In GNU radio software, Wideband frequency modulation, in turn with an USB output RTL-SDR receiver connected to the software, will be used to demonstrate how a FM Radio system works. Jamming and anti-Jamming techniques will also be used to show the effects both have on performance also covered in this document will be the effects implications of using secure communication methods.
Task One
Introduction
Task one is to simulate a narrowband frequency modulation communication system.  Add a jammer then implement anti jamming technique called frequency hopping spread spectrum (FHSS) once completed analysis on the difference’s will be done 
Background Research
There have been many advances in FM communication techniques allowing for better anti-jamming protocols as using FM communication alongside other communication setups allowing for multiple input and multiple output communication, this means that if one of the two inputs is jammed, then the other communication system can still work and actively talk to the device. Another way is using directional antennas to prevent jamming. FM has also been slowly added to 5G, this is to allow better integration allowing for better communication between different communication networks. Some of the following articles explain how FM modulation works and it applications, [1], [2], [3].
NBFM Modulation and Demodulation
Bandwidth management and frequency deviation
Narrow band frequency modulation is a form of frequency modulation where a narrow bandwidth is used to transmit a signal, the reason a narrow bandwidth is used to transmit is because it can reduce interference, such as noise or jamming. Frequency modulation works by multiplying a sample frequency such as a carrier to the original signal. Thus, the signal is seen floating on the carrier frequency wave. 
Frequency demodulation is the inverse of frequency modulation. The modulation frequency is picked up by an antenna, it then is derived by dividing the picked-up signal by the carrier signal, this should remove the carrier part, leaving the original unmodulated signal. However, there are a few problems with this, the main one being noise. Noise can be added to the carrier signal in many different ways, for example another carrier frequency that has a frequency and are very close to modulated frequency can cause interference. This is why governing bodies such as OFCOM [4] exist, to ensure that there is as little interference whist still being able to use as many frequency bands as possible, they do this by assigning carrier frequencies to ensure that users aren’t on the same band. Other noise sources can include environment factors such as solar flares, or electronic devise such as mobile phones. All these factors can create noise effecting the modulated signal. Once demodulated most if not all noise can be removed, this is done by using filters.
Block Diagrams
Modulation
Before setting up modulation to use, GNU Radio parameter must be set. The first items that need setting are programming langue and the option to allow GT GUI. Once set, these allow for the GNU Radio work and function as intended. 
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Before block diagrams of how the modulation works the sample, a variable is set which represents the carrier wave must be set. To do frequence modulation for this task it is set at 44KHz. Following this the GT GUI Range parameters are set, these include setting up the carrier frequency, making it a floating value, allowing it to change during the run. Setting it lower and upper limits for the message, staring at 1K and ending at 25KHz. The next step is making the modulation index, doing the same process as before however setting the lower limit to 0 and upper limit to 10. By changing the step count it allows for the number of possible selection options within the range to become bigger or smaller.
The modulation starts with the original message frequency source, in this case it is a WAV file. This feeds out to two different blocks. The first block is a time sink, this allows for the frequency to be shown in the time domain. The time sink also shows multiple frequencies and waveforms, allowing for comparison between different channels not only in real time but also later. The second block is a constant that make the messaged signal smaller allowing for a smaller bandwidth. Next is the throttle which doesn’t have any effect on the messaged signal but is used to limit the data rate allowing for real time analysis. The last thing done to the signal before it is multiplied by the carrier frequency is a phase shift, by doing this you keep the amplitudes the same, this helps when trying to use as little bandwidth as possible, this is the idea of a narrow bandwidth frequency modulation. A signal source must be defined before being multiplied with the message signal. The signal source represents the carrier signal; to set up the carrier signal first, the sample rate is set by “variable” block. Other parameters are which waveform is being used in this case it is Cosine, a frequency which is the variable block and finally the amplitude which in this case is set to one. The most important part is the multiplier block. The block multipliers the message and the signal together, this is the final step when doing frequency modulation. The complex to real converts the modulated signal from complex numbers to real, allowing for real time analysis. the analysis blocks are last, the time sink is used to plot amplitude over time showing bandwidth. Waterfall sink shows signal frequency over time allowing analysis to be done comparing the before and after modulation. And frequency sink showing frequency vs time giving a better understanding of how everything is being modulated. 
Demodulation
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The first step in demodulation is taking the signal and multiplying it by the carrier signal, this will remove the carrier signal from the message signal, thus just leaving the message, this is all that needs to be done in an ideal situation however, it is almost guaranteed that noise will be picked up modifying the signal and leaving audible blips on the message signal, to remove this a band pass filter is used, this removes the blips leaving just the signal. For the block diagram using the same principles as before for modulation. To start the carrier signal is set up along with the saved modulated signal. The band pass filter is set up with the following parameters, gain is set to 10, the sample rate as the carrier waves frequency, the low cut off  frequency is 2000Hz the higher being 18000Hz with the filter set to hamming. After passing through the filter the signal is multiplied by 10, making the signal strength stronger, allowing it to pass through a low pass filter removing any last imperfections in the audios signal quality. The low pass filter is set with a gain of 100 (which brings the message back to the same sound level as it was inputted into the modulator) sample rate is the carrier frequency with a cut off set to 1.17KHz, a transition width of 1K and finally a hamming window which is the way it filters the signal. the last thing before analysis can occur is a DC blocker is used this removes any flat lines in the signal making near identical to the original message signal. the last four blocks are all analysis blocks all mentioned in the modulation section.
Jammer
Adding a noise source can act as a jammer. Most jammers add a lot of random noise, this can cause a lot of data loss if not accounted for correctly. By adding noise, extra power is being added to the signal, in most cases for FM communication, it causes frequency disparity and cases the FM signal to be at a different frequency than original signal was sent at, it can also cause a higher bandwidth, making it harder to find the signal and demodulate it correctly.
Block Diagrams
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The same modulation operation happens as before, then the noise/ jamming part of the signal is added to the end of the modulated signal, representing how it would happen through the air. All the parameters are set as before, these variable blocks are used across multiple blocks making changes and set up easier.
To add jamming to the signal a noise source is added, it is set quite low as it is easier to generate a lower power signal and then amplify it upwards to the desired signal strength. The noise source is set up by first making a QT GUI range called jammer power, which has value of 100m and a start of 0 with stop being set to 2. This then feeds into the noise source at its amplitude, its noise type is set to gaussian. It then passes through a low pass filter set with the sample rate being the carrier wave times interpolation and the cut off frequency being 300 with a transition width of 100. Next the signal source is set up which will multiply the noise signal a to make it set at the same frequency as the carrier signal. it then gets added to the carrier thus representing noise correctly showing its effects.
Anti Jamming
There are a few anti-jamming techniques, but for the task given, a frequency hopping spread spectrum (FHSS)is going to be used. The benefits of using FHSS is it hops between frequency carriers, this massively reduces interference, as by jumping between frequency the noise factor added to one of the carriers is reduced, as only part of the signal will be jammed, which can be filter out. Another effective reason to use FHSS is it is hard to trace/ intercept making decoding what was sent on the original signal hard, because to intercept the message you would have to listen to each of the carrier frequencies being used and decoding them all at the same time. The last reason to use anti jamming techniques is to reduce signal reflections and fading, as by using FHSS you aren’t using the same carrier frequency constantly thus reducing the reflection.
Block Diagrams[image: A computer screen shot of a diagram
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To make FHSS in GNU Radio the same modulation technique happens, but before it is sent out it passes through an extra few steps. First it passes through a low pass filter this ensures that  the signal is smooth and that the frequency is constant. Next is the most important step, it is what allows for FHSS. The signal source block is used to multiply the output from the low pass filter. The signal source is set up with predetermine channels in which it randomly chooses from to multiply the signal this crates the FHSS, as it allows for the signal to jump around.
There is also a change when demodulating, the channels are need, so that the signal source can be multiplied and remove the carrier frequency.
Analysis and Comparison
Modulation
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Demodulation
[image: A screenshot of a computer
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Before jamming and anti-jamming were introduced modulation and demodulation worked after demodulation the message was clear. However, when adding the jamming and anti-jamming after demodulation the message could still be heard but wasn’t as clear as before, a lot of noise was present and interpreted the message. Looking at graphs produced in real time it is clear where the noise is and what happened.
HFSS modulation
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HFSS demodulation
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Before noise was added the message signal looks the same, the up and down of the sine wave along can be seen. Also visible is the narrow band from the demodulated waterfall graph showing that the system worked effectively before noise was added. Looking at the second anti jammed waterfall graph, there is a visible difference between the two, the anti-jamming has a lot wider band, this would explain the noise as it is capturing and displaying the noise when running. The wider band would come from filtering, if the low pass filter were tuned this could cause the noise to go away as it would make it a narrower band. Overall, there is a slight difference between the two but the anti-jamming technique used wouldn’t affect the audio signal so can be used as an effective technique.

Ethics and Impact
There is a big ethical impact to jamming signals, as it could cause disruption to vital serveries or just general communication between people. This can be consider as being very bad public safety. 
Jamming also causes security concerns as it can interfere with security systems that are set up not just for public safety but also private property or corporate property, which could cause data leeks, risking the public once again. 
One possible ethical reason to jam signals is for personal safety or safety of the public. For example, if a drone was flying on personal property, it could be considered ethical, as whom ever is I control of the drove is invading your personal space/ information and collecting data on you without your consent.
There are also less but still ethical concerns when using anti jamming techniques in certain situations because anti jamming can be considered as passive encryption which could be consider unethical as it is less transparent.


Task Two
Introduction
Task two is to design an RTL-SDR receiver using the GNU Radio software. After choosing a frequency, analysis of the signal and its quality will take place at different stages. Once again ethical considerations should be considered.
Setup and design 
Source capture[image: A diagram of a computer
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The set up involves using a low pass filter (filtering out the high frequencies that are used to transmit the signal, and a rational resampler, which is there to change the sample rate of the signal back to its original form. A wideband frequency modulator is used to capture a wider band of frequency, thus ensuring that the carrier frequency is picked up allowing the user to listen to audio sent from a radio station.
To determine the values of the cutoff frequency sample  2fmax was used as 12 decimations was used the cutoff frequency was set at 150Khz as doubling 150 is 300Khz which is nicely over the limit. Getting the WBFM uses the formula output sample rate = current sample (200k) * (I/D) (12/5) giving a sample rate of 480Khz diving by 10 gives a correct audio sample rate of 48K
Analysis 
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The waterfall graph shows a very narrow bandwidth around 97.2Mhz which is the local station. The time graph also shows this, demonstrating that concentrating on the frequency less interference was caused. However, as seen from the frequency plot there was still a lot of interference, this causes a lot of noise whilst listening to the station, therefore making it impossible to comprehend.  

Ethical impact
There are ethical concerns with software defined radio, the best example of this is right to privacy/ information. The problem with software defined radio is that in theory you can listen in to radio communication such as walkie talkies or Bluetooth. The reason for the concern is that personal information can be sent/ spoken about over these communication systems, if someone is using software defined radio, they could in theory gain access to this information and potentially exploit it via social engineering techniques which could allow for more data to exploit. 
Another way of miss using it, is setting up a transmitter that could send false information to the devices, thus causing panic or miss guiding public services therefore effecting public safety as SDR is commonly used in civilian applications thus, making hacking into these communications extremely dangerous. 
This all falls under data protection which in the uk is taken very seriously, all personal data must be protected therefore, listening to anything over SDR must be publicly available. 
There are some ethical reasons to user SDR as it is a very useful tool when trying to communicate with people, it is also rather popular within the amateur radio community as its a simple, but very effective way of communicating with people leading to more social engagement.
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ABSTRACT
GNU Radio does differ from real examples of frequency modulation as it is missing one part of the wider system, an antenna would be used to transmit the modulated frequency across a wide range. Demodulation subsequently would happen by first receiving this data via another antenna set up in a different location allowing for demodulation. This is why frequency modulation happens, as it allows communication between people or equipment without being physically connected, allowing for better distance of communication.
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