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[bookmark: _Toc134025949]Introduction:
Businesses may now manage their IT resources more efficiently and affordably than ever before thanks to cloud computing. Microsoft Azure is a top cloud provider because it provides a wide variety of services to address the diverse computing demands of enterprises. This paper will take a close look at several important Azure components, including virtual machines (VMs), virtualized hard drives (VHDs), network interfaces (NIs), virtual networks (VNets), NISGs (Network Security Groups), and pictures. Also, we'll show you how to set up two virtual machines (VMs) in Azure, with one hosting your website's Nginx webserver while the other stores a database image for your virtual network's exclusive use..

[bookmark: _Toc134025950]Virtual Machines:
A virtual machine, or VM, is a software simulation of a server or computer hosted in the cloud. Azure's Azure interface, Azure CLI, and Azure PowerShell all serve as entry points for launching and controlling virtual machines. The steps involved in creating a VM involve the user selecting the desired VM type, operating system, and disk image. After the VM is created, it can be managed through the Azure portal, where features like virtual disks, network connections, virtual networks, and groups of network security can be accessed and configured.

[bookmark: _Toc134025951]Virtual Hard Drives:
In a virtual machine, data is stored on what is called a virtual hard drive (VHD). It has everything the virtual machine needs to function, including the operating system, programs, and data. Virtual hard drives (VHDs) are supported for Azure virtual machines, and users may easily build, manage, and attach them. Using the Azure portal, the Azure Command Line Interface (CLI), or Azure PowerShell, virtual hard drives can be created, deleted, and formatted.

[bookmark: _Toc134025952]Network Interfaces:
Connectivity between a virtual machine and network resources is provided through a network interface, which acts as a virtual network card. To link the virtual computer to a private or public network, it creates a virtualized network interface. Azure's administration portal, Azure CLI, and Azure PowerShell may all be used to set up and administer network interfaces.

[bookmark: _Toc134025953]Virtual Networks:

Users can link their virtual computers to one another and to network resources via a virtual network, which is a software-defined network. Virtual networks may be set up in Azure with the use of the Azure portal, the Azure Command Line Interface, or Azure PowerShell. You may tailor them to include a certain set of IP addresses, subnets, and security groups.


[bookmark: _Toc134025954]Network Security Groups:

The incoming and outgoing traffic to and from a set of virtual machines can be regulated by a firewall, or network security group. It's a set of guidelines for deciding which forms of traffic are permitted or forbidden. Azure's management interface, Azure CLI, and Azure PowerShell may all be used to build and administer network security groups.
Images: A pre-installed OS and application package stored in a standardized format. It's useful for rapidly spinning up new virtual computers. Images for both Windows and Linux may be found in Azure's extensive library. Users may also make visuals that are specific to their needs.
An overview of the steps to create two VMs, install Nginx webserver on one VM and a database image on the second VM, and configure a Network Security Group (NSG) in Azure.
In order to create Two VMs and installing Nginx webserver we can take following steps,
Create two Virtual Machines in Azure:
a. Sign into the Azure portal.
b. Select "Virtual Machines" from the left-hand menu.
c. Click "Add" to create a new virtual machine.
d. Select the appropriate operating system, size, and region for each virtual machine.
e. Specify a unique name for each virtual machine and provide login credentials.
f. Review and create the virtual machines.

Install Nginx webserver on the first VM:
a. Connect to the first VM via Remote Desktop Protocol (RDP) or Secure Shell (SSH).
b. Follow the appropriate installation guide for your operating system to install Nginx.

Install the database image on the second VM:
a. Connect to the second VM via RDP or SSH.
b. Download and install the appropriate database image.
c. Configure the database to listen only to connections from the first VM's private IP address.

Create a Virtual Network (vNet) in Azure:
a. Select "Virtual Networks" from the left-hand menu.
b. Click "Add" to create a new vNet.
c. Specify a unique name for the vNet, and select the appropriate region.
d. Configure the vNet to use a private IP address space, and specify the appropriate subnet size.

Add the two VMs to the vNet:
a. Select the first virtual machine from the "Virtual Machines" page.
b. Click "Networking" under the Settings section.
c. Select "Virtual network" and then select the vNet you created.
d. Repeat the same steps for the second virtual machine.

Create a Network Security Group (NSG) in Azure:
a. Select "Network security groups" from the left-hand menu.
b. Click "Add" to create a new NSG.
c. Specify a unique name for the NSG, and select the appropriate region.
d. Create inbound rules to allow traffic only from the first VM's private IP address, and deny all other inbound traffic.

Attach the NSG to the second VM:
a. Select the second virtual machine from the "Virtual Machines" page.
b. Click "Networking" under the Settings section.
c. Select "Network security group" and then select the NSG you created.

Install client software such as postgresql-client on the first VM to connect to the database on the second VM:
a. Connect to the first VM via RDP or SSH.
b. Install the appropriate client software.
c. Configure the client software to connect to the second VM's private IP address.

Test the connection from the first VM to the database on the second VM:
a. Run appropriate commands or scripts to test the connection.

[bookmark: _Toc134025955]Managing VMs in Azure:

The Azure portal, the Azure Command Line Interface (CLI), and Azure PowerShell are the three options available to customers for creating and managing virtual machines (VMs) in Azure. Each approach gives users varying degrees of freedom and command over their virtual machines. The Azure portal is the most intuitive choice since it provides a visual interface for working with virtual machines. More power and flexibility for virtual machines can be found in command-line interfaces like Azure CLI and Azure PowerShell. A screenshot of the Azure Portal UI for launching a new virtual machine is shown below:

Azure Portal - Create Virtual Machine

And here's an example of the Azure Portal interface for managing a VM:

Azure Portal - Manage Virtual Machine

Here's a diagram that shows the different resources associated with a VM in Azure:

Azure VM Resources Diagram

And here's a diagram that shows how vNets and NSGs can be used to secure a VM environment in Azure:

Azure vNet and NSG Diagram

In summary, Virtual Machines in Azure share resources like virtual disks, network interfaces, simulated networks, and network security groups with one another. In Azure, you can use these tools to set up virtual networks and network security groups for your virtual machines. To manage virtual machines and other Azure resources, most people turn to the Azure Portal, Azure Command Line Interface, and Azure PowerShell.
[bookmark: _Toc134025956]Demonstrate the use of images and explain their use in Azure in details
An image in Azure is a virtual machine (VM) that has already been setup and may be used as a starting point for other VMs. New virtual machines (VMs) may be created with minimal effort by using pre-existing images that contain the necessary operating system, programs, and data. Platform pictures, Marketplace images, and bespoke images are just some of the many image options in Azure. Azure's pre-configured images, known as platform images, may be used to launch virtual machines running a particular OS and application suite. Azure is responsible for maintaining and updating these images to keep them safe and current. Virtual machines (VMs) of varying sizes and specifications may be generated from platform images for both Windows and Linux. To deploy widely used software and services, you can utilize "marketplace images," which are images supplied by third-party vendors. Marketplace images for common programs like SQL Server, Oracle Database, and SharePoint are among those available in the Azure Marketplace. Customized and modified Marketplace images fulfill unique needs and are frequently used to roll out sophisticated software and services. Users can install unique setups and software with the help of "custom images," which are pictures they have produced themselves. In order to produce a custom image, a running virtual machine (VM) must be captured and converted into an image that can be used to deploy new VMs. Line-of-business application deployment and the creation of standardized pictures for specific use cases are two common examples of why custom images come in handy.
Azure makes deploying and maintaining virtual machines easier by making use of images. Deploying a VM from an image saves time and effort over manually setting up each VM with the required operating system and software suite. This reduces the time required for deployment and guarantees that all virtual machines are always running the most recent version.


[bookmark: _Toc134025957]The process of creating two virtual machines (VMs) in Microsoft Azure
Next, we'll go over the steps used to set up two Microsoft Azure virtual machines (VMs), with one hosting a Nginx webserver and the other a database. We will also go through the steps necessary to set up networking between the two virtual machines (VMs) by creating a virtual network (vNet) and a network security group (NSG).
Making Virtual Machines: Virtual machines may be created in Azure by going to the portal and clicking "Create a resource." Choose "Virtual Machine" and then follow the on-screen instructions to set up your first virtual machine. Select an OS and VM size fitting your needs, then create a VHD.
For the second virtual machine, follow the same steps as before, but this time use an already-existing image, like a database backup, as the VHD.
Installing Nginx Webserver: Once the first VM is created, navigate to the VM's overview page and select "Connect." Follow the prompts to download and install the Remote Desktop Protocol (RDP) client on your local machine. Connect to the VM using the credentials provided.
Once connected, open PowerShell and run the following command to install Nginx:
Install-WindowsFeature -name Web-Server -IncludeManagementTools
Once Nginx is installed, we can verify that it is working correctly by navigating to the VM's public IP address in a web browser.
Configuring vNets and NSGs: To ensure that the second VM is private and not publicly exposed, we need to configure vNets and NSGs.
First, create a new vNet and subnet for the two VMs to communicate on. Then, navigate to the second VM's network settings and configure the NIC to use the newly created subnet.
Next, create a new NSG and associate it with the second VM's subnet. Configure the NSG to deny all inbound traffic except for traffic originating from the first VM.
Connecting the VMs: To show how the two virtual machines may exchange data, log into the remote desktop connection of the first virtual machine and set up a database client on the second virtual machine, such as postgresql-client.
After the client software has been installed, it must be set up to communicate with the private IP address of the second virtual machine. Execute a query on the database to ensure a successful connection.
This article will show you how to create two virtual machines (VMs) in Azure, install Nginx and a database on separate VMs, and set up networking using virtual networks (vNets) and network security groups (NSGs). Using these resources, an Azure virtual infrastructure can be built that is both safe and useful.


[bookmark: _Toc134025958]Colclusion
For successful cloud-based company operations, zure offers a full suite of services. Users are able to construct and administer virtual computers, virtual hard drives, network interfaces, online networks, and network security groups thanks to the platform's extensive set of capabilities and tools. Virtual machines running a variety of OSes and applications may be quickly and easily spun up in Azure because to the platform's extensive library of pre-configured images. All things considered, Microsoft Azure is a robust and adaptable cloud platform that can aid modern enterprises in achieving their aims.


[bookmark: _Toc134025959]References
[1] Sehgal, N.K. and P., B.P.C. (2018) Cloud computing: Concepts and practices. Cham, Switzerland: Springer. 
[2] Venners, B., 2018. The java virtual machine. Java and the Java virtual machine: definition, verification, validation.
[3] Altintas, Y., Brecher, C., Weck, M. and Witt, S., 2005. Virtual machine tool. CIRP annals, 54(2), pp.115-138.
[4] Lindholm, T., Yellin, F., Bracha, G. and Buckley, A., 2014. The Java virtual machine specification. Pearson Education.



image1.jpeg
PRIFYSGOL CYMRU
Y Drindod Dewi Sant
UNIVERSITY OF WALES

Trinity Saint David

SWANSEA - ABERTAWE





image2.jpeg
PRIFYSGOL CYMRU
Y Drindod Dewi Sant
UNIVERSITY OF WALES

Trinity Saint David

SWANSEA - ABERTAWE





