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In the following report I cover many things, so the ‘textile’ business run by a certain Bruce Wayne. In the first part I discuss the networks potential security breaches and what these are. Such as bloatware that may be installed by internal actors to create a CM machine out of the network’s resources. I also discuss other factors such as infected emails, the potential of these is also discussed.
I then go on to discuss the networks risks and why these such things exist. In this section I use examples of protection to convey the severity of these attacks on the network and how it can affect the company’s management and even affect their opening times. More time needed to fix the network and secure it, means more time spent shut and money being spent.
In the third part of the report, it goes onto a recommendation network, with both a logical and physical topology diagram to discuss further in detail the complexity of the network along with the wireless side of the network. I have also included my Cisco Packet Tracer course certificate/badge.
The final section is mock-up version of a guideline for use on the network for both staff and customers. These discuss the simple things like not opening attachments on an email from an unknown address and not accessing websites that can have potentially dangers files on it. These simple procedures go a long way on the network and help protect it greatly.
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The following report covers a range of topic and ideas for securing a network. Bruce runs a textile company which recently had some unfortunate events happen on their network, so the goal of this report is to break down possible security breaches (such as disgruntled employees and other external attacks.).
Along with other issues such as the different threats a network has such as DOS attack (Denial of Service) and data being manipulated in an effort to affect the company’s performance. With this I will also then be discussing the potential ‘fixes’ (although they may be described as fixes, any network can be attacked, and these serve as deterrence and protection against these attackers.).
The final section of this report will be used to create a layout for both employees and customers on how to use the network safely and securely, along with a mock draw up of both the physical and logical topology. I will also create a packet tracer network in order to advice Bruce on what a properly setup network should look like.
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An attack on any network is something we should all prepare for as network admins. But to do that we must first look at what kind of breaches the network can possibly be attacked with, for example, they network may be the victim of a DOS attack or even something much worse such as an internal actor’s situation. All these breaches have a real possibility of occurring and inflicting untold damage to both the network and company.
The first one I wish to describe is a disgruntled employee who I believe the company has already suffered the consequences of. [1] A disgruntled employee may have many different reasons for example the employee may have had disputes with the network admins or something worse. Due to them already having access to the network it does not require them to ‘Hack’ into the network.
Due to them already having access to the network, they can easy install malware and other malicious data onto the network, along with tampering with files that are detrimental to the company being open and ready for customers. Allowing them to potentially change permissions, make changed or copies to files that are vital to the company’s operation.
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Figure 1 
Adapted from source 2

Another dangerous security breach the company could suffer from is a Phishing attack. These attacks occur when a piece of communication such as an email or text message is used to pretend to be from a company the company is registered too. These then contain a link that’s used to collect the login data or in worse cases the company’s finical data. These can cause catastrophic problems for the company, such as being locked out of the network is enough data is collected along with personal files and information being held ransom by ransomware or even blackmailing the company threating to release their financial records.

Another concern for a potential security breach I want to discuss is the threat of DOS attacks from lack of DOS protection installed onto said network, these ‘Denial of Service’ attacks not only bring your network down for an untold amount of time but also can be telling of a major security issue. [3] As Info security Magazine describe it “Small businesses subjected to DDOS attacks could face costs upwards of $120,000”. 
But what is a DOS attack, one of these attacks is where a botnet (group of computers) all send a ping to your networks IP address, in turn causing the network to be flooded stopping customers and employees to not be able to access the network, this is a very serious and real issue that I will discuss countermeasures to in another part to this report.
(IMAGE)
Just like out of a bond movie, the threat can come from within the company itself. There is a real threat of internal actors, these are most likely independent contracts that claim to do one job but end up doing something much worse to the computers network. These actors can claim and actually do the job they are meant to do such as fixing a network lag issue or changing some simple settings but at the same time leave the door open for them to gain access to the network externally.
These actors may not be doing it for themselves, but instead may be employed by the attacker in order not to reveal much information about them such as their height, features and other factors that can lead to them being findable. This actor may create fake accounts on the network with high levels of clearance, or even install a ‘backdoor’ in the network for easy access in the future.
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As previously discussed, the threats a network can suffer from are in no shortage, so in this part I will be delving deeper into what a threat is, what causes the vulnerability for the threat to become reality and the significance of them.
Firstly, we must ask our selves what is a threat? Well, a threat to a network is a possible attack the network can suffer from for many reasons, mainly due to the network not being protected but can be caused due to other parts of the network. Many threats are things such as, pishing, internal actors, ransomware etc.
[4] Next, we must discuss the different types of threats that a network has from attackers, in the recent years cryptomining has become one of the biggest ventures taken up from people. But this new ‘cash cow’ doesn’t come without its risks, attackers have often used malicious software that’ll use the networks power and resources to mine cryptocurrency to the attacker’s crypto wallet, this can pose a significant threat to your network due to the lack of resources and potential throttling of network performance. 
Now, as a business the bank details of both your customers and staff need to be the most secure part of your network, this is where ‘formJacking’ comes into play. This system is used by attackers to gain access to credit card and other financial information (potentially staffs NI number, making the risk of identity theft high), this can have untold affects on the company and in a lot of cases this can cause a company to shut down completely. 
But what can cause the vulnerabilities on the network? Take the DOS attack example, this can be due to an anti DOS software not being installed onto the network (see image below). This software can help dramatically reduce the risk of a DOS attack. When an attack occurs, the overloading of the network can cause it to shut down completely.
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Figure 2
Adapted from source 5


[6] All vulnerabilities on a network are main self-inflicted. By this mean the network is not as protected as it should be to defend or deter attackers trying to gain access the network and the systems on said networks. This is why most networks contain something called redundancies. This is where a network admins installs components onto the network so in case of one part failing to work anymore, another can take the load of that part. This way the network doesn’t suffer from any downtime. 
This mainly means the servers will have redundancies in order to defend from attacks such as DOS attacks and virus attacks. With a DOS attack, the redundancy server can be brought online to help take some of the load off the main servers, with a virus attack one server can be brought offline in order to isolate it from the rest of the network, then by bringing the other ones online so the network won’t suffer from any downtime.
But we still haven’t discussed the attacks a network can suffer from, as seen previously mentioned DOS attacks and such are a real threat but what are some other threats. Such as ransomware (which will be discussed in the .rekt file format section) and other threats/attacks such as bloatware, which uses the networks resources in order to display things as ads, mine crypto or other operations the attacker wishes.
But why do the attackers do this to a network? Well, some only do small scale operations that only cause general annoyance (known as ‘script kiddies’) and others use attacks for monetary gain (such as ransomware and bloatware). But there are a few out there that penetrate a network in order to help the owner of said network, these are called ‘White hat’ hackers and are few and from between.
It is too my understanding the company suffered an attack from the .rekt file format, this is a ransomware attack that encrypts the companies’ data files against a paywall forcing the user to pay a potentially large fee in order to access these files. This can cause a company to stop all of its operations for what can be a long time meaning the company loses both revenue and potential customers as well as the customers it already is trying to serve. If caution is not practised, then the whole company can shut down.
[7] The .rekt file format attack uses an AES encryption technique and then uses a “. rekt” extension on them (hence the attack name), it is possible to open these files without paying the ransom. Simply by right clicking on the file and selecting ‘open using another programme’. After this is completed, it is recommended you get a cybersecurity professional to look at the network in an attempt to rid the network of the ransomware and save your data at the same time.
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[8] In a network there are multiple device networks that can be added for security such as DLP, firewall, antivirus, VPN, an IDS system, two factor security forcing staff to use the networks in a safer manner. This is only a small amount when the network may need a large amount of security devices to help its protection such as proper network usage policies and frameworks. Due to the network being access by both the staff and customers I believe a network with two access points. An Extended star topology is best fitted for this: -
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(See included IP addresses)
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Welcome to Batman textiles! Here you are free to use our network to access the internet, chat with your friends online or just check your emails. Please feel free to do so, we even would like to encourage you to do so. But we would like if you could follow some guidelines so we can keep both you and our network safe online.
For our customers: -
◾Please refrain from connecting to ‘dogy websites’
◾If you find any storage device, please do not connect it into any devices while using the networks.
◾On the network, you may see some websites are blocked from viewing. These are websites that we already know contain potentially dangerous files, so don’t panic if you accidently access one. 
◾To keep yourself safe online, only use publicly trusted email serves and don’t open any files attached to emails.
◾Please only connect to “Customer Wi-Fi” network, to keep our network for staff from being overwhelmed.
◾When you’re connected, you’ll be asked to leave a phone number, please leave the correct one.
To our staff: - 
◾Keep all personal storage devices away from devices on the network.
◾Use the customer network for personal use, in order to keep the load off the network.
◾Keep up to date with your two-factor authentication. By using your mobile device to authenticate the login for the network.
◾Do not open any emails or the attachments in said emails from email addresses that don’t originate from within the origination or with prior knowledge of it being a safe email address.
◾If you do come across an email like this, please report it to the network admins so they can quarantine the email in an isolated server and potentially block the email address from that address.
During your stay here we also ask you don’t abuse the bandwidth of the network. This means not leaving too many internet tabs open or not leaving too many apps on your phone running in the background. We ask you this because at peak times the strain on the network needs to be kept at a minimal in order to allow the staff has full access to the network without it being impeded. 
A few more rules we would like everyone on the network to follow! Do not use an external VPN as the network uses one already. Also, we would like it if you only tried to connect the network after you gain access to the password, attempting to connect without the password can cause congestion to the network, which will also slow transactions.
We all have a responsibility to keep each other safe on the digital space, even though our usage of the network is free. It does cost money to maintain the network, so please keep everyone safe, use publicly trusted websites and apps, don’t download any files whilst on the network. The use of ‘dogy’ websites is strictly unpermitted. Not only because its dangerous for our network but is also for you! Thank You!
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In conclusion, the network needs a lot of work in order for it to be as safe as can be. In the above report I have given a basic guideline for keep the network safe and what too look out for on the network. For example, a DOS attack is a common attack used against the network that can be easily avoided by installing anti DOS protection and redundancy on the network.
For future use of the network, I recommend I full restructuring of said network. By doing this you are leaving no stone unturned and are coving all bases. If one system is compromised, they all can be compromised. It will be expensive at first, but once the initial investment is made it becomes relatively cheap to maintain the network.
As for future developments, I have made the network in such a way that adding new components and security devices will be easy and wont require a new design on the network.
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◾DOS – Denial Of service
◾VPN – Virtual Private Network.
◾DLP – Data Loss Protection 
◾AP – Access Point 
◾CM – Cryptomining 
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