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Abstract 
Che-Si brought me in to recommend ways to keep their network safe. I used Packet Tracer to demonstrate to Che-Si the threat of a DDOS attack on their network. I implemented Remote Access Policy for clients and employees. I learnt Che-Si network was highly vulnerable to MITM attacks.  

Introduction
Networks are incredibly important especially for Che-Si who communicate with their clients online 24/7. The main aim of a network is to establish a communication from Person A to person B. For data to arrive to a destination its vital that one the data which is being sent is forwarded this is called data plane. And secondly control pane, control pane will identify the route to ensure that the data packet goes to the right place. Both will work together to ensure that the data packet can be sent. Many advantages with networks are the ability to communicate with someone thousands of miles away. The ability to communicate, share online has advanced communication significantly. [1] With us entering a digital world security in networks is never more important. With wireless networks taking over, this has led to hackers gaining more opportunities to hack networks. Ensuring that your network has a firewall, this can add extra security protection to your network, if someone were browsing the internet a hacker could gain unauthorized access to your network a firewall limits the chances of that happening.  [2] Another topic I will be discussing is Network security Policies, it’s important that a network security policy is used as it sends a message out to employees not to brake polices that can jeopardy the company. A good policy can build the foundations of a stable and safe network environment.  
Review of Literature 
Currently Che-Si allow for the communication of staff members, clients and vendors. All have access to the external network via their personal device like a mobile phone so while a client is at the coffee shop, they can gain access to Che-Si network. It’s important if someone is on there phone in the public and has access to Che-Si network that they always have their Bluetooth turned off. A hacker can gain access to someone’s phone via Bluetooth resulting in access to the network. Home computers, laptops and company pcs all have access to the network. Due to all these devices having access to the network, my worry is Che-Si being the victim of numerous attacks. [4] The first attack they could fall victim to is the Man-in-in-the-middle (MitM) attack. This attack in which a hacker can manipulate the server host and pretend to be the client. The attacker will steal the IP address from the client perform a DDOS attack on the client (this is due to the fact the hacker has access to the clients IP address) this will result in the client being taken off the network, and the hacker then stealing the clients IP address and pretending to be the client. This can result in the hacker gaining access to the network and stealing information. My advice for Che-Si to avoid a MitM attack is to ensure that everyone who has access to the network, always uses a safe and secure Wi-Fi connection so a home network or Che-Si Wi-fi. A Wi-Fi connection that includes a password, and never use public Wi-Fi for example a coffee shop. The current industry in recent years has faced multiple different attacks. Che-Si uses the cloud to store and communicate. [5] Back in 2019 Capital One network was breached resulting in millions of accounts being compromised. The hacker was able to breach the firewall resulting in the hacker gaining access to the server, then gaining access to victim’s cloud infrastructure by using stolen credentials. Cyrptojacking was also used on the cloud to steal more data. In reference to this for Che-Si to avoid this happening to them they must ensure that their firewall is properly protected, that the firewall is properly configured so there is no hole the hacker can access the server. 
Design and Implementation 
With Che-Si network being open and available 24/7 this leaves the company much more vulnerable to attacks. As a hacker can access the network at any time, for a company like Che-Si it’s difficult for them to monitor the network 24/7. Staff and clients can gain access to Che-Si’s network not only any time, but on there own personal computers, and mobile phones. This is very dangerous as someone’s personal computer/phone is very likely to be compromised. One threat could be Trojan Virus, one of Che-Si’s clients who may not be as aware and skilled on keeping their computer safe, may have accidently download a Trojan virus resulting in a hacker having control of the client’s computer. So, with clients being able to freely access Che-Si’s network via there own personal computer, this is a huge threat and will very likely lead to Che-Si’s network being hacked. Che-Si allows for a external network to connect to the network, this is a major flaw as the network can be access anywhere, while if Che-Si only allowed for the network to be accessed within the security perimeter they can monitor the network to ensure there is no malicious activity. An external network leaves Che-Si’s network vulnerable, resulting in major breaches of the network.





Using packet tracer, I decided to create a possible attack which could happened to Che-Si’s network. I have chosen a DDOS attack, firstly I have created a small network on packet tracer with a hacker’s computer, sniffer tool which detects packets, and I have created a PC for Che-Si. My theory is if a hacker was to gain access to the network and gain the IP of a Che-Si employee then they can perform a DDOS attack. By going to the command prompt on the hacker’s PC and typing in ping -t 192.168.1.2 (The Che-Si PC) it would send multiple pings to the PC. A DDOS attack is performed when someone sends multiple packets at the same time, resulting in the PC losing connection to the network. This can have a bad affect on Che-Si as it is so important for clients and staff to have internet access, so they can access the network. Due to Che-Si’s network being so vulnerable to DDOS attacks I have some migration methods in which can be used to limit the chances of a attack occurring. One of the most important methods is having a good and reliable firewall, a firewall can protect and prevent malicious traffic packets from entering your network, the firewall will block the packets and prevent you from losing access to the internet. Hiring someone at Che-Si to maintain a activity log of all the traffic entering the network can also be a big plus. They can detect and implement a strategy to prevent the DDOS attack from shutting down the network. For a company like Che-Si a DDOS attack can have a devasting impact and can cost the company millions, so buying more bandwidth will ensure that the companies network has enough bandwidth which can deal with big spikes of traffic that is caused by the hacker. Spreading servers around to different parts of a city for example putting one server in a building 10 miles away can limit the damage.  
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Mitigation Strategies and Recommendation 
I have decided to update Che-Si’s policy by introducing the Remote Access Policy. This policy will ensure that all employees and clients follow each step to mitigate a potential attack on the network. The Remote access policy instructs that anyone who accesses the network, must use strong password, to lower the chance of someone gaining access to there PC. The policy also tells the user they must not share their password with anyone, even family members. When using the companies owned computer, the host must ensure they are not connected to any other networks at the same time, except a personal network. This is especially important as the company states anyone can use their own personal device anywhere to access the network, what this part of the policy states Is that the user is using a safe secure network meaning no man in the middle attack can happen. Also the policy states that company and personal computers must use up to date anti-virus software to prevent potential trojans from infecting there computers and gaining access to the network. It’s important that Che-Si ensures that all it’s employees and clients follow the new policy, it’s all well and good having a policy but if they do not follow the policy the company will be breached. So it’s important that when someone accesses the network that the company tells the client the most important steps to follow early on and the consequences if they do not follow the policy. By training employees early on will allow for most of the policies to be followed. With people at Che-Si allowed to use mobile phones, tables I have decided to add another policy, Wireless Communication Policy. This policy clearly indicates that if a mobile phone was to connect to the network, it must meet the companies criteria, if its approved the Information Security Department will approve the access to the network. One area that will improve Che-Si is that it demands that those with mobile phones must install a authentication system, that offers extra protection to the mobile phone and more protection to the network. 
Digital signature would be used in Che-Si’s network. [6] The big advantage of Digital signature is that when person A sends data to person B the Digital Signature will guarantee that all the contents in the message have not been altered while the data packets have been in transit. A server will digitally sign a document, which will add a one-way hash. This is an encryption of a message. One the transmission is complete, if the digital signature does not match the public key, then Che-Si will know that the message has been breached. At Che-Si when a employee and a client are communicating, the employee of Che-Si will use Digital Signature to ensure that when communicating with the client that if the digital signature is signed by the server then the employee will know it’s safe this Improves Che-Si’s operations. 
Data Encryption is like if you were to send somebody a message via a network, even if someone has gained access to the network, the message you send someone will be encrypted. So, for example the message will look like this “kjdhfmlsjsnfnglglsjsmnfgbgmmsskfnvmsmfnmd” while the non-encrypted message would look like this “Hi how are you” There are several different methods in which Che-Si could use for their network, Blowfish splits messages into blocks of 64 bits. It will then encrypt each bit individually. Blowfish is very fast and very effective when it comes transferring messages and is considered very safe. Another method of the AES Advanced Encryption Standard, it considered to be the most efficient encryption method, 128-bit form it uses keys of 192 and 256 bits for heavy duty encryption purposes. One weakness AES has is brute force which can decipher messages, it does this by using possible combinations in AES cither. When it comes to implementing Blow Fish encryption method, this would drastically protect Che-Sis network, for example employees and clients communicate over video conferencing so when they are communicating and sharing information Blowfish will encrypt the data ensuring a hacker cannot gain access to the information. 
Conclusion
To conclude I would highly recommend that that Che-Si adopts the Remote Access policy. It’s clear Che-Si needs to implement this and get much stricter. Yes, they may mean that Che-Si may not be as efficient, but it will protect the network and sure no man in the middle, or trojan attack on the network. Ensure that everyone uses secure Wi-Fi with a complex password, so no one can access the network. Ensure everyone install up to date Anti-Virus software to limit hacks and viruses infecting the network. If I were to improve in the future I would want to go further with how Che-Si operate, not allowing anyone access to the network with there own personal devices. 
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