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Chapter 1 - Introduction
The primary aim of this report is to document research about a range of topics within engineering skills. The objective is to show understanding and learning of these topics, providing evidence in the form of references. The report will cover some of the most important skills an engineer needs to understand and apply. This includes how to keep all stakeholders, including the engineers themselves, safe from a multitude of physical and security threats using key examples. It will also cover the importance and responsibility of engineering in society, methods of solving problems both alone and in teams, and how said teams can be structured to work most effectively.


Chapter 2 – Health and Safety Risk Assessments (400)
The engine workshop can be a dangerous place if equipment or parts are handled carelessly, or if safety rules and guidelines are not followed. One example of this is when stripping an engine down to its individual parts and rebuilding it.
Many engine components are made of steel, which is a relatively dense material. This means that even insignificant parts can be quite heavy. Caution should be taken when handling these parts, making sure to have a firm grip so as not to drop them. In the case that parts are dropped, steel toe cap boots should always be worn to prevent feet being crushed. When lifting particularly cumbersome components such as a cylinder head, manual handling guidance should be followed. On a similar vein, all tools should be used carefully to avoid overexertion.
Many engine components, such as the block, have machined faces. The edges of these faces can be quite sharp. To avoid accidental cuts, gloves should be worn in line with PPE guidelines. Wearing gloves will also protect the skin from contact with fluids like residual oil and coolant. In the case that skin contact does occur, hands should be frequently and thoroughly cleaned as per COSHH guidelines. After-work cream should be used in order to replenish skin oils.
	Hazard
	Risk
	Controls
	Likelihood (1-5)
	Severity (1-5)
	Rating (L x S)

	Heavy parts
	Overexertion, harm to extremities 
	Steel toe cap boots, lift following guidelines
	3
	3
	9

	Sharp edges
	Cuts to hands
	Wear suitable gloves, be cautious
	2
	2
	4

	Chemicals and oils
	Damage to skin
	Wash hands regularly, wear gloves
	5
	1
	5





Chapter 3 – Security Risk Matrix
In the modern day, there are many physical and digital security threats within the automotive industry, to both organisations (companies) and vehicles themselves. These threats can have a wide range of impacts, from the remote hacking of personal cars to data and information breaches at the top of motorsport.
Technology has become a large factor in modern cars. Many systems in a modern car are now controlled by electronic control systems, some of which can be vital to the functionality of the car. Additionally, a large proportion of new cars sold are connected to the internet in some way, meaning that they can access, and be accessed by, systems around the world. This connectivity is usually related to in-car infotainment and software updates, though it comes with the added pathway for external access by malicious third parties (hackers). This has been showcased in the past, in the case of a controlled experiment using a Jeep Cherokee**. In this experiment, hackers were able to control the HVAC, infotainment, windscreen wipers, and powertrain components, leaving the occupant out of control of the car on a busy road. The ability to put people in dangerous situations remotely raises many security concerns. In this case, Fiat Chrysler (of which the Jeep brand was owned by) offered a voluntary recall on over 1.4 million possible affected cars. 
Security threats also apply to manufacturing systems as well as information and data, whether it be related to technical information and data of major manufacturers and companies, or simply personal data. 
For example, in 2025 Jaguar Land Rover (JLR) was the victim of a large-scale cyberattack. This resulted in the manufacturer being forced to shut down many of its systems, including those vital in production lines, supply chains, and their dealer network. For three weeks, JLR was forced to stop production in all of their UK factories, taking their daily production numbers from around 1,000 cars a day to nothing. The financial impact of this event was severe – an estimated cost of up to £1.9 billion, which would make it one of the most financially damaging cybersecurity attacks of all time.
An example of a major data breach can be seen at the top of the motorsport industry, in Formula One. In 2007, there was a major scandal revolving around the transfer of technical information from Ferrari to McLaren through a senior Ferrari engineer, Nigel Stepney. This information was confidential, including sensitive design and engineering details concerning the cars. In the world of motorsport, a technical advantage over opponents is incredibly important, so it was a serious breach of information. After investigation by the FIA, McLaren was excluded from the 2007 F1 Constructors’ Championship and fined $100 million. Stepney was fired and faced legal action, and Mike Coughlan, to whom the information was leaked, was dismissed from his role as a senior engineer at McLaren.

Risk Matrix
	Threat
	Likelihood
	Impact
	Overall Risk

	Remote hacking of a vehicle
	Low
	High
	Medium – unlikely but could result in personal injury or death

	Breach of confidential technical information
	Medium
	High
	High – technical information is desirable between teams, and could have devastating impacts

	Cybersecurity threats to automotive industry
	Low
	High
	Medium – companies have many security measures in place, but there are large operational impacts



Perhaps the most damaging of these threats is the breach of technical information in 2007. Despite the leak coming from a senior engineer, there are actions that Ferrari could have taken to reduce the impact or prevent the situation entirely. For example, Stepney’s motive originated from his dissatisfaction with his role at Ferrari. If Ferrari had enacted cultural measures, such as open channels for communication, he may not have felt he needed to act out in retaliation towards his own employer.


Chapter 4 – Engineer’s Role in Society
Engineers play a vital role in society. They are often regarded as problem solvers, fixers and makers, using maths and science to come up with solutions to physical problems. Their skills are applicable to many industries and are often transferrable. It is important that the decisions engineers make leave a positive impact on the world, be it through the safety of users, the ethics of the practices used in any project, and the sustainability of the materials and products created. For this reason, engineers must follow a code of conduct. These codes of conduct are published by organisations that are responsible for upholding the legitimacy of engineers, such as the Institution of Civil Engineers (ICE) and the Institution of Engineering and Technology (IET).
The ICE Code of Conduct states that all members shall act in their roles with integrity, honesty and respect, only undertake work that they are qualified and experienced in, and always put the interests of public safety, sustainability and the environment above any other motives. Engineers must also be constantly developing their skills and knowledge throughout their career, and when necessary, assist the next generation of engineers in their education and training.
The IET Code of Conduct states that members must uphold the reputation of the institution, ensure that they maintain their knowledge and understanding of engineering and modern technology, not undertake tasks or assignments that they are not competent to complete, accept responsibility for the work they do, take necessary and reasonable steps to prevent damage to the environment, and support their colleagues in good faith. 


Chapter 5 – Problem Solving
The understanding and application of science and maths are key to being an engineer. Engineers have to use logical approaches to designing and making any product or solution to a problem. When developing solutions and products, engineers often have to overcome many issues, applying a multitude of techniques.
It is most effective to initially identify the root cause(s). This is done through Root Cause Analysis (RCA). One way of doing this is to ask ‘why?’, for example in the motorsport industry, a car could be slower than the competition. The initial answer to ‘why’ could be that the car is overweight. The answer to ‘why’ it’s overweight could be that it’s had repairs to the bodywork. The team can then address this by maybe buying or making new bodywork from scratch, in order to bring the components back to their initial mass.
An alternative to this is brainstorming, which is more of a creative method. A team can sit down and suggest many reasons as to what causes a problem, and therefore many solutions to said problem. In this stage, it is important that no solution is immediately dismissed, and instead discussed or investigated further. This can be used in conjunction with RCA. For example, one team member might suggest that the engine power is not on par with competition, and as a result the question of ‘why’ can be asked.
Prototyping is a useful tool when designing new components. This can be done using models, be it full size, scaled down or CAM models (e.g. FEA or CFD). It allows the team to save on time, costs and materials by making and testing ideas before committing to a solution which can be developed fully. This makes prototyping both a creative and analytical approach.


Chapter 6 – Team Structure
During my time so far at university, I have had to work in a team with acquaintances on my course, specifically during workshop sessions. This has helped me to understand working in a team from an engineering standpoint, as opposed to previous teamwork such as in sports teams.
Some of the activities I have taken part in so far include an engine strip and rebuild, carried out in pairs, and suspension data acquisition which was done as a group of four. Both of these activities showed me that teamwork is not only often necessary to get a job done but drastically improves the efficiency of what could be done as a one-man job.
The engine strip and rebuild went very smoothly. This is in part due to both mine and my partner’s previous mechanical experience with engines. That being said, I understand that if either of us were entirely new to the process, there would have been a great deal of learning from one another. Our knowledge, combined with the fact there were two of us, meant that we could work efficiently and thoroughly enough that all of our measurements were accurate and within tolerance, our engine still turned over after reassembly, and we finished the whole process a week before schedule.
When gathering suspension data from a Van Diemen Formula Ford, it was absolutely necessary to have enough hands on deck to read measurements, hold drawing equipment, draw trace lines, and note data points down for future reference. This could not have been easily done by a single person, and even a pair might struggle. The data that we gathered as a team ended up being very close to that of a scanned 3D model, so I would class it as successful.
I would say our team used a cross-functional structure. Everybody had a job that they were doing, and we got into a groove of clear communication, meaning we could work effectively. Alternatively, we could have used a method by which one person took the role of leader, for example the person who was noting down the data points. This would involve all other team members reporting back to them. I don’t think that this would be as effective, as we needed as many hands as we had.
Chapter 7 – Conclusion
In conclusion, an engineer has many factors to consider throughout any project they work on. It’s important that they carefully think through all decisions they make, whether working alone or as part of a team.
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