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[bookmark: _Toc196828185]Chapter 1: Introduction
1.1 [bookmark: _Toc196828186]Background 
Wireless connectivity has become the backbone of modern communications, and advancements in Wi-Fi technology have been crucial in meeting the ever-increasing demand for faster and more reliable networks. The introduction of Wi-Fi 6E (IEE 802.11ax), is a significant milestone in this evolution. Wi-Fi 6E utilises the newly available 6 GHz frequency band in addition to the traditional 2.4 GHz and 5 GHz bands, offering more spectrum for wireless communication [1]. This enhancement is critical for alleviating congestion in high-density environments such as stadiums, airports, and urban areas where a high number of devices compete for limited bandwidth [2]
The additional 1200 MHz of spectrum provided by the 6GHz band allows up to 14 additional 80MHz channels or 7 160 MHz channels, significantly improving network capacity and reducing interference [3]. Regulatory bodies such as the Federal Communications Commission (FCC) in the United States and Ofcom in the United Kingdom have approved the use of this spectrum paving the way for widespread adoption [4]. Wi-Fi 6E’s  technical advancements, include a significant leap in wireless networking, expanding Wi-Fi’s capabilities by utilising the newly available 6 GHz frequency band, which complements the 2.4 GHz and 5GHz bands used by previous Wi-Fi generations. This added spectrum is crucial for meeting the growing demand for higher throughput, reduced latency, and enhanced overall efficiency in modern wireless networks. Wi-Fi 6E’s introduction allows for greater bandwidth and reduced interference, making it especially valuable in high-density environments such as stadiums, airports, and business offices where many devices connect to the network simultaneously [5], [6]. These environments often face significant congestion with older Wi-Fi standards, which Wi-Fi 6E seeks to address by offering additional channels and increased spectrum availability.
Wi-Fi 6E builds on the foundation of Wi-Fi 6 (IEEE 802.11ax) and was enabled by the Federal Communications Commission (FCC) in April 2020, when it approved the use of the 6GHz band for unlicensed Wi-Fi operations [7]. This decision was later adopted by regulatory bodies worldwide including Ofcom in the UK and the European Telecommunications Standards Institute (ETSI) in Europe [8]. The 6GHz band provides an additional 1200MHz of spectrum, allowing up to 14 additional 80Hz channels or 7 160MHz channels, significantly improving the network capacity and reducing the interference [9]
[bookmark: _Toc196828187]1.1a: Key Features of Wi-Fi 6E:
· Enhanced Security Protocols: Wi-Fi 6E mandates the use of WPA3 (Wi-Fi Protocol Access 3), which provides stronger encryption and protection against brute-force attacks. Additionally, protected Management Frames (PMF) are required to prevent eavesdropping and snooping attacks [10].
· Improved Capacity and Efficiency: Wi-Fi 6E supports Orthogonal Frequency-Division Multiply Access (OFDMA) and Multi-User Multiple Input and Output (MU-MIMO), enabling more efficient use of the spectrum and better performance in high-density environments. [11]  
· Lower Latency: The availability of wider channels(160MHz) and the reduced congestion in the 6GHz band results in lower latency., making Wi-Fi 6E suitable for real-time applications like gaming, video conferencing, and IOT [12]
Despite the many advantages of Wi-Fi 6E, the introduction of this expanded spectrum also brings new challenges, particularly in terms of network security. As more devices connect to Wi-Fi 6E networks, the likelihood of attacks such as  Denial-of-service (DOS), Man-in-the-Middle (MitM), and jamming attacks increases [13], [14]. These threats pose a considerable risk to high-density networks, where the sheer volume of devices creates opportunities for malicious actors to exploit vulnerabilities. As a result, understanding the security landscape of Wi-Fi 6E is crucial, particularly as we look at potential weaknesses in deployment strategies and the need for robust security measures [15]. This project aims to evaluate theses security concerns by simulating a high-density environment and proposing strategies to mitigate potential risks.
1.2 [bookmark: _Toc196828188]Aim
The primary aim of this study is to asses the security vulnerabilities of Wi-Fi6E in a high-density environment and propose mitigation strategies using simulations. The study will also evaluate the performance of Wi-Fi6E networks under various attack scenarios, focusing on the real-world applicability of theses findings to enhance the network security.
1.3 [bookmark: _Toc196828189]Objectives
To achieve this aim, this research sets out to:
· Conduct a review of existing literature on Wi-Fi 6E, focusing on its security features and vulnerabilities, particularly high-density settings [16], [17]
· Simulate Wi-Fi 6E network in a high-density environment using tools like GNS3 to understand their vulnerabilities under attack [18], [19]
· Measure Key performance indicators such as throughput, latency, and packet loss during simulated attacks to understand the impact of the threats to Wi-Fi 6E [20]
· Identify security measures that could implemented to mitigate theses vulnerabilities, particularly software-defined networking (SND) [21], [22]
· Provide practical, evidence-based recommendations for securing Wi-Fi 6E networks in high-density environments to ensure resilience against evolving security threats [23], [24]
1.4 [bookmark: _Toc196828190]Structure of the Project
· Chapter 1: Introduce the background, aim, objectives, and structure of the research, setting the stage for study.
· Chapter 2: Provide a review of the literature, analysing the security features and challenges associated with Wi-Fi 6E, focusing on the most common vulnerabilities in high-density environments.
· Chapter 3: Outlines the research methodology, detailing how Wi-Fi 6E networks were simulated and evaluated for security weaknesses.
· Chapter 4: Describes the design of the simulation, including network topologies, attack scenarios, and metrics used for performance evaluation.
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[bookmark: _Toc196828192]2.1 Introduction
The literature review examines existing research on Wi-Fi 6E, focusing on its security features, vulnerabilities, and emerging trends in wireless networking. Understanding the key developments in Wi-Fi 6E and it’s associated risks is essential for building secure, high-performance networks, particularly in environments with large numbers of connected devices. 
[bookmark: _Toc196828193]2.2 Key Security Features of Wi-Fi 6E
Wi-Fi 6E introduces several features designed to enhance security and performance over its predecessors. The WPA3 protocol, for example improves encryption, ensuring stronger protection against offline directory attacks, a common vulnerability in older Wi-Fi standards [24]. This is especially important for personal and enterprise networks where sensitive data is transmitted. Another notable feature is Opportunistic Wireless Encryption (OWE) helps mitigate the risks of associated with data interception in public spaces, such as airports and coffee shops, where users frequently connect to unsecure network. [25]
Additionally, Wi-Fi 6E incorporates enhanced Dynamic Frequency Selection (DFS), which helps avoid interference by dynamically selecting less congested channels for the data transmission. This reduces network congestion, improving both performance and security, as congested channels are often a target for attacks trying to interfere with the signal [26]. These advancements show a clear progression in Wi-Fi technology, but they also raise new concerns, particularly when Wi-Fi 6E is deployed in dense, high-traffic environments where security challenges can become more pronounced.
[bookmark: _Toc196828194]2.3 Vulnerabilities in High-Density Environments
The increased number of devices in a high-density environment creates several challenges for Wi-Fi6E networks. One significant vulnerability is susceptibility to Denial-of-Service (DoS) attacks. In high-density environments, multiple devices compete for limited bandwidth, and attackers can exploit this congestion by overwhelming the network with traffic, resulting in a complete service outage [27]. Another vulnerability is Man-in-the-Middle (MitM) attacks, which occur when attackers intercept communications between devices at access points. This allows them to steal or manipulate sensitive information, posing a major security risk for organisations that rely on secure data transmission [28]. Lastly, jamming attacks are increasingly common, particularly in environments where Wi-Fi6E is deployed on the 6Ghz spectrum. Jammers can target specific frequencies, disrupting communications and rendering certain channels unusable, which can degrade the overall performance and reliability of the network. [29].
These vulnerabilities underscore the importance of strengthening the Wi-Fi 6E security protocols and adopting new measures to safeguard high-density networks.

 


[bookmark: _Toc196828195]2.4 Emerging Trends in Wi-Fi Security
Emerging trends in Wi-Fi security offer promising solutions to the challenges associated with Wi-Fi6E. One of the most exciting trends is the use of Artificial Intelligence (AI) to detect and mitigate security threats in real time. AI-driven systems can monitor the network for unusual behaviour patterns and automatically respond to threats before they escalate into a more serious attack, such as DoS or MitM [30], [31]. Another promising technology is Software-Defined Networking (SDN), which allows network administrators to gain greater control over traffic flows. By isolating compromised devices or re-routing traffic, SDN can help prevent the spread of the attacks and minimise their impact on the network performance [32].Furthermore, Wi-Fi6E’s energy efficiency capabilities align with the growing demand for sustainability in the network design. Studies have shown that the 6 GHz spectrum offers improved power management, which is beneficial for reducing the environmental impact of large-scale networks [33].
Theses emerging trends in technology not only enhance security but also improve the overall efficiency and sustainability of Wi-Fi 6E networks, making them better suited for the challenges posed by high-density environments. 



 
[bookmark: _Toc196828196]3.1 Introduction
This chapter outlines the research methodology, detailing the steps taken to assess the security vulnerabilities of Wi-Fi 6E in high-density environments. The research combines a literature review with a simulation of Wi-Fi 6E networks to evaluate their resilience against various types of cyber-attacks.
[bookmark: _Toc196828197]3.2 Research Approach
This study employs a mixed method approach, combining qualitative analysis from literature with quantitative data obtained from the simulations. By reviewing the literature on Wi-Fi 6E security, the study establishes a theoretical framework that guides the simulation experiments [16], [17]. The simulation studies are designed to replicate high-density network environments and test their security under different attack scenarios, such as DoS, MitM, and jamming attacks [18], [19].
[bookmark: _Toc196828198]3.3 Data Collection Methods
Data were collected through simulations, using the GNS3 network simulator to model realistic high-density environments. Key metrics such as throughput, latency, and packet loss will be recorded during the simulations to assess the impact of security on the network’s performance [20]. Theses metrics will then be compared against a baseline performance data from the literature to validate the findings [21]. Additionally, security indicators such as packet sniffing and traffic interception will be used to assess the effectiveness of the security protocols in Wi-Fi 6E [22]. 








[bookmark: _Toc196828199]Chapter 4: Challenges and Limitations
[bookmark: _Toc196828200]4.1 Technical Limitations
One of the most significant obstacles in the execution of this project was the lack of support in Wi-Fi 6E within the widely available network simulation tools like Cisco Packet trace. While Packet tracer is highly accessible and user-friendly, it does not support advanced wireless protocols such as IEEE 802.11ax (Wi-Fi 6) or Wi-Fi 6E, nor does it provide native access to 6 GHz band simulation. This meant that critical features like 160 Mhz channels, OFDMA, and WPA3 could not be directly implemented or tested in the virtual environment. As a result, the simulation relied on logical emulation-configuring traditional APs to behave as though they supported Wi-Fi 6E.

Furthermore, the simulation of high-density environments provides difficult, as Packet tracer lacks detail performance metrics such as latency underload, channel contention, or real-time interference modelling. Tools such as GNS3 or NS3 offer more advanced capabilities but require a higher level of networking experience and scripting knowledge, which introduced another barrier to the project.
[bookmark: _Toc196828201]4.2 Lack of Experience and Learning Curve
Another challenge was the steep learning curve associated with setting up VLANs, access points, and wireless client configurations in a virtual environment. Prior to this project, I had limited experience with network simulation platforms, particularly regarding wireless technologies and security configurations. Understanding how VLANs interact with wireless SSIDs, DHCP pools, and routing protocols.
Additionally, implementing even basic wireless encryption protocols like WPA2 within Packet Tracer can be cumbersome and unintuitive for new users, especially when attempting more advanced WPA3 security features, which Packet Tracer does not natively support. There were multiple failed attempts to create topologies where clients could consistently connect to the correct VLAN-based SSID and obtain an IP address, often due to misconfigured interface or DHCP issues.
[bookmark: _Toc196828202]4.3 Limited Access to Resources
Despite an abundance of written material on Wi-Fi 6Eand it’s advantages, there is a noticeable gap in practical, hands-on tutorials for emulating such networks in software like Packet Tracer. While videos and tutorials exist for VLANs and wireless Aps, few – if any address the full scope of simulating a Wi-Fi 6E high-density scenario. This made it difficult to validate whether the simulation accurately reflected theoretical expectations.
Moreover, the documentation for certain networking tools lacked detail or clarity, further complicating the learning process. For example, understanding how to emulate 160 MHz channels or simulate dense AP deployment required manual experimentation, as there were no build-in templates or guidance available in the software.  

[bookmark: _Toc196828203]4.4 Time Constraints and Project scope
Given the project’s ambitious goals of assessing Wi-Fi 6E security in a high-density environment, the limitations of time and resources meant that the final outcome had to be scaled back. Instead of real time attack testing with automated scripts, the project focused on logical network design, structural weaknesses, and theoretical mitigation strategies. Additionally, full simulations of attacks such as jamming or denial of service could not be conducted due toa lack of built in support for such behaviour in Packet Tracer.
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