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Task 1

Relevant areas of the National Policing Curriculum: 
Wellbeing and Resilience

Guidance:  

	
Consider and reflect on the impact of organisational justice on yourself as a member of the police service. (Code of Ethics)

Consider the steps that your organisation is taking to raise ethical standards. 


1000 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

This essay discusses Organisational Justice within South Wales Police and the impact it has upon individuals within the service. It will also examine the approach the organisation is taking to raise the ethical standards of the organisation and its workforce. 

Origins, background and benefit:
Organisational justice was first developed by Greenberg in 1987 with the idea having its origins in equity theory (Adams, 1963). Equity theory postulates that an individual’s judgement of equity and inequity are derived from a comparison of themselves to their peers. In essence, the amount they give (input) can be directly related to the amount they get back (output), Organisational Justice relates to an employee’s perception of their organisation’s practices, values, behaviours and decisions and how this can impact upon their own attitudes and behaviours while at work.
The term itself, can be associated with the concept of fairness at work, as employees are naturally sensitive to the decisions taken by their employers and judge these decisions on the impacts it has upon them. If they view these decisions negatively, it can lead to discontent and poor performance, while the reverse can be true where a business decision is perceived as having a positive impact. All areas of workplace behaviour are covered within the theory, from treatment by leadership, to pay, training and gender equality. Positive Organisational Justice can be seen to drive continuous improvement in an organisation by driving performance, reducing absence and improving engagement, whilst also improving trust and encouraging communication at all levels of an organisation.
         [image: ]
Figure 1: Organisational Justice (Greenberg, 1990)
As per the diagram above, the majority of research into Organisational Justice, relates to the Greenberg three factor model consisting of Disruptive Justice, Procedural Justice and Interactional or Informational Justice.
· Distributive justice – The perceived fairness of pay, conditions, and responsibility within the organisation, as well as equality between individual groups. 

Distributive justice is achieved when employees believe that outcomes are equitable and fair (Colquitt et al., 2015)

· Procedural justice – The perceived fairness of Policies, Procedures and Processes, which are in place within an organisation and where they are free from bias, and are consistently applied. 

Procedural Justice is achieved when employees believe procedures are fair when they are consistent, accurate, ethical, and lack bias (Colquitt et al., 2015)

· Interactional/informational justice – The perceived fairness of treatment by managers and supervisors. Individuals are being treated with dignity and respect and are able to present their own views and opinions as well as the fairness of communication within an organisation, including the adequacy of information used to describe and justify decisions being taken. 
Interactional Justice is achieved when individuals feel they are being treated fairly when employers provide explanations for decisions and treat employees with dignity, respect, and sensitivity (Colquitt et al., 2015)

Organisation Justice and my experiences:

My experiences so far as an officer within South Wales police with regards to Organisational Justice have been overwhelmingly positive. Having worked for a number of other organisations prior to joining, I have often found conditions and pay to be poor, policies and procedures for many functions missing or incomplete and communication disjointed and sporadic. Within South Wales Police, I have found policy and procedures to be well documented and followed. Officers are predominantly treated well at all levels with excellent engagement from open and collaborative Chief Constables, combined with effective and established communication channels. I have experienced skip level meetings with officers of rank and have feel that my voice would be heard and valued at all times. At times of hardship or achievement, I see regular and positive engagement from senior leadership, with direct contact from the Chief Constable for example, where officers have been assaulted or when we have dealt with a particularly difficult major incident. We also receive regular thanks and positive feedback from different departments, for whom we carry out work on behalf of. Pay is of a personal concern but this is a national issue and cannot be levied at South Wales Police as an organisation. Support from my immediate team has been exemplary and This has helped me integrate comfortably with the shift and makes me feel I am a valued and integral member of the Police family. I feel proud to work for the organisation and as a result of the way I feel I am treated; I try to give my 100% in all aspects of my role. 

Raising Ethical Standards:

South Wales police has a wide range of policies and processes in place designed to continuously drive and improve ethical standards. At the heart of this is the code of ethics itself (College of Policing, 2018), which forms the backbone of how all officers are expected to behave. There is regular ongoing training to recognise and encourage diversity, such as the recent “Let’s talk about race” seminars. Digital Learning is well catered for via the NCALT earning portal and we are encouraged to engage with an ongoing Personal Development Plan (PDP) to drive ongoing self-development for future progression and continuous learning. In addition to the above, there are numerous oversight bodies which monitor behaviour and adherence, which includes the PSD (Professional Standards Department), the IOPC (Independent Office for Police Conduct) and the HMIC (HM Inspectorate of Constabulary). These all function to maintain and build a strong ethical organisation.

In conclusion:

It is critically important to have an engaged and committed officer base and given what has been discussed above, South Wales Police can be seen as being well placed as far as delivering positive Organisational Justice is concerned. It can be observed that all three aspects of the theory are addressed by the policies, processes and systems that are in place and as a result this should drive performance, behaviours, improved ethics, transparency, communication and job satisfaction as well as trust and pride to be part of the team. It can be argued that the Command and Control management structure operated by the Police (College of Policing, 2018), puts the organisation at odds with the theory and make it incompatible, however I have not found this to be the case. According to Beckley (2014) Good standards of organisational justice feed into good operational practices, respect for human rights, procedural justice and fairness when police officers are dealing with members of the public and personally, I am profoundly proud to be part of the South Wales Police family and for me the positive input I receive from the organisation drives me to deliver the strongest possible positive output in what I feel is a vitally important role to the community and public which we serve.
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Task 2

Relevant areas of the National Policing Curriculum: 
Evidence based policing, Research Methods and Skills, Decision-making and Discretion 

You must choose a policing incident involving a partnership approach which you played a significant role with an offender/service user/victim and reflect on what happened. 

	
Give a brief description of the problem including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

What options did you consider when adopting a multi-agency approach? 

How did you decide on the most appropriate option to mitigate or resolve the problem and how did you evaluate the available evidence?

Justify your intervention and highlight potential consequences.


1200 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

This essay will discuss a policing incident where a multi-agency approach was used to safeguard a vulnerable adult. I will start by describing the incident and then discuss the approach taken to safeguard their wellbeing as well as my use of police discretion. 
I was on patrol with a colleague, when we were alerted to a distressed male acting concerningly on a bridge over a busy A-Road. We attended the reported location and on arrival, there were members of the public near a male, stood on the wrong side of the railings, with a 70-80 foot drop down onto the busy road below. I immediately went over my police radio to update the Force Incident Manager (FIO), requesting Roads Policing Units (RPU) attend the carriage way to stop traffic, preventing further incident should the male should jump. 

I cautiously approached and started by asking his name. He was agitated and initially wouldn’t engage, crying/mumbling to himself incoherently. After trying to converse for some time, he eventually explained he’d broken up with his girlfriend and was struggling through lockdown. With everything combined, things had become too much and he didn’t want to be here. In talking, I edged closer while talking calmly and reassuringly. I knew that building rapport was the best way to gain his trust and tried to do so with open body language and a friendly demeanour. Dr Harding (2019) suggests you should establish rapport, develop a trusting relationship, use open questions and establish current anxieties or problems.

Utilising the National Decision Model (College of Policing, 2014), I continually assessed the situation considering factors which could have threatened both mine and my colleague’s safety, as well as the safety of the public. Principally the risk to the male of jumping/falling onto the road below, or injury to ourselves in preventing him from doing so. I also considered, he may hit out at me or my colleague, should we approach. I was aware that quick decision making and adapting dynamically, would be critical here.

           [image: ]

Figure 1. National Decision Model (College of Policing, 2014).

I was informed a negotiator was available if I could get him to take the call. He agreed and I passed the handset. While distracted talking to the negotiator, I noted he had turned his back to myself and my colleague. This gave the opportunity for us to safely approach and grab the male around the chest with both arms, pulling him away from the edge and over the barrier. In doing so, the male swung an arm and caught me in the shoulder. 

A Threat/Risk analysis was central to my decision-making. I consider myself naturally risk averse but do not avoid it. Identifying the opportunity to take swift action proved effective. Split second decision-making is something police officers do daily and a dynamic SWOT analysis, could be seen as beneficial in this regard. SWOT being: Strengths, Weaknesses, Opportunities, Threats. The British Library (2021) credits SWOT to Albert Humphrey who led a research project at Stanford University in the 1960s:
 
[image: SWOT Analysis For fashion business]
Figure 2. SWOT analysis (promodo.com, 2021).

Officers must have conviction in decisions they make and these need to be legitimised in every interaction. To do this, all decisions are well documented with the rationale clear for every call attended. The East Midlands Police Academic Collaboration (EMPAC, 2021), observes that fear of being criticised if harm results from a risk decision, should not distract the police from a duty to protect the public. Even though making a decision involves the risk of criticism, the risk to the reputation of a police force or officer, is secondary to the primary responsibility to protect life. Front line policing is inherently risky and evaluating these risks and committing to a course of action is something we do on a daily basis. The risk of inaction is far more damaging that the risk of the actions we take. 

Going back to the incident and with the male safe and off the bridge, he remained upset and threatened violence. I explained, his wellbeing was our principal concern. Once secured in the van, I then considered options available. Although a mental health call, he had assaulted me, however I considered this a reckless action but unintentional and as a result of his mental health, so Police discretion was taken to not arrest. I asked if he was prepared to speak with the crisis team who were on standby and he refused. As such the only remaining option, was for the male was to be detained under Section 136 of the Mental Health Act (MHA, 1983), giving police powers to detain a person who is having a mental health episode, conveying to a place of safety. During this detention, I would ensure that he was at all times treated fairly, with respect and in accordance to his human rights (Human Rights Act, 1998). We conveyed to a ward of Port Talbot Hospital, which is our defined place of safety and stayed with him until the assessment. 

Over the next hour, he continued acting erratically, from crying to shouting to calm but I agreed to remove his handcuffs when safe to do so. Once removed, he became calmer and sat eyes closed until he was called to be assessed. Upon assessment, he was deemed fit for release with his actions being deemed as “Behavioural”. They concluded that he would not harm himself. Given the circumstances, this concerned me greatly, which I expressed to the psychiatrist. A follow up appointment for the male was arranged on an outpatient basis but nothing further. 

Police duty of care was met but I wasn’t comfortable taking the male to his home address where he lived alone. I considered that in order to safeguard his wellbeing, he needed to be in company with someone. After enquiries, it was established he had a friend who lived locally. We agreed with his friend that he could stay at his address and would attend the follow-up appointment with him the next morning. A Public Protection Notification (PPN) was submitted, which alerts agencies to the male and the circumstances of what we attended. This initiates further support for the individual but here, I chose to follow up the incident with Social Services directly. They had been made aware of him and had assigned a caseworker. I spoke to them personally and reiterated my concerns, recommending they do a home visit, which was agreed/arranged. He was later referred as an outpatient at a local mental health unit for ongoing treatment.  

Policing matters such as mental health calls of this nature, is proving especially challenging for police. Healthbusinessuk.net (2020) reports that the number of police mental heal calls in England has risen by 41 per cent over the past five years, with some police forces seeing more than a twofold jump since 2015, due to a lack of investment in mental health services in the NHS. I have observed that responsibility is not always being taken by the most appropriate agency and as first responders we are left to make mental health assessments, beyond our skillset, often finding it difficult to get partner services to engage. This leads to poor outcomes from the individuals suffering with their mental health. 

Without policing intervention in this instance, through direct engagement with mental health and social services, there was a real risk that harm could have come to this male. Police have a duty of care to convey people having a mental health crisis to a place of safety but when that place assesses and releases the individual without support, I personally try to go further by following up and ensuring ongoing engagement with those individuals. Not only do I feel this is the correct approach, I feel it is the moral approach as well. 

(1296 Words)















Task 3

Relevant areas of the National Policing Curriculum: 
Vulnerability and Risk 

You must choose a policing incident in which you played a significant role with a victim of crime or anti-social behaviour and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Evaluate the appropriateness of different approaches (by professionals and the police) in supporting or managing vulnerable people or people at risk of harm. 

Evaluate what works in relation to tackling repeat victimisation and repeat offending. 


1400 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:


This essay will look at a policing incident which I attended and which involved a vulnerable person who was the victim of a hate crime. I will start by discussing the wider topic of Risk and Vulnerability in relation to hate crime, before describing the incident itself and evaluating the various approaches used in supporting vulnerable people and people at risk of harm. The victim experienced repeat victimisation and this will also be discussed in relation to what was done to support them in this instance. 

The Crown Prosecution (CPS, 2021) observes that the term 'hate crime' can be used to describe a range of criminal behaviour where the perpetrator is motivated by hostility or demonstrates hostility towards one of 5 characteristics, specifically protected in law; those being the victim's disability, race, religion, sexual orientation or transgender identity. 


Recent guidance from the College of Policing (2020), in relation to the investigation of hate crime states that Police must prioritise incidents and ensure steps are taken to manage risks to vulnerable people and communities. David Tucker, the crime lead for the College of Policing notes that; 
“Hate crime can take many forms and has a devastating impact on the lives of people across all communities and in all walks of life, often increasing an individual’s sense of vulnerability.” and
“When a hate crime is reported police should carry out a proportionate, sensitive and thorough investigation, taking into account the rights and freedoms of all parties, without unnecessarily restricting any individual’s right to free speech.”

Hall (2005) observes that hate incidents and hate crimes may have a disproportionate psychological, and in some cases physical, impact on victims and the wider community as compared to equivalent ‘non-hate’ crimes, this is supported by recent statistics published by the home office (Home Office (2018), Hate Crime, England and Wales, 2017/18). Hate crimes can also be socially divisive, risking a critical incident via heightened tensions between communities. They are likely to involve repeated victimisation and can increase the risk of civil disorder. Victims should be treated sensitively and in a way that is appropriate to their needs, recognising the greater impact that hate crimes and incidents may have on victims. 

Authorised professional practice in policing (APP) defines a critical incident as “any incident where the effectiveness of the police response is likely to have a significant impact on the confidence of the victim, family and/or the community” (westyorkshire.police.uk, 2021)

The incident I shall be discussing here involved a Muslim Turkish family who had moved to Neath around 2 years ago. The family lived in a street known to suffer from criminality and a high degree of Anti-Social behaviour from youths living local. It is a particularly run-down street in a somewhat deprived community. This has been discussed in “Broken Window theory”. James Q Wilson (1982) concluded that the extent to which a community regulates itself has a dramatic impact on crime and deviance. The "broken window" is the idea that where there is one broken window left unreplaced there will be many, and it is a physical representation that the residents of a particular are do not especially care about their environment or community. For this Turkish family, they had struggled to integrate into this community and had been suffering varying levels of abuse from people in the area and their neighbours. Police were called after this escalated to physical damage to their vehicle which was parked outside. When I attended and spoke with the father, he explained that over the course of the previous 4 months, the family had been spat at, had eggs thrown at their windows and had been harassed in the street having been called numerous derogatory and racist names. The worst of the abuse had come from their neighbours next door, who they had fallen out with over parking issues. In this recent example, someone had poured flour and water over their car windows, leaving it undrivable until cleaned. They had tried to wipe it off but needed to get a pressure washer as it had stuck and smeared badly. Although the damage was not permanent, it still met the threshold for criminal damage and was perceived by the victim to be a hate crime. Damage is not defined by the Criminal Damage Act (1971) but it is widely interpreted to include not only permanent or temporary physical harm, but also permanent or temporary impairment of value or usefulness - Morphitis v. Salmon [1990] Crim.L.R 48.

Unbeknownst to the perpetrator, in this instance the victim had recently installed a new CCTV camera covering his car and street, intending for it to capture any future verbal or physical abuse that may have occurred, as had happened previously. Upon reviewing footage, the incident had been caught in its full and the father was able to positively identify the culprit as their neighbour. The family were extremely upset and visibly shaken by the abuse suffered, so much so that they were looking to move from the area but still, they did not want to cause issues in the community and wanted to be left in peace. I was shown the footage on a tablet device and the images were clear, with the offence being shown and the perpetrator in shot and identifiable. We are a victim led service and as such I asked the family what action they would like take. The father stated that he didn’t want to see the persons arrested and wanted them spoken to, so that the issues stop. Following his wishes, my first consideration was Restorative Justice (RJ) as the best approach here. I explained this would be a formal warning and could act as a final disposal method before further criminal action. The family were happy with this approach and asked me to go ahead. The Restorative Justice Council (2021) defines the practice as follows: “Restorative Justice brings those harmed by crime or conflict and those responsible for the harm into communication, enabling everyone affected by a particular incident to play a part in repairing the harm and finding a positive way forward. This is part of a wider field called restorative practice.” 

I attended at the neighbours and spoke with the perpetrator. I was extremely stern and detailed the serious ramifications for their actions, stating that they could be arrested for the offence had it not been for the neighbours not wanting to take further action. I warned him that he could still be arrested, depending on the acceptance of the RJ. He immediately accepted and apologised for his actions. He stated that the argument had started as the neighbours had two cars and on occasion had parked in front of his house and that things had escalated from there. He admitted making racial comments previously but stated that his actions themselves were not motivated by racism but rather frustration. He committed to the RJ process and asked that he be allowed to apologise to his neighbour directly. All parties agreed to meet for the apology to be delivered. South Wales Police has dedicated hate crime officers and as per process, this incident was tasked to the department responsible, for further follow-up to be done with the victim. I also spoke to the Neighbourhood Policing Team, for them to have local community officers follow up and perform visible patrols in the street to help address resolve some of the other Anti-Social Behaviour which had been ongoing. 

There are various approaches that could have been taken in this incident but overall, I feel this RJ was the most appropriate method to resolve the issues. It showed compassion and temperance by the victim towards the perpetrator and would potentially make living next to each other more tolerable than an arrest, a fine or a summons to court. As noted, it is vital that these matters are handled with the victim in mind. The risk of this becoming a critical incident was clear as there is a wider Turkish community in the area and in action or action against their wishes could have resulted in a negative perception of the police in general. This method addressed this issue while resolving the problems.  

The follow up was important to address the repeat victimisation that the victim at suffered from the wider community and that was why I felt it was imported for additional patrols and visible police presence in the short term. Everyone needs to feel safe in their own community and Police have a duty of care to provide in instances such as this. In this instance, the family had already taken steps to protect themselves with the installation of CCTV. Advice was provided around target-hardening (securing property) and keeping a record of any further incidents of hate crime or ASB, which could be provided to neighbourhood officers going forward. The family was given a direct point of contact for local PCSO’s and assured that support was there ready and waiting going forward. I am confident in the approach taken and was thanked by the family for the work I had done. This will have hopefully resonated beyond the family and out into the wider community, improving the perception of the Police which I feel is important for community engagement.

(1540 Words)


Task 4

Relevant areas of the National Policing Curriculum: 
Conducting investigations and information and intelligence.

You must choose a policing incident which is of serious and complex nature in which you played a significant role with an offender/service user/victim and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Consider how you have gathered, analysed and evaluated relevant information or intelligence from a range of sources as appropriate to the policing incident. Additionally, identify how you have developed the information and intelligence for the purpose of informing the tasking and co-ordination process. 

Focus on how you have made use of the additional sources of intelligence obtained through this complex investigation and explain how you have applied learning from previous serious and complex investigations.

Your reflection must illustrate your understanding and application of core principles of ethics, equality, diversity and human rights, as well as any relevant Code of Practice considerations, culturally sensitive practice and language preference.

1250 words (+/- 10%: include your actual word count at the end of each section)
 



ANSWER:

This essay will discuss a serious and complex case which I was involved with last year while supporting my tutor on an investigation, whilst working on attachment with the HUB team. Serious and Complex crime does is not defined by the College of Policing but includes crime which has resulted in a substantial financial gain. The suspect involved, was arrested for a drugs offence of Possession with Intent to Supply (Misuse of Drugs Act 1971, 2021) and was released under investigation while evidence was being gathered and the investigation ongoing, before being reinterviewed and then charged. 

I will detail the background to the arrest, the investigation and evidence gathered including the use of information and intelligence. I will then discuss the interview and how it was carried out by a suitably trained interviewer and conducted in accordance to PACE (Police and Criminal Evidence Act 1984) using the PEACE interview model. 

The individual was arrested by officers working on operation Sceptre in Neath. Sceptre is a national initiative, which sees officers engaging with communities, targeting individuals carrying knives or objects intended to inflict harm or provoke fear. (National Police Chiefs' Council (NPCC), 2020)

The Office for National Statistics (ONS) figures have shown Knife crime offences linked to drug gangs, steadily rising since 2013/14. Knife crime remains a policing priority in the UK and the continued focus on this issue is vital. (Crime in England and Wales - Office for National Statistics, 2021)

The officers were on patrol and came across three individuals, sat in a car at 3am in a side-street with the lights turned off. The car was filled with smoke and officers pulled up alongside to ask the occupants to account for being there. The individuals appeared nervous and pervasive with officers. Given lockdown restrictions imposed by the Coronavirus Act (Coronavirus Act 2020), the time of day and the suspicion that the individuals may be taking drugs, gave the officers reasonable grounds to stop and search the persons involved and the vehicle under Section 23 of the Misuse of Drugs Act (1971). A significant quantity of drugs, drug paraphernalia and other suspicious items were found and seized including two phones, most of these items were in the backpack owned by the driver. Two of the individuals in the vehicle had only a small quantity of cannabis on their person and both indicated to officers that the driver was their supplier and that they had met him tonight to purchase those drugs. The two had their cannabis confiscated and were issued with cannabis warnings. The driver was arrested on the suspicion of the drugs supply offence. 

Interview and PIP practitioner model:

South Wales police follows the Professional Investigation Programme when conducting investigations (model below). PIP is a 4-tier approach where the practitioner is suitably trained to deal with the level of the investigation. In this instance, my tutor being trained to Level 2, led both the Investigation and interview with myself in support. Response officers, including myself are trained to a level 1 standard and as such we only take the lead on priority policing matters and volume crime. 

Crimes such as theft, criminal damage and public order offences are part of the volume crime category. Priority crimes are those that the individual police forces declare to be of sufficient seriousness to them and their community that action should be taken against them and their perpetrators. 


[image: ]

Professional Investigation Programme (College of Policing, 2020)


In interview, the suspect chose to go no comment to all questions and was subsequently released under investigation while the investigation took place. The interview itself was conducted using the PEACE model, developed as a collaborative effort between police and psychologists in England and Wales in the early 90’s. It was intended to reduce false confessions, which were the result of an aggressive style of questioning of suspects. (Walsh and Milne, 2008) It is a non-aggressive information gathering approach. Model shown below:

[image: ] 

The Suspect was released under investigation as no bail conditions were required with there being no known safeguarding issues for the individual or third party. 

This began the slow time investigation into the matter. The drugs were sent for internal analysis to verify the type and quantity, which returned a confirmation of a significant quantity of Cannabis, Cocaine and MDMA pills.

As part of the investigation, a number of intelligence reports were reviewed to help build a clearer picture of the perpetrator’s movements, associates and addresses. Innes and Sheptycki (2004) observed that: Information consists of bits of data that, when combined and viewed together with relevant background knowledge, may be used to produce intelligence, which informs the actions and decisions of policing organisations. In this example, the information had already been processed into various intelligence reports, collated over a period of time.

Intelligence Led Policing (ILP)
Policing in the UK relies on an Intelligence Led Policing approach. This involved a system of data collection from a wide range of information sources, to produce the best possible intelligence
Dr Jerry Ratcliffe (2003) introduced the 3i Model as shown below in Figure 1. This model represents a method of crime reduction utilizing an intelligence-led process. It also provides an overarching framework for understanding ILP and has been adopted by police forces around the world.
The Model consists of three essential structures:
· Intelligence structure or unit
· The criminal environment 
· The decision maker
In addition to the above, there are three processes which represent the 3 “I”s: 
· Interpret 
· Influence
· Impact 
              [image: ]
Figure 1. Ratcliffe’s 3i Model of Intelligence-Led Policing
Adapted from J. H. Ratcliffe, “Intelligence-Led Policing.” Trends and Issues in Crime and Criminal Justice No. 248 (2003): 3.
The intelligence gathered for this case, consisted of various reports of drug dealing by this individual, involving a range of associated vehicles, addresses at which he attended and known associates. Combined with a digital forensic analysis of his phone which had been seized we was able to build a picture of his movements and demonstrate from messages involving loosely coded drug references that he was widely involved with the supply and distribution of drugs over a significant period of time. 

Intelligence sources used in this investigation included:

· The police national computer (PNC)
· Police national database (PND)
· Physical evidence obtained from the scene of a crime
· Download of the suspects mobile

Other sources of intelligence can include:

· Covert listening devices, probes and tracking devices
· Human intelligence sources
· Covert human intelligence sources (CHIS)
· Undercover officers

Investigation and outcome:

The intelligence gathered allowed us to form clear conclusions as to the likely nature of the individual’s involvement in drug dealing, as well as providing links to his potential suppliers further up the chain. This information in itself was submitted as intelligence and passed to the Priority Policing Team, to use that new information to help develop it further and facilitate further investigation into other parties potentially involved. Drug dealers are known to use a number of coded words for certain drugs which attempt to hide the meaning of the conversation. In this instance the messages were crude and easily translatable. Many such terms were found on the suspects phone in messages asking him to deliver items to various addresses throughout the local area, this added significant weight to the investigation. Given the strength of evidence gathered, the suspect was further interviewed where again he went no comment, before the file of evidence was presented to the Crown Prosecution Service (CPS) for a charging decision. They were later charged and tried in court, receiving a custodial sentence.  


Conclusion:

This was the first complex or serious investigation where I played a significant role beyond the arrest of a suspect. All burglaries, serious assaults and sexual offences which I’ve dealt with, as a result of the PIP system, have always gone to the appropriate team or department to be handled through to completion of the investigation. As far as learnings are concerned, this investigation provided an insight into the investigative mindset needed to utilise all sources of intelligence and information to attain a successful prosecution. It has also made me personally interested in working in an investigative team which deals with more serious crime and as such, gaining PIP level 2 accreditation.  

(1364 Words)














Task 5

Relevant areas of the National Policing Curriculum: 
Digital Policing, Vulnerability and Risk 

You must choose an incident involving digital technologies and reflect on how you provided an appropriate initial police response. 

	
Explain the immediate actions that you took to reduce the risk of harm caused by the incident. Detail who may be more vulnerable in this type of incident. 

1250 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

During this essay, I will use Borton’s (1970) reflective cycle, to reflect on an incident involving a crime enabled by digital technology. The victim was a vulnerable person at risk of harm. Borton’s reflective model, has three elements as per below and this will be used throughout:

                [image: ]

(Fig 1: Borton (1970) Reflective Cycle)

Policing in a digital world:

Digital technology has evolved at pace and is used by a vast number of people in developed countries. (Saleh, 2021) states that as of the beginning of last year, there were 3.010 billion internet users and the estimated number of people with an online presence, stood at 42%. For comparison, in the USA this figure stood at 84.2%. 52.4% accessed internet via mobile devices and more than half of the global population is estimated to go online using mobile devices by 2020.

The benefits of digital technology in our day to day lives is significant, from facilitating easy access to international communication and information sharing via online video and messaging platforms, to allowing the growth of ecommerce, allowing people access to markets and goods that would have been out of reach just 30 years ago but along with the many benefits of digital technology, there are significant pitfalls, some of which make policing the online space particularly difficult. Criminality using digital technology is rising rapidly with organised crime gangs (OCG’s) using the internet as a platform to conduct their business. One recent example is the NCA’s infiltration of the secure messaging system ‘Encrochat’, said to be used exclusively by people engaging in criminal activity. (BSB Solicitors, 2020).

It is not just OCG’s that are utilising digital platforms for criminal activity. Figures from the National Fraud Intelligence Bureau (NFIB, 2020) figures show 105 reports to the action-fraud website from 1 February 2020 to 20 March 2020, with losses reaching nearly £970,000. Many of these reports were made by victims attempting to purchase protective face masks, PPE and hand sanitiser from fraudulent sellers capitalising the supply and demand issues at the start of the pandemic. This opportunistic/exploitative approach is common in the digital world. Other types of fraud on the increase include ticket fraud, romance fraud, charity fraud and lender loan fraud.

The Office of National Statistics (ONS) (2021), show that overall recorded crime has reduced during the Coronavirus pandemic across all areas with the exception of digital or cybercrime which increased by 35%

Incident:

The incident I will be referring to, involved Cyber-Stalking. The victim, a young, vulnerable single mother, was being stalked by an ex-partner via dating sites. The NPCC (2020) states: “A person is vulnerable if, as a result of their situation or circumstances, they are unable to take care of or protect themselves or others from harm or exploitation”. The offence itself was reported via an online submission, another benefit of the digital world, with the added convenience and security this can give to a victim or vulnerable person, who may otherwise not have reported it via a traditional method. 

The victim was in a relationship with the offender for 9 months. They met online through a dating site and initially, would chat online due to covid restrictions. Once lockdown eased, they met and spent more time together. The victim allegedly told the offender that she didn’t want a serious long-term relationship and it was agreed that companionship was what she was looking for. After a few months it became apparent that he was looking for more and this made her uncomfortable. He was also becoming jealous of her movements when they were apart, which raised further concern and resulted in her ending the relationship. For the month afterwards, she received a number of angry but not offensive or criminal messages from him, with a combination of accusing her of behaving badly and asking for them to get back together. This eventually becoming too much and she blocked him on all platforms. A number of gifts were delivered to the address which were unwanted and she contacted him one final time to explain that she wanted no further contact from him, before once more blocking him. 

The victim returned to online dating and had a number of encounters with private messages from various accounts, she had not authorised as friends/contacts. She accepted messages from a user who asked to chat around 20 times over a 2-week period. They started a conversation and she was surprised to find the individual knew a lot about her and her life. It became apparent, the person she was talking to was the perpetrator, masquerading as someone else under a false account. When challenged the offender stated, “I AM EVERYWHERE ON HERE, YOU WILL NEVER KNOW WHEN IM WATCHING YOU AND I WILL ALWAYS KNOW WHO YOU ARE TALKING TOO” This scared the victim and she blocked him. The same thing occurred a further 3 times over the next two months with different accounts and profiles used by the perpetrator in each instance with the same Modus Operandi but with him becoming increasingly specific and knowledgeable with regards her online and physical movements. This was when she reported it to the police. 

The Office for National Statistics (2021) found recorded stalking and harassment offences increased 20% during the coronavirus lockdown, rising to 31% as restrictions eased in the summer. According to Paladin (2021) a national stalking charity, requests for help leapt 40% during lockdown. The charity said victims were reporting stalking via social media, messaging apps and email. 
The male was arrested and his phone and was seized under Section 32 PACE (1984). His phone was downloaded and examined by a Police digital forensic examination by a specialist Digital Media Investigator (DMI, The College of Policing, 2021). When the phone was downloaded, a file containing login details for a number of the victim’s online accounts were found. The offender had evidently used these details to covertly login and trace her online activity. Whilst in custody, the offender was interviewed and the allegations were put to him by the OIC (Officer in Case). He provided a no comment interview and was released on bail with conditions imposed for him to have any contact with the victim. The case is awaiting a court date with the offender entering a not guilty plea. It was unclear, how the perpetrator had obtained the login details. The victim stated, she had previously stored details on her own phone and that he may have had access when it was left unlocked while they were together and this could have occurred then. 

Conclusion: 

I am now far more aware of the dangers of cyberstalking and the impacts it can have on an individual’s life. The victim was a vulnerable young mother who, as a result of her stalkers actions, was now fearful of going online and living her online life. Prior to this, her online presence was a source of companionship and safety as she felt she could control who and who not to talk to and trust having already had difficulties outside of the internet. This perceived safety was taken away by the perpetrator and has had a detrimental impact to her wellbeing and mental health as she now suffers with anxiety. 

The challenges of cybercrime for policing are significant and growing as people’s lives move increasingly online. In my role, I take pride in being in supporting vulnerable people at risk of harm and Safeguarding in all forms is critical to this. I recognise that the divide between the impacts of physical and virtual crime are narrowing and this makes me consider the importance of continuous improvement and learning, so I am able to support individuals suffering from cyber/digital criminality. The impacts of cybercrime can be far reaching and affect an individual’s mental health causing profound issues in their personal lives and bringing perpetrators of digital crime to justice is vitally important, in this modern world. Finally, I can see the benefits of educating individuals affected by cybercrime and feel that it is my duty of care to offer my advice and guidance to victims as a preventative approach going forward. 

(1350 Words)
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