Networked Applications Lab Worksheet – Async and threading conclusion (C++)
Dr Tim Bashford

In this lab worksheet, we will conclude threading, looking at asynchronous calls and wrapping up loose ends and advanced topics.  Threading remains, however, a very large topic – at appropriate points, I will include suggestions for further reading.
Promises and Futures
You may have noticed – though I haven’t laboured the point – that all of the threaded code we’ve created so far has relied on slightly “bespoke” methods of transferring data out of threads when done, usually requiring us to do quite a bit of our own synchronisation.  There is a standardised, better way, however: promise and future.
Promise is a template class type which states that, at some point, a state change in our program will result in some returned data being set.
Future is an object which allows us to interact with a promise to check its state and obtain the returned result.
Look at the following code:void GetFromThreadedFunction(promise<string>& returnPromise)
{
	this_thread::sleep_for(chrono::seconds(10));
	returnPromise.set_value("Hello from the threaded function!");
}

int main(int argc, char** argv)
{
	promise<string> returnPromise;
	thread t = thread([&returnPromise] {GetFromThreadedFunction(returnPromise); });

	future<string> rf = returnPromise.get_future();
	cout << rf.get() << endl;
	t.join();

	getchar();
}











Nothing we couldn’t do already in theory – but a set of classes designed to get us out of trouble.  By design, a promise can only set but cannot read and cannot be copied, while a future can only read but cannot set – this is to ensure that we have a truly decoupled asynchronous interface and prevent the sort of errors we can easily make playing around with variable references.



Why promise and future?  Seems overly complex.  Can’t we just have one object to represent both?
There are a few reasons that promise and future are laid out like this.  Despite being relatively new to object-oriented languages, these concepts were rooted in functional languages as early as the 1970s.  The first and most significant reason is the inherent decoupling this forces between the thing which uses the result and the thing which sets the result.  This allows a future to be used as a placeholder for a value which will eventually be set, without necessarily needing to immediately specify what will set it.  As such, computation of a result and what is done with that result are entirely separated – and can even occur across system boundaries, i.e. different physical computers.
There are other advantages which are passed on to us as programmers who may wish to use these structures.  Promises and futures are thread safe in part thanks to their decoupling, which makes it easy to work with futures in non-blocking ways – we can atomically check whether a future is set and decide how to proceed based on the result.
When we get good at working with these, we can start to think about our programs in terms of how they exist in time; we can start to program solutions to problems which can make use of time as a resource.  What can our program do while waiting on the result of a remote service, for example?
Let’s see a more fleshed-out example.  This looks terrifying, but we’ll unpick it a bit at a time…
A simple enough function that takes a time and a promise.  Sleeps for the time, then sets how long it slept for into the promise.void SleepThenSetData(int sleepTime, promise<string>& returnPromise)
{
	this_thread::sleep_for(chrono::seconds(sleepTime));

	stringstream ss;
	ss << "I have slept for " << sleepTime << " seconds!" << endl;

	returnPromise.set_value(ss.str());
}






Now for the main.  A few initial bits of setup, creating promises, making threads, associating the promises with futures and storing the futures in a vector.  The threads are launched with multiples of two, so in this example with 6 threads, values of 2, 4, 6, 8, 10 and 12 seconds.
int main(int argc, char** argv)
{
	const int numThreads = 6;
	promise<string>* returnPromises = new promise<string>[numThreads];
	vector<thread*> threads;
	vector<future<string>> returnFutures;

	for (int i = 0; i < numThreads; i++)
	{
		threads.push_back(new thread([i, returnPromises] {SleepThenSetData((i + 1) * 2, returnPromises[i]); }));
		returnFutures.push_back(returnPromises[i].get_future());
	}








Now for the scary bit.  This while loop does a terrifying amount of stuff in a very small amount of code, mostly tucked inside two lambda expressions.
The first find_if is a call to each future, calling its valid() function.  This returns true while the future is associated with a promise, but while the data from that promise has not been retrieved.  A call to get() causes valid() to return false for future calls.  So this loop is checking whether there remain any still valid futures – i.e. futures which have not yet been retrieved.
The second find_if also checks if the future has been retrieved – but additionally waits for a millisecond, then checks the future’s state – in this case, to see whether it’s ready.  If this lambda does not reach the end, it means that the iterator is pointing to a future which is ready to be read.  So we read the future, using cout, meaning further calls to valid() will return false.	while (find_if(returnFutures.begin(), returnFutures.end(), [](future<string>& f) { return f.valid(); }) != returnFutures.end())
	{
		auto it = find_if(returnFutures.begin(), returnFutures.end(), [](future<string>& f) { return f.valid() && f.wait_for(chrono::milliseconds(1)) == future_status::ready; });

		if (it != returnFutures.end())
		{
			cout << it->get();
		}

		this_thread::sleep_for(chrono::milliseconds(10)); //Small sleep, prevents spinlocking
	}










So, to reiterate, this portion of the code:
1) Loops while there are still unread futures.
2) Each time it loops, checks to see whether there are any unread futures which are ready.
The code looks scary – but spend some time reviewing the two lambda functions.  If unclear, ask me!
Finally, we wrap up the program:	for (auto t : threads)
	{
		t->join();
	}

	delete[] returnPromises;

	getchar();






This code follows the trend of modern C++ - a very small amount of code which does a huge amount through significant levels of abstraction.
Adjust the thread count and sleep durations.  It should still work!Further reading: std::shared_future
A version of future which allows shared access (can be copied) and which can be read multiple times.  Limited use cases, but when it’s useful, it’s very useful!




Async
Async is a high-level wrapper for asynchronous task execution – it will take a function to call and return a promise.  Async can be run in two different ways: concurrently (i.e. when created) or deferred (i.e. only once the result is requested).  If unspecified, the async object will use some internal logic to “decide” which it should do.
Let’s revisit the first exercise:string GetFromThreadedFunction()
{
	this_thread::sleep_for(chrono::seconds(5));
	return "Hello from the threaded function!";
}

int main(int argc, char** argv)
{
	future<string> rf = async(GetFromThreadedFunction);
	cout << rf.get() << endl;

	getchar();
}









Try it.  Note what you observe, in terms of functionality, output and quantity of code:









Now let’s look at the difference between asynchronous and deferred launch.  
Add launch::async as the first parameter to the async, then add a 5 second sleep and an output.  Something like:	future<string> rf = async(launch::async, GetFromThreadedFunction);
	this_thread::sleep_for(chrono::seconds(5));
	cout << "Main thread woke up." << endl;
	cout << rf.get() << endl;



 
Test this and note the output.  Next, change the launch::async to launch::deferred:	future<string> rf = async(launch::deferred, GetFromThreadedFunction);




What do you notice?









Be aware that, if we don’t specify either, the runtime will try to “decide” on whether to use concurrent or deferred mode – usually landing on concurrent.  How it arrives at this distinction, however, is a bit of a black art, so it’s nearly always a good idea to explicitly specify the launch criteria.  As a rule, you only use deferred mode when you’re happy to wait for a task to complete at the point you’d usually be obtaining the data.  This might be a short or rarely run task, or a case where the distinction of whether it will run comes quickly after the creation of the async.  Note: deferred does not generally create a new thread which can have unusual implications for synchronisation (e.g. recursive mutexes).
Be very careful with launch::deferred.  There is what I believe is a flaw in how it works, such that only .get() will actually trigger the async operation.  wait, wait_for and wait_until will not trigger the async operation to run – even though it seems like they should!  This may be fixed at some point, in a later C++ standard, but remains problematic at time of writing.
If we like, we use a lambda initialisation to launch an async.  Note, we simply return from the Lambda, which implicitly handles the promise/future setup.
string GetFromThreadedFunction(int sleepDuration)
{
	this_thread::sleep_for(chrono::seconds(sleepDuration));
	return "Hello from the threaded function!";
}

int main(int argc, char** argv)
{
	int sleepDuration;
	cout << "Enter sleep duration: ";
	cin >> sleepDuration;
	//Ignore the inevitable EOL left on the buffer.
	cin.ignore(std::numeric_limits<std::streamsize>::max(), '\n');

	future<string> rf = async([sleepDuration] {return GetFromThreadedFunction(sleepDuration); });
	cout << rf.get() << endl;

	getchar();
}












Further reading: std::packaged_task 
The wrapper for asynchronous calls which allow us to interact with async at a further, higher level of abstraction.


Further reading: std::move 
A mechanism for moving objects.  Crucially, allows us to move non-copyable objects like a std::future.



Now for something which (in my opinion) is exceptionally unintuitive…
We start with this function.  It takes a random number between 3 and 10, couts that it’s sleeping, sleeps for that long then couts that it’s woken up.  Easy enough:void SleepForRandomTime(int threadID)
{
	random_device rd;
	uniform_int_distribution<unsigned> dist(3, 10);

	int sleepTime = dist(rd);

	stringstream ss;

	ss << "Thread " << threadID << " sleeping for: " << sleepTime << " seconds." << endl;
	cout << ss.str();

	this_thread::sleep_for(chrono::seconds(sleepTime));

	ss.clear();
	ss << "Thread " << threadID << " woke up." << endl;
	cout << ss.str();
}











Let’s try launching this in two different ways.  Firstly:int main(int argc, char** argv)
{
	for (int i = 0; i < 20; i++)
	{
		async(launch::async, [i] {SleepForRandomTime(i); });
	}

	getchar();
}






And then:int main(int argc, char** argv)
{
	vector<future<void>> futures;
	for (int i = 0; i < 20; i++)
	{
		futures.push_back(async(launch::async, [i] {SleepForRandomTime(i); }));
	}

	getchar();
}







Try both, then document the difference below:








You would certainly be forgiven for thinking that these do the same thing.  We learn, however, that the future blocks if it isn’t retrievable later.  Under the hood, the destructor of the future blocks the main thread until completion of the async thread.  This is, in my opinion, a particularly unintuitive piece of design which is still being hashed out in the standard.  For now, take note that, if we “fire and forget” an async without holding a future, it’s run on a single thread, synchronously.  This is seemingly poor design, because in all other cases, C-like languages do not use the left-hand side of assignment operations for defining behaviour.
I anticipate that this will change in a subsequent version of the standard… but for now, we suffer the consequences of working with things on the cutting edge.
Another interesting limitation we must be aware of is the fault of Microsoft.  In implementing the <future> library, Microsoft built on top of an existing set of libraries – the Windows threadpool.  This is a structure (we’ll look at it in detail momentarily) which encourages thread re-use.  A consequence of this is that thread-local memory may not be properly reset, e.g. destructors of stack memory not being called – we need to be careful with this for the Microsoft implementation (though a fix is likely coming eventually, potentially in a later version of MSVC).  Microsoft have acknowledged that this is an issue which renders their implementation non-conformant to the C++ standard in their official documentation for the <future> library.

Thread pools
Despite the comments above, it can often be useful to avoid the overhead of creating new threads.  There is, however, presently no native thread pool implementation in C++.  One exists in Boost (which is often a proving ground for things to be eventually ported into the standard) – and there’s a reasonable chance one will be included soon.  You may like to have a look at the boost implementation – though it requires some refinement.
In the interim, on Windows, we can use the flaw in async() to use the Windows threadpool regardless.
Exercise
[bookmark: _GoBack]Refer back to the exercise from week 5 – square rooting 100,000,000 numbers 100 times.  Use what you now know about async to try to improve your solution.  You may also like to take a look at my second solution as a starting point – this can be modified with what we’ve learned about to achieve a far more performant solution.
