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Abstract
In this report, the author compares three different types of web service: SOAP, REST and GraphQL. This includes looking at the benefits and drawbacks of each. Prior to making comparisons, research was carried out. This can be found in the appendix. Finally, the author draws their conclusions about the services.
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[bookmark: _Toc60672070]Introduction
Web services were created to allow communication between clients and servers across the World Wide Web. New types of web service have been introduced over time, with their popularity overtaking that of earlier web services. This report will cover three popular types of web service: SOAP, REST and GraphQL. Research (included in the appendices) was conducted to understand the different philosophies and approaches of each type of web service. Comparisons will be made between the web services in several key areas, followed by a summary of the principal benefits and drawbacks of each. Finally, the author will draw their conclusions on the web services.
[bookmark: _Toc60672071]Comparison
This section of the report makes comparisons between the types of web service in key areas and subsequently lists summaries of the benefits and drawbacks for each. Research was carried out prior to these comparisons being made to allow a better understanding of the types of web services. This research can be found in Appendix A.
[bookmark: _Toc60672072]Comparison of the service types
Philosophies – SOAP is a messaging format characterised by its extensibility, protocol independence and platform and language independence [1]. REST is an architectural style with six guiding constraints that need to be met for an interface to be considered ‘RESTful’ [2][3]. GraphQL is an API query language and server-side runtime for executing queries [4].
Data typing – SOAP [5] and GraphQL [6] are strongly-typed which allows errors in the request to be highlighted at message compilation instead of at runtime as would happen with a RESTful service.
State management – SOAP can be implemented with either stateless or stateful messaging depending on the application [7]. One of the constraints of REST is that the interface be stateless [2][3]. As GraphQL is simply a query language, it does not include the state as part of the query, but platforms such as Apollo and Relay extend the schema and language to allow stateless and stateful implementations [8][9].
Application/client relationship – the philosophy of REST requires decoupling between the server and client, meaning changes can be made to either without affecting the other [2][3]. Its stateless nature also contributes to the decoupling. The strongly-typed nature of SOAP and GraphQL results in the client-server relationship being more explicitly defined.
Messaging formats – SOAP is only compatible with Extensible Markup Language (XML) as the format for messages [10]. The nature of XML means SOAP messages are quite verbose, resulting in larger messages. REST is simply an architectural style, so any format can be used as long as the service meets the REST constraints. This allows the service to be better tailored to the suit the needs of the application. The GraphQL specification does not require a specific format for serialisation of response data but does highlight JSON as being the most common format [6]. JSON is also often used for RESTful services [6]. Both JSON and XML are language independent and are supported by many programming languages, either natively or through libraries. 
Efficiency of data retrieval – both SOAP and RESTful services typically return all the fields for the requested data as the contents of the response is largely defined by the server [11]. They are also often implemented in a way that requires requests to multiple endpoints to get data for related entities. This can result in over- and under-fetching of data, where too much or too little data is returned. GraphQL is focussed on the client specifying the data it requires [6]. This results in more relevant data being transferred, and potentially fewer requests being made to the server. The outcome of this is improved performance in certain scenarios, such as with low bandwidth connections.
Transfer protocols – SOAP [1], REST [2] and GraphQL [6][12] are all transport layer agnostic, but all three are usually implemented using Hyper Text Transfer Protocol (HTTP) as the transport layer. 
Caching – whilst all three often use HTTP, only clients accessing RESTful services can make use of HTTP caching [6]. This is possible due to RESTful services having multiple endpoints, allowing the client to cache the responses for later use. This can improve performance on the client-side and reduce load on the server as the number of requests can be reduced. Caching is possible with SOAP and GraphQL, but their approach of using single endpoints means HTTP-based servers do not make use of HTTP caching methods, instead requiring additional functionality to be built into the client and/or server to accomplish this. Apollo [13] and Relay [14] are examples of platforms that offer this ability for GraphQL, with the Response Caching module offering the functionality for SOAP [15].
Security – authentication and authorisation processes can be implemented for all three types of service, but RESTful and GraphQL services rely on the security of the transport layer to obscure the data during transmission [16]. SOAP can be extended with WS-Security, which allows end-to-end encryption of the messages themselves, thereby providing another layer of security [17][7]. 
Error handling – both SOAP [18] and GraphQL [6] return errors through the response message, whereas RESTful services using HTTP use the HTTP status codes [19]. Including the errors in the response message allows for more descriptive error messages, especially GraphQL which can provide error messages on a field-level basis.
Introspection – one of the key principals of GraphQL is that clients can query the server’s schema to establish what types and queries are available [6]. Client SOAP services utilising Web Services Description Language (WSDL), an XML format for describing the functionality available from a web service and defining its endpoints [6][7], allow the client to understand the service’s methods and the parameters necessary for them. Discoverability is also a key principle for a service to be truly RESTful, as the client should be able to traverse through the service’s resources starting from a single endpoint [22]. 
Performance – SOAP is widely considered to be the least performant of the three types of web service [23]. This is partly due to the size of the XML messages being transmitted and the overhead required to decode them. Additionally, SOAP and GraphQL do not support caching without further extensions, whereas all HTTP RESTful services can make use of caching to improve performance through fewer requests. SOAP and RESTful services are liable to over- and under-fetching of data. GraphQL queries allow the client to only retrieve the specific data required, which potentially reduces the amount of data needing to be transferred. This can improve performance due to the resulting reduction in bandwidth. The JSON message format used by many GraphQL and RESTful services is more lightweight than XML due to it being less verbose, as well as being more easily parsed into a JavaScript object [24].
Use cases – SOAP is often used where highly secure data transmission is required, or where a workflow means a stateful system is desirable or necessary [6]. An example of this would be a payment gateway. GraphQL is often used for mobile applications as the efficiency of the data retrieval improves performance for mobile devices which are usually bandwidth limited [25][26]. Many public-facing APIs are built in the RESTful style. It is considered to be more straight-forward to implement [6].
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This section summarises the benefits and drawbacks of each type of web service.
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	Benefits
	Drawbacks

	· Strongly-typed.
· Transport-layer agnostic.
· Can be implemented as stateless or stateful.
· Can be extended to make data transfer highly secure and reliable.
· Verbose error reporting possible.
	· XML message format is verbose.
· Only XML available as message format.
· Caching requires further extensions to be implemented.
· Can suffer from over- and under-fetching.
· Less performant than other types of web service.
· More complex to implement than a RESTful service.
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	Benefits
	Drawbacks

	· Transport-layer agnostic.
· HTTP services can utilise HTTP caching.
· Multiple data formats can be used.
· Straight-forward to implement.
	· Can suffer from over- and under-fetching.
· Transport-layer based error reporting.
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	Benefits
	Drawbacks

	· Strongly-typed.
· Transport-layer agnostic.
· Uses the popular JSON format for messages.
· Granular error reporting possible.
· Only necessary data can be returned.
	· Caching requires further extensions to be implemented.
· More complex to implement than a RESTful service.
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Comparison of the three types of web service shows there are valid use cases for all of them, and that it is the scenario that defines which approach is most appropriate. The author anticipates that the usage of GraphQL will grow further as companies transition away from RESTful services to GraphQL where it is better suited to the application (e.g. APIs that expose complex datasets or are intended for mobile use). The author also expects that SOAP will continue to be the web service of choice for certain industries where the extensibility offers key benefits such as greater security and reliability. 
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	Acronym
	Term

	API
	Application Programming Interface

	HATEOAS
	Hypermedia As The Engine Of Application State

	HTML
	Hyper Text Markup Language

	HTTP
	Hyper Text Transfer Protocol

	JSON
	JavaScript Object Notation

	REST
	Representational State Transfer

	SOAP
	Simple Object Access Protocol

	SVG
	Scalar Vector Graphic

	URI
	Unique Resource Identifier

	WSDL
	Web Services Description Language

	XML
	Extensible Markup Language
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Prior to comparisons being made between the different web services, it is necessary to carry out research to understand the approach taken by each. This section of the document gives an overview of each type of web service which will be used to inform later sections of the report.
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SOAP is a messaging protocol. SOAP initially stood for Simple Object Access Protocol, but as of version 1.2, it is no longer an acronym [1]. It was initially developed by Microsoft, with IBM providing support in establishing the initial specification with the World Wide Web Consortium (W3C) [2]. It became an official W3C recommendation on 8th May 2000 [2][3]. It is often used in conjunction with Web Services Description Language (WSDL), an XML format for describing the functionality available from a web service and defining its endpoints [6][7]. 
SOAP has three key characteristics. [6]
· Extensibility – two mechanisms are provided (the SOAP Processing Model and SOAP Protocol Binding Framework) that allow additional capabilities in the form of SOAP features. The scope of these features “may include "reliability", "security", "correlation", "routing", and message exchange patterns (MEPs)” [1].
· Protocol independence – SOAP is protocol-agnostic, meaning the messaging can take place over a variety of different transfer protocols, such as HTTP, SMTP and FTP [1].
· Platform and language independence – the messaging framework was designed to be independent of programming model and implementation semantics [1].
· SOAP messages are encoded in Extensible Markup Language (XML), and contain the following elements, some of which are mandatory [7].
· Envelope – this is mandatory [3] and identifies the XML document as a SOAP message [7].
· Header – this is optional [3] and offers the ability to specify extra application-level requirements [8]. There may be multiple header entries within the header element [3].
· Body – this is mandatory [3] and contains the application-defined data being sent in the SOAP message [9].
· Fault – this is optional and is an immediate child element of the body [3]. It contains errors and status information.
Appendix B shows a skeleton SOAP message (sourced from [7]) which highlights the relationships between the elements.
SOAP can also be extended with Web Services Security (WS-Security) which provides a set of mechanisms for securing SOAP messaging [10]. This allows the message itself to be encrypted, ensuring the message is secured even if the transport layer is not [11]. Other Web Service extensions are available that offer functionality like reliable messaging and ACID-compliant transactions [12]. 
SOAP supports both stateful and stateless messaging depending on the requirements of the service [11]. Stateless messaging generates less load on the server, whereas stateful messaging allows messages to be chained together, thereby making server aware of previous requests. This may be necessary for complex transactions involving multiple parties, such as banking operations [11].
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Representation State Transfer (REST) is a software architectural style initially outlined by Roy Fielding in his dissertation. Fielding described six guiding constraints that should be adhered to for an interface to meet this style [13][14]. These interfaces are described as being RESTful. The constraints are summarised below [13][14].
1. Client-server – separation of the user interface from the data storage concerns allow the user interface to be ported to multiple platforms and improves scalability through simplification of the server components. This also allows those components to be evolved independently.
2. Stateless – client-server communication should be stateless in nature, that is, each request must contain all information required for the request to be understood. It cannot utilise any context stored on the server. This means session state is kept solely on the client. Visibility is enhanced because the full nature of a request can be determined from the request itself. It also eases the task of recovery from partial failures, thereby improving reliability. Scalability is improved as the server not storing the state simplifies implementation and allows the server to quickly release resources. 
3. Cacheable – data in the response to a request should “be implicitly or explicitly labelled as cacheable or non-cacheable” [13]. The client cache is given the right to reuse cacheable data for future requests. This can improve the “user-perceived” performance through reduced latency across a series of interactions by partially, or completely, eliminating the need for them.
4. Uniform interface – the interface between components should be uniform, with the implementations being decoupled from the services they provide. This means information is transferred in a standardised format. It allows for efficient transfer of hypermedia data (hypermedia is an “extension of hypertext to include multimedia, i.e. graphics, video, and audio as well as textual material” [15]. 
5. Layered system – the architecture should be composed of hierarchical layers to control component behaviour, preventing them from being able to “see” further than the immediate layer they are interacting with. This reduces the system complexity and promotes independence of the layers.
6. Code-on-demand – this constraint is optional. It allows the client functionality to be expanded through additional code in the guise of applets or scripts. This allows further system extensibility.
A key idea of REST is that any information that can be named is a “resource”. A “resource identifier” is used to identify a particular resource. The state of the resources at any particular point in time is called the “resource representation”. This is made up of information including data, metadata to describe the data, and hypermedia links [13][14]. These links allow “hypermedia as the engine of application state”, often abbreviated to HATEOAS, which assists the client in transitioning to its next state. The server can return links in the response that allow the client to dynamically navigate to related resources via the links [16]. The premise is that a client should be able to access a REST application through a single Unique Resource Identifier (URI) and navigate to all resources from that URI through the links [17]. It promotes independence between the client and server, as the server URI scheme can be altered without affecting the clients [18]. A “resource method” is used to carry out a transaction [14]. These should be standard methods for the transfer protocol that are fully understood by both the client and server [19].
Whilst the REST constraints do not mandate the use of Hyper Text Transfer Protocol (HTTP) as the transfer protocol [13], the reality is that many RESTful web services do use HTTP [20]. The HTTP methods are typically used to carry out specific operations on the resources (see Table 1). Resource representations can be sent to and from the server in a variety of formats, such as HTML, XML, JSON and SVG (see Glossary for these acronyms). Appendix C shows an example JSON payload containing a resource representation of a user.
	Operation
	HTTP method

	Create
	POST

	Read
	GET

	Update
	PATCH/PUT

	Delete
	DELETE


[bookmark: _Ref57143370]Table 1: Typical HTTP methods used for operations
HTTP is itself a stateless protocol [21]. Caching can also be allowed by the server through the inclusion of certain HTTP headers (typically the Expires and Cache-Control headers). Only certain HTTP method requests can be cached. GET requests are cacheable by default [21][22]. Responses from the server to the client use a HTTP status code to indicate the result of the client’s request [21].
RESTful services rely on the security of the transport layer to protect transmitted data. Services that require control over their access often use other standards like JSON Web Tokens (JWT) and OAuth for handling authentication and authorisation [23].
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GraphQL is an API query language and server-side runtime for executing queries [24]. It originated from Facebook in 2012, with development of the open standard being started in 2015 [25]. The GraphQL Foundation was subsequently founded in March 2019 to provide governance for GraphQL, including oversight of the open-source repositories, funding and events [26].
GraphQL has five design principles that are outlined below.
· Hierarchical – GraphQL queries are structured hierarchically, allowing the query to be structured in the same way as the data that is returned [25]. 
· Product-centric – GraphQL is defined by the requirements of views developed for front-ends, with the language and runtime being built to meet those needs [25].
· Strongly-typed – a type system is defined on the GraphQL server that sets the application-specific types and their fields. Queries are checked prior to execution to ensure they are syntactically correct and conform to the type system [25].
· Client-specified queries – a GraphQL server publishes its capabilities, with the client specifying exactly how it will make use of them. This allows the client to only request the data that it requires [25].
· Introspective – it must be possible to query a GraphQL server’s type system through the GraphQL language [25]. 
GraphQL servers operate on a single endpoint for all requests [27]. GraphQL is transport-layer agnostic, however HTTP is the most commonly implemented protocol [25][28]. Servers implemented using HTTP should handle GET and POST methods [27]. GraphQL allows three types of operation.
· Query – used for reading data [25][29].
· Mutation – used for editing data [25][29].
· Subscription – for receiving real-time data automatically over time [25][29].
The GraphQL specification does not require a specific format for serialisation of response data but does highlight JSON as being the most common format [25]. The specification does stipulate that the chosen format must support representation for the Map, List, String and Null primitives in GraphQL as a minimum [25]. Errors are returned as part of the response. This section should only be present if errors were encountered. It is possible for data to still be returned when there are errors present (e.g. if there was only an issue with one particular field) [25]. An example query and response can be found in Appendix D.
The single endpoint means servers using HTTP do not make use of HTTP caching methods. Caching must instead be implemented at the server or client level. Apollo [30] and Relay [31] are examples of platforms that offer this ability. These platforms also offer other functionality such as authentication and authorisation [31][32].
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[bookmark: _Ref59956909][bookmark: _Toc60672087]Appendix B
[bookmark: _Toc60672088]Example SOAP request
Example from [10].
	<?xml version="1.0"?>
<soap:Envelope
xmlns:soap=http://www.w3.org/2003/05/soap-envelope/
soap:encodingStyle="http://www.w3.org/2003/05/soap-encoding">

	<soap:Header>
		...
	</soap:Header>

	<soap:Body>
		<soap:Fault>
			...
		</soap:Fault>
	</soap:Body>

</soap:Envelope>





[bookmark: _Ref58258526][bookmark: _Ref59956886][bookmark: _Toc60672089]Appendix C
[bookmark: _Toc60672090]Example JSON payload containing a resource representation of a user
	[bookmark: _Hlk58258792]{
	"id": 1,
	"name": "Patrick Atkinson",
	"username": "p.atkinson",
	"email": "p.atkinson@email.com"
}





[bookmark: _Ref58264930][bookmark: _Ref59956845][bookmark: _Toc60672091]Appendix D
[bookmark: _Toc60672092]Example GraphQL query and response
Examples from [27].
Query
	{
	students{
		id
		fullName
	}
}



Response
	{
	"data": {
		"students": [
			{
				"id": "S1001",
				"fullName": "Mohtashim:Mohammad"
			},
			
			{
				"id": "S1002",
				"fullName": "Kannan:Sudhakaran"
			},
			
			{
				"id": "S1003",
				"fullName": "Kiran:Panigrahi"
			}
		]
	}
}
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