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[bookmark: _Toc102578658]1.0 Introduction
The following is a report containing screenshot evidence of techniques and tools used on the DVWA labs to promote the written report provided based on the assignment brief.
[bookmark: _Toc102578659]1.1 Tools Used:
· Windows 11 laptop
· Virtual Box
· Kali Linux virtual Machine
· Burp Suite
· Mozilla Firefox with Foxy Proxy add on
· GCHQ’s Cyber Chef























[bookmark: _Toc102578660]2.0 Brute Force
[image: ]
(Fig 1: Brute Force DVWA using Burp suite 1 of 3)
[image: ]
(Fig 2: Brute Force DVWA using Burp Suite Snipe 2 of 3)
[image: ]
(Fig 3: Brute Force successful using Burp Suite snipe 3 of 3)


















[bookmark: _Toc102578661]3.0 Command Injection
[image: ]
(Fig 4: Command injection vulnerability 1 of 3)

[image: ]
(Fig 5: Command Injection vulnerability 2 of 3)
[image: Graphical user interface, application

Description automatically generated]
(Fig 6: Command Injection showing commands used as well as retrieved data3 of 3)


















[bookmark: _Toc102578662]4.0 CSRF
[image: ]
(Fig 7: Cross Site Forgery Request 1 of 4)

[image: ]
(Fig 8: Cross Site Forgery Request 2 of 4)
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(Fig 9: Cross Site Forgery Request 3 of 4)
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(Fig 10: Cross Site Forgery Request 4 of 4)

[image: ]
(Fig 11: Cross Site Forgery Request vulnerability 1 of 1)














[bookmark: _Toc102578663]5.0 File Injection

[image: ]
(Fig 12: File Inclusion 1 of 4)

[image: ]
(Fig 13: File Inclusion 2 of 4)

[image: ]
(Fig 14: File Inclusion 3 of 4)


[image: ]
(Fig 15: File Inclusion 4 of 4)


[bookmark: _Toc102578664]6.0 File Upload
[image: Graphical user interface, text, application

Description automatically generated]
(Fig 16: File Upload Screenshot)
Unable to do file upload due to working with limited space on Kali virtual machine.











[bookmark: _Toc102578665]7.0 Insecure Captcha
[image: ]
(Fig 17: Insecure Captcha screenshot 1 of 1)
Unable to do insecure captcha due to limited space within Kali virtual machine.









[bookmark: _Toc102578666]8.0 SQL Injection

[image: ]
(Fig 18: SQL Injection vulnerability example 1 of 1)

















[bookmark: _Toc102578667]9.0 Blind SQL Injection
[image: ]
(Fig 19: Blind SQL Injection example 1 of 1)

















[bookmark: _Toc102578668]10.0 Weak Session ID’s
[image: ]
(Fig 20: Weak Session ID example screenshot 1 of 1)
Predictable cookie as value increases by one each time and can easily manipulated.

















[bookmark: _Toc102578669]11.0 DOM Based XSS
[image: ]
(Fig 21: DOM Based XSS screenshot 1 of 2)
Added new language selection with a script to provide an alert message when selected stating “Hacked”.
[image: ]
(Fig 22: DOM Based XSS screenshot 2 of 2)
[bookmark: _Toc102578670]12.0 Reflected XSS
[image: A screenshot of a computer

Description automatically generated]
(Fig 23: Reflected XSS Example 1 of 2)

[image: ]
(Fig 24: Reflected XSS Example 2 of 2)

[image: ]
(Fig 25: Reflected XSS script used in DVWA lab 1 of 1)
[bookmark: _Toc102578671]13.0 Stored XSS

[image: ]
(Fig 26: Stored XSS Screenshot 1 of 4)

[image: ]
(Fig 27: Stored XSS Screenshot 2 of 3)

[image: ]
(Fig 28: Screenshot of link that was used to run script when entered)
[image: ]
(Fig 29: Script that was used to exploit)
Can be used to redirect to another website using window.location script and anyone that clicks on DVWA XSS stored will be redirected to specified website in script until the guest book has been cleared.
[image: ]
(Fig 30: Stored XSS Screenshot 3 of 3)
When inputting success as stated in the lab is stating invalid token.








[bookmark: _Toc102578672]14.0 JavaScript Attacks
[image: ]
(Fig 31: changing source code for JavaScript vulnerability 1 of 2)
Changing token from hidden to make it easier for myself
[image: ]
(Fig 32: Screenshot of JavaScript vulnerability 2 of 2)

Uses Caesar cypher Rot13 in combination with md5.
[image: ]
(Fig 33: Use of GCHQ’s cyber chef to alter token 1 of 1)

[image: ]
(Fig 34: Original DVWA JavaScript attack token value)

[image: ]
(Fig 35: Success after inputting token from GCHQ Cyber Chef)
[image: ]
(Fig 36: Actual token used to implement JavaScript Attack)
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