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[bookmark: _Toc535502512]User Policy
The user policy is directed to all employees who use the Hyper-fort network using both personal devices, or company devices.
The network has an employee data storage server, this is where employees can store data and assets. Employees are expected to save all work they create to this server. Employees are expected to remember login information and any security passphrases to access their data. Passwords can be reset at the IT department.
Employees are trusted to keep the network safe. Filters on your emails to block out spam. Being sensible when downloading files. Any breach to the network through you may have consequences.
Employees are trusted with the data stored on the network. If an employee is caught copying materials off the network. There will be consequences, both from Hyper-fort and the law (copyright). The data that is coved by copyright is any file an employee creates, with intent to complete a task/work for Hyper-fort.
Running any programs/scripts/or commands with the intent to mess with another employees work, is not accepted.

[bookmark: _Toc535502513]Device Management Policy
Using your own personal devices on the Hyper-fort network: Employees are responsible for keeping your devices maintained, and up to date with current virus protection software. All assets from the company you take on your device must always be protected by keeping the device on you or in physical reach. Any loss of your device Hyper-fort’s assets on it, must be reported immediately to the IT department.
The only privacy an employee will have on their devices is what privacy is governed by the law. This is because all data/information that employees handle, is owned by Hyper-fort.
To get access to the Hyper-fort network, please visit the IT department and sign the agreement.
While your device is connected to Hyper-fort’s network, the IT department has rights to remote access into your device at anytime to erase and destroy any data stored on your device to ensure safety and privacy of the data.
The IT department can install third party software onto your device to ensure security of the data within.

[bookmark: _Toc535502514]Security Policy
The security policy’s purpose is to stop unwanted access to the network, and unwanted access to data. Users are prohibited from disabling or removing security measures, and anyone caught will face consequences. Anyone using their own device is to protect the data on the device with the utmost caution.
Any suspicious files, emails etc are to be reported to the IT department. If you think you’ve downloaded a virus to either a company device or your own device, please contact the IT department immediately. 
Any password given to you or created by you is not to be shared. Not to a co-worker, not to a manager, not to anyone. If a manager needs access to an employee’s device/account, he is to go through the IT department.
Any device you access the company network with, should have a feature where it locks after a maximum of 15 minutes. This is to ensure that the data on the device is locked. 
Any device found is to be handed into the IT department. Any device found unlocked is not to be searched. Lock the device and Take it to the IT department. 
[bookmark: _Toc535502515]Email policy
This policy’s purpose is to inform employees on how to safely use your email.
Any email services used implies that you agree to the email policy. The use of email services is for contacting other employees from Hyper-fort. Emails must be kept informative and professional. All emails are archived on the network, this is to make sure there is written proof, if anything happens. For example, one employee would like to report another employee for sending immature emails. The employee would just have to give the date of the incident and the other employee’s email address, and we could find it in the archive.
Any email that contains illegal data/information will be reported and will have consequences with both Hyper-fort and the law. Emails that contain information that would be considered confidential or important to Hyper-fort, are not to be sent outside of the network. These emails are only allowed to be sent between employees on the network. This is so Hyper-fort can keep track of important documentation.
Any email that is a purposeful waste of time (a waste of your time, or the waste of others time) and a waste of network resources will be flagged, and you will receive consequences. For example, asking a staff member with greater power to do something for you, but to then tell them there is no need once they start. Another example would be, if you used up network resources for something that wasn’t productive or needed.

[bookmark: _Toc535502516]Dataflow diagram
[image: ]
This is a dataflow diagram of my packet tracer network. New Devices, provisioned devices, and non-employee devices all connect to the wireless access point. Depending on the device, depends on how much they can access. A provisioned device can access the backup server, employee Data/Resources, and Employee storage.

[bookmark: _Toc535502517]Select a mobile device management software for your BYOT and explain the rationale for your choice
The mobile device management software I chose for my BYOT is “MobiLock Pro”. MobiLock Pro allows companies to secure and manage both company-owned, and employee owned devices. MobiLock has multiple OS management capabilities so no device is left out. MobiLock also allows you to ‘Turn your devices into a kiosk. Lock the IPad, IPod Touch, or iPhone to a single app’ and ‘Allow access to a specific set of apps and restrict access to all other apps’. MobiLock has a very clean, easy to use web dashboard that you can use to setup and manage your network devices. This means you can manage your network, from anywhere. Some of MobiLock’s other features are as follows:
· Web Filtering – Block users from visiting specific websites.
· Asset Tracking – Track down devices with GPS.
· Device Restrictions – Disable device features like the volume rocker. This also allows you to disable the camera, siri, icloud etc.
[image: ]
MobiLock also has a very helpful support system. Any issues can easily be fixed with a ticket on the support system. MobiLock also has a few price plans. So, if you don’t think you need specific features, you can buy a cheaper plan that fits your needs. MobiLock also has a free trial you can use to test the system. The free trial lasts for 14 days. 

[bookmark: _Toc535502518]Advantages and Disadvantages of a BYOD System
The most notable advantage to a BYOD System is it lowers the cost of the overall system. Not only do you not have to pay for the devices on the network, but you also don’t need to pay for maintenance on them. For example, if an employee breaks their device, the company doesn’t need to replace it. Another advantage to using a BYOD System is people are used to their own devices. Not having to spend money and time on teaching people how to use the company’s devices saves you time and money that could be used on something more productive. Another advantage is it satisfies the employees. Employee’s are used to their devices, not having to stress over using a new system will increase employees’ moods. This increases productivity.
Having a BYOD system has its advantages, but there are also large disadvantages that come with it. One of the disadvantages to a BYOD system, is a lost or stolen device can be found by someone malicious. This gives them the ability to access the network unauthorised. Another disadvantage to a BYOD system is small, or unsecure passwords. Hackers can easily crack a small password. If the employee doesn’t have a secure password, they run the risk of releasing company data to unauthorised people. A disadvantage to a BYOD system is when someone leaves the company, removing data from the device can be difficult. If your management system doesn’t have a wipe device function, then that could cause an old employee to have unauthorised access to the company network.	Comment by Carlene Campbell: 
Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm


[bookmark: _Toc535502519]What type of data is retained by the mobile devices connecting to Hyper-fort network?
There are multiple things that will stay on the mobile devices that connect to the network. Details about the wireless access point is stored on the device. This is so when the employee comes back to the building, they auto connect to the wireless access point. Other things that would stay on the mobile devices is employee work/projects, audio/video of conferences etc. This will be on the device because it is the work they’ve been doing in the building. The work will also be backed up onto the network.

[bookmark: _Toc535502520]What is the potential for data leakage when the participating devices leaves the office environment?
There is a large potential for data leakage when devices leave the office environment. People connect their devices to any network willingly without thinking about consequences. Connecting your device to a coffee shop network is extremely unsecure. If the wrong person gets access to a highly trusted employees’ device, they could destroy the network. That’s not just the only way data could be leaked, potentially an employee’s own home network could be breached for the data if they were targeted. Keeping your security on your devices (mobile devices, routers, PC’s etc) up to date will prevent an attack like this from happening.

[bookmark: _Toc535502521]How to address the blending of personal and business usage when devices are in office
Blending personal and business usage of an employee’s personal device is simple. Block out social media websites and game servers. This way when employees connect to the network, they wouldn’t be able to play games, or visit Facebook, Snapchat, etc. This sometimes can be deemed tricky as some websites can be use both as personal and business. Websites like YouTube or Slack can be used as both personal and business. The only way to really prevent them from using these sites personally, is by catching them. You can catch employees through monitoring their devices incoming/outgoing connections.

[bookmark: _Toc535502522]What strategy to deploy to deal with different brands of devices

To deal with different brand devices, there should be a requirement. If employees wish to bring their own device, it needs to be a name brand device that is up to date. The reasoning behind this is because some devices cannot handle the work load and software requirements needed. Name brand devices also tend to have the newest hardware. This increases productivity as there is less waiting around for things to load.

[bookmark: _Toc535502523]What strategy to deploy to deal with different Operating System platforms

To deal with different operating system platforms, the company can set requirements so only windows devices can access the network. The reason for this is because the company may have some software requirements. If they do have software requirements, and the software doesn’t work on the operating system then it will bring down production.



[bookmark: _Toc535502524]What strategy to deploy to deal with different application on user devices

Managing what applications employees can use while on the network will stop employees from using social media and games. Using MobiLock, the company can restrict access to specific apps. Giving the employees recommendations on software that they can put on their device to help them work will increase productivity. 


[bookmark: _Toc535502525]What mitigating strategy will be deployed when the owner of a participating device leaves their employment, or the device is lost, stolen, or fails

Using a device management system, allows you to wipe all data off a lost device. This means that if an employee loses, a device, or a device is stolen. It can just be wiped, or even tracked with GPS. If a device fails (depending on the device management system) there could be a backup on the network.
Jordan James: 1803023


	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Evidence of research content but work was not reference or cited. You need to reference your work with in-text citation and reference listing at the end of the report. (Grade mark: 46.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]7

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]The report demonstrated knowledge and understanding but it was a pity you had not reference your work to demonstrate credibility and diversity of resources. (Grade mark: 46.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]7

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]All criteria met, you have done a good report.  you should labelled your figures/diagrams and refer to them. Write a conclusion at the end of the report to wrap up all key points.  You have justify your choices of selections.  Good DFD! (Grade mark: 62.50%)
	[bookmark: totalANA]40
	[bookmark: markANA]25

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Basic packet tracer design with all default setting. Your diagram works but no security measures considered. (Grade mark: 50.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]10

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Well written work, flow well. Avoid contraction grammar.  Could also do with some justification alignment. (Grade mark: 66.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6.6

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]55.6%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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