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Rate your Teams Contribution with a scale of 1 to 5 (1 No Contribution and 5 Excellent Contribution)Carys: Carys was extremely engaging in the sessions she attended and was pivotal in the setting up of the shared folder that group work was shared in and in the way the group would manage things going forward. She was however slightly slower than other group members and would often need help to be able to execute tasks taking team members out for periods of time. 
Carys also missed two sessions, one with notice and one without. Whilst she offered to still help in these sessions she was uncontactable, whilst maintaining that she could be contacted, meaning the group fell behind on occasion. One of these sessions was the final session for drafting the report together, as such she has had barely any input on the final report. 



Sam: Sam also missed a session without notifying the group and made no effort to make up for this in the coming weeks. Sam would turn up to sessions having not completed the last session and then spend the first part of a session downloading the backup of the completed session from the week before. After this download was completed, he would then start the practical side of the work and barely provide any group input. 
I was unable to see if Sam had taken any screenshots as he went and he made no mention of these during the creation of the final group report. During the report creation Sam barely contributed and seem distracted and as if he was lost as work had not been completed be himself week to week.  

Gareth: Gareth was extremely helpful in the sessions and provided trouble shooting advice for all team members where needed. 
Gareth was also the main driving force behind the group report starting to compile this on week 2. However, this made the final report completion as a group difficult, as he had gone so far without group input it became difficult to change certain aspects, alongside Gareth having an unwillingness to listen to criticism around the report; in my opinion making the report lower quality than it could have been.
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[bookmark: _Toc129297530]4. Abstract
This report documents a successful group project setting up Active Directory services using a Type 2 hypervisor. Additionally the report discusses the underlying technology of Active Directories, Dynamic Host Configuration Protocol and Hypervisor solutions.
[bookmark: _Toc129297531]5. Introduction
A group task to set up and manage active directory services to a network over a period of five weeks utilising a type two hypervisor solution. The aim of the project is to increase knowledge of active directories, type 2 hypervisors, allocating network resources and improving collaborative working skills. 
The underlying technology will be explored in further detail through individual work to expand on knowledge from the group task.  Within this the advantages and disadvantages will be discussed and justifications will be given for decisions made along the way as to why certain elements of the technology were utilised. 
[bookmark: _Toc129297532]6. Part 1 (Group Work – Task 1 & 2)
This section describes how the group organised itself and setup collaborative working. This includes details of how work was backed up. 
 
[bookmark: _Toc129297533]6.1. Group Members 
The group had a mixture of skills that consisted of networking and cloud software skills. 
 
 
[bookmark: _Toc129297534]6.2. Group Diary 
The following table in figure 1 shows a brief diary of the group activities. 
 
	Date 
	Work/Tasks 

	2nd Feb 
	Agreed Ways of Working 
Built basic VMs using Virtual Box 
Shared email addresses 
Set up Shared Folder for group work 
 

	9th Feb  
	Added shared report doc in shared folder 
Set up network elements, backed up VMs, zipped up, examined snapshots for differential / efficient backups 
Discussed VM Backup Strategy 
 

	15th Feb 
	Promoted Server 1 to Domain Controller 
Debugged network problem between two servers – turnout to be typo in HyperV settings on server2 (the network name must equate to the ethernet card name in Windows2019). 
 
 

	22nd Feb 
	Task 4 and 5. 
Problem - DNS setting won’t allow client pc to connect to the domain. Having to change the DNS IP setting on the client to server private IP 172.16.1.1. After some thought and investigation, this is due to 10.10.10.1 being on a different network. 
The domain needs to be infront of the Administrator account? 
  
 

	2nd March 
	Group came together to finalise and agree group work section 


[bookmark: _Toc129297569] Figure 1: Group Diary.
[bookmark: _Toc129297535]6.3. Shared Working 
The group discussed basic housekeeping and collaboration tasks. It was agreed to set up a simple shared folder structure in SharePoint. 
 
We created an email group to allow for communication between the members to communicate outside of the on-site day. 
 
A shared folder was used to create a folder to share notes and content.
 
https://uowtsd-my.sharepoint.com/personal/2014825_student_uwtsd_ac_uk/_layouts/15/onedrive.aspx?ga=1&id=%2Fpersonal%2F2014825%5Fstudent%5Fuwtsd%5Fac%5Fuk%2FDocuments%2FNOSS%2FGroup%5Fwork%2FOriginal%5FISO%5F02%5F02%5F2023 
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[bookmark: _Toc129297536]6.4. Backup Strategy 
The group discussed a number of backup methods for each aspect of the tasks, Documentation, VMs and network configuration. 
 
[bookmark: _Toc129297537]6.4.1. Backup of Documentation 
Documents to be saved to a SharePoint shared folder with version control enabled. This allows for previous versions to be pulled. 
 
[bookmark: _Toc129297538]6.4.2. Backup of Virtual Machines 
As well as simply manually shutting down, compressing the VM files, and saving to an offline storage, the team discussed the use of snap shots and looked at how this makes the backup routine more efficient and saving on downtime.  
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[bookmark: _Toc129297539]6.5. Task 1: Type 2 HyperVisor – Setting up Environment Hosts and Clients 
This section describes how the team used Type 2 Hypervisor software to set up the platform consisting of 2 VM Servers and 2 VM clients. 
  
[bookmark: _Toc129297540]6.5.1. VirutalBox 
VirtualBox was used as the Type 2 hypervisor as it is easy to install and configure. 
The media to create the VMs (Microsoft ISOs), were stored on the group shared folder to ensure we could return to the same version if required. 
 
[bookmark: _Toc129297541]6.5.2. Backup Strategy 
The group decided in the first instance to simply make manual copies of work, and version control manually. The group did consider version control tooling such and Git and GitHub, but the scope of the work outweighed the benefits. 
 
In addition, each week virtual appliance files were copied to an offline folder to allow for roll-back or recreation of the VMs in the event of failure. 
 
[bookmark: _Toc129297542]6.5.3. Windows 2019 Hosts – Server 1 & 2 
 
The following screen shots show the process of the Server installs. 
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During the install we accepted the default installation options for Windows 2019. This was repeated for Server 2. Screen shot 2 shows Server 1 up and running. 
 
 
  
[bookmark: _Toc129297543]6.5.4. Windows 10 Client Installs 
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As with the servers, ISOs were used to create a default install of Windows 10 for Client 1 & Client 2 
 
 
 
 
 
 
 
 
 
The following diagram shows the 2 Servers, and 2 Clients in VirutalBox and are set up with default out of the box configurations. 
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[bookmark: _Toc129297544]6.5.5. Optimise Virtual Machine settings 
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VirtualBox allows the changing of HyperVisor configuration options to allow for things such as more memory or CPU threads. 
 
Figure n – shows an example of this for Server1 
 
It is important to note that Windows 10 would not take advantage of these optimisations as it does as it does not have PAE/NX to access more RAM as they are 64bit installations. 
 
We looked at other possible HyperV optimisations, but as a group it was decided we could revisit this at a later time once the core services are established and basic functionality working. 
 
[bookmark: _Toc129297545]6.6. Configure Network 
The next task was to set up the virtual network. This is done within the HyperV software to create a virtual network interface card for each machine. Note the correlation between the HyperV name and the network card name within the VMs. 
 
 
[bookmark: _Toc129297546]6.6.1. VM PublicNet & Private Network 
There were three networks established, two private and one public. The public network is only accessible from the Windows Servers. 
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[bookmark: _Toc129297547]6.6.2. Testing the virtual networks – Ping 
The team carried out simple testing of the network configuration by using simple Ping from the windows Command prompt. 
 
The follow screen shot shows and example of the ping between Client1 and Server1 
 
[image: ] 
 
 
The following shows the verification of pinging Client 2 to Server 2 
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[bookmark: _Toc129297548]6.7. Troubleshooting - Ping Problems 
Initially, some pings failed – however, upon double checking configuration on Server1 the Windows Firewall was still enabled blocking the ICPM Ping Port. 
 
We revisited each machine and double checked the firewall settings to ensure they were disabled and successfully retested with ping. 
  
 
[bookmark: _Toc129297549]6.8. Task 2: Network Directory Service 
This section describes deploying the Microsoft Active Directory Network Directory Service on to Server 1. 
 
[bookmark: _Toc129297550]6.8.1. Active Directory 
Before beginning the group checked that Server 1 had a static IP and that DNS was not already configured. 
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[bookmark: _Toc129297551]6.8.1.1. Change Server1 Computer Name 
The server name was changed from the default name. 
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The following screen shot shows the new DMC1-MT name 
 
[image: ] 
 
[bookmark: _Toc129297552]6.8.2. Add AD Feature on Server 1 (DMC1-NT) 
The following screen shots show some of the installation steps of Active Directory services.  
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The following screen shot shows the features being installed. 
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Figure n shows the location of the database, log and SYSVOL folders which are used to store the active directory Object attributes. 
 
 
[bookmark: _Toc129297553]6.9. Task 1.3 – Creating User Account Objects 
 
With the directory services feature of Windows 2019 installed, the Active Directory Users and Computers tools are available to manage objects on the network. 
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[bookmark: _Toc129297554]6.9.1 Create Failsafe Admin Account 
It is good practice to create a failsafe account, the following screenshot shows this with the NT-GW account. 
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[bookmark: _Toc129297555]6.9.2. Add Domain User 
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[bookmark: _Toc129297556]6.9.3. Domain User Logon Times 
The team tested the domain user account by setting restrictions on permitted logon times as show in Figure n. 
 
[image: ] 
 
 
[bookmark: _Toc129297557]6.10. Task 5 – Adjoining the domain and testing user logins 
Joining Client 1 to the AD domain highlighted the misconfiguration of the network card settings as the DNS address for Client 1 was set to 10.10.10.1 as per instruction. This address is on the Public Network and Client 1 only had access to the private network Private1 i.e., 172.16.1.* so was unable to communicate. 
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[bookmark: _Toc129297558]6.10.1. Joining Client 1 to the Domain 
Once the network issue was resolved, we were able to successfully attach the client machine to the domain. 
[image: Graphical user interface
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Note, to join the domain the Domain Administrator credentials are required. As the administrator password included the @ symbol, this proved problematic as out of the box keyboard input of Windows Server 2019. By chance, the issue didn’t arise with an Apple Mac host as it uses the same keyboard layout. 
 
[image: ] 
 
 
[bookmark: _Toc129297559]6.10.2 Login on to domain as non admin user  
The following screen shot shows the validation of a normal domain user logging in to the client VM but not being allowed to login to the Server. 
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As expected, attempting to login to Server 1 as a normal domain user presented the following error: 
[image: ] 

[bookmark: _Toc129297560]7. Part 2 (Individual Work – Task 3 (Observational Task)

[bookmark: _Toc129297561]7.1. Type 1 Vs. Type 2 Hypervisors
Type 1 and Type 2 hypervisors are types of virtualization technologies that allow multiple operating systems to operate on a single host machine at the same time. As both types offer advantages and disadvantages, the user's particular needs determine which hypervisor should be used. 
Type 1 hypervisors, commonly referred to as bare-metal hypervisors, operate exclusively on the hardware of the host machine and don't need an operating system on the host machine for management. They are ideal for enterprise-level virtualization because they are engineered to deliver high performance, security, and reliability, whilst being able to be centrally managed with ease. 
Type 1 hypervisors also have drawback such as having limited hardware support as they are designed to run on specific hardware, they can become extremely challenging to manage due to the complexity of configurations and they are typically more expensive than type 2 as they require dedicated hardware.  [1]
Type 2 hypervisors, also referred to as hosted hypervisors, operate on top of a host operating system such Windows, macOS, or Linux. They are usually used for desktop virtualization, where a user wants to run several operating systems on their personal computer. They are ideally suited to personal use or small-scale testing environments because they offer a low-cost solution with many of them being free software for personal use. They also offer a greater degree of hardware compatibility and integration with the host operating system, thus simplifying both the both the usage of the software and sharing of resources.  [2]
Type 2 hypervisors often come with much higher performance overheads than type one due to the fact they run on top of a host operating system. Running on top of a host operating system can also limit the availability of resources to the hypervisor reducing its efficiency compared to type 1.  
A type 2 hypervisor was used to complete the labs within this module due to its low cost, ease of access, reasonable ability to manage and maintain. On top of these reasons the fact that multiple operating systems were to be utilised meant a type 2 was a better choice as it did not require to have dedicated hardware in place for each operating system.

[bookmark: _Toc129297562]7.2. DHCP

Dynamic Host Configuration Protocol (DHCP) is a networking process used to automatically and dynamically assign IP addresses and other network configuration information to devices on a network. Due to the automatic nature of DHCP management overhead of networks is drastically reduced as DHCP removes the need of manually assigning network information on every device; thus reducing the need for complex static IP addressing schema and the need to add every new device to the network manually.  
The ease of networking that DHCP provides could be argued as driver in the ease of adoption of the internet and small office / home office (SOHO) networks, as it removes complexity barriers that would otherwise deter users.  
DHCP works in the following manner​ [3]​: 
1. A client device connects to a network and sends a broadcast message requesting an IP address to be leased to it. (DHCPDISCOVER) 
2. The server hosting the DHCP configuration information and management responds to the request with an IP address offer and other network configuration information. (DHCPOFFER) 
3. The client sends a request to the server to lease the IP address offered. (DHCPREQUEST) 
4. The server sends an acknowledgement to the client confirming the IP address lease. (DHCPACK) 
[image: A picture containing diagram
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[bookmark: _Toc129297570]Figure 2: Diagram showing the four stages of a DHCP request.
[bookmark: _Toc129297563]7.3. Active Directory

Microsoft's Active Directory (AD) solution offers centralised management and authentication of network resources, including computers, users, and applications. It is a distributed database that keeps objects organised, secure, and in a hierarchical format. 
The hierarchical format of AD is based on the domain name system (DNS) following a tree like structure where a group of data tress holding objects is referred to as a forest, which in turn contain one or more domains. This structure allows a network manager or administrator to delegate control  to specific parts of the AD by assigning data present in organisational units to allow access, making complex networks easier to manage.
The distributed database element of AD comes from the fact that the directory is replicated across multiple host servers, referred to as domain controllers. This provides security against faults and loss of data, ensuring that the directory and therefore network resources are always available as needed.
[image: Diagram
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[bookmark: _Toc129297571]Figure 3: A simplified diagram showing how multiple domain controllers can provide resilience.
As access to objects held within the AD is granted and revoked using access control lists (ACLs) giving either a user or user group permission to access the specific resources required. This provides a layer of security. An additional layer of security is also present in AD as authentication is also handled with the Kerberos method [4] giving even more security to the AD and thus the network as a whole. 
Above all the scalability of AD is its core justification for use in a network as it can support networks of any size. These networks are easy to grow due to the distributed database element of AD whereby the data is replicated across multiple domain controllers ensuring consistency of the data and consistency of security policies across the network as well as highly available network resources and low downtime. 

[bookmark: _Toc129297564]7.4. Terminology Descriptors
[bookmark: _Toc129297565]7.5. Reflection on Tasks
The tasks 
[bookmark: _Toc129297566]8. Conclusion
Active Directory services provide centralised management and authorisation for network resources by way or domain controls hosting a distributed database. This provides ease of management for a network and increased security. 
The group task of setting up an active directory structure using a type 2 hypervisor was completed over a period of five weeks, increasing group members knowledge of AD and their ability to problem solve and overcome issues within the group to produce work of a professional standard and improve group working skills, aiding future employability. 
[bookmark: _Toc129297567]9. Reflection on collaborative work

I can see how the collaborative work from this assignment has helped to leverage strengths, knowledge and expertise of different team members to fill in the gaps in our own working. This has grown a sense of teams-manship and grown innovation aided by learning from one and other. This is a  vital skill not only for education but also for the wider world as a whole thus improving employability of those involved. 
The need to work as a team and the responsibilities that has laid on myself has drastically improved my time keeping for assignments and for keeping up with the module as a whole. I leant into a more technical role in the team in completing the tasks needed and ensuring that the work was ready for each member of the team in the next week and ensured the integrity of the data. As I was relied on for this I had no choice but to improve on past performance as this would affect the whole project if I dropped the responsibility. 
Although there were  times when team members did not contribute as much as others, everyone's contributions were ultimately what made the project successful. During this experience, I gained a deeper understanding of the value of collaboration and communication, as well as insightful knowledge on how engage and support others.
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