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1. Introduction

Critical National Infrastructure (CNI) organisations face
persistent and evolving cyber threats that can impact
service availability, safety and public trust.

Cyber Threat Intelligence (CTI) provides awareness of
vulnerabilities, threat actors, and emerging attack
techniques. However, manual intelligence consumption
limits time and scalability within an organisation.

There is limited applied research evaluating whether
automated CTl alerting systems directly contribute to a
measurable security risk reduction within CNI environments
and this project addresses the gap.

2. Aim and Objectives

Aim:
To evaluate whether an automated Cyber Threat Intelligence
alerting system can reduce cyber security risk within a Critical
National Infrastructure environment.

Obijectives:
1. Research and Literature review to perform Gap analysis and
understand requirements
2. Design and develop alerting system based on requirements
3. Produce documentation outlining the system architecture,
key components and data flows along with implementation
4. Conduct comprehensive testing and evaluate effectiveness

3. Lit Review
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4. Project Timeline
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5. Design & Implementation

Due to being CNI this project had to be
implemented externally and assessed by
Dwr Cymru Welsh Water for system
compatibility.
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6. Testing
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7. Conclusion

The automated CTl alerting system demonstrates measurable
support for cyber security risk reduction within a CNI
environment.

The system aligns strongly with recognised framework
functions related to risk identification and situational
awareness.

It functions as an enabling capability within a defence-in-depth
strategy rather than a standalone security control.

Operational feedback from Dwr Cymru Welsh Water confirmed
the system met organisational requirements and provided
practical value.
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