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In the context of the information age, all industries are seeking the development path of informatization and digitalization. Looking around the world, with the international division of labor and cooperation, the process of economic global integration has accelerated, and the information revolution has quietly come, which determines the direction of social change, and at the same time advances the progress and development of social civilization. Informatization and digitalization are inevitable trends in line with the trend of the times. At this stage, information technology has become the first productive force, affecting human life and development at different levels. With the impetus of information technology, the world pattern is also changing. Enterprises seeking development in the context of the information age should adhere to information technology and apply it to enterprise management. How to maintain the stable operation of enterprise information system and its underlying infrastructure, and how to integrate information technology with enterprise business development, to promote better development of enterprises; how to reduce the maintenance cost of enterprise information system and its underlying infrastructure; how to improve the utilization rate of enterprise information system and efficient use of information equipment have become urgent issues for IT practitioners and enterprise IT managers to solve.
CoffeeBlend, the company is using the Internet to build the company uses the Internet to build a large community system for its promotional activities. With such a large group of employees and customers, personal data security issues and company internal data security issues are particularly important while accessing the company's internal data and information, including the huge amount of intellectual property rights enjoyed by the company, so professional information security solutions are needed, which will be analyzed and studied in this paper.


[bookmark: _Toc123740620]1.0 Current status of research on various security frameworks or models
[bookmark: _Toc123740621]1.1 ITIL The industry standard for process-centric IT management
ITIL was developed by the British government department CCTA (Central Computer and Telecommunications Authority) in the late 1980s. The most significant aspect of ITIL implementation for an enterprise is that it aligns IT closely with the business, thus maximizing the return on IT investment. As a result, although ITIL was originally developed for the UK government sector, it quickly became popular with many companies and was soon widely adopted. By the mid-1990s, the theory had become the accepted standard for IT management in Europe. By the end of the 20th century, the theory was gradually applied to varying degrees in many enterprises in China.
In terms of specific content, ITIL includes a full range of projects, including six main modules: business management, service management, ICT infrastructure management, application management, security management, service management planning, and implementation, which together form the general framework of ITIL.
[bookmark: _Toc123740622]1.2 ISO 27000- the international standard for process-centric management
The ISO 27000 series of standards originated from BS 7799, an information security management system standard that has been widely adopted worldwide. In December 2000, BS7799-1 formally became an international standard and was named ISO/IEC17799:2000 "Information Technology ---- Information Security Management Implementation Rules". June 15, 2005, was revised and developed into ISO/ IEC17799:2005 standard. BS7799-2 after a long discussion and revision, also on October 15, 2005, became the official ISO standard, namely ISO/IEC 27001:2005,(Minoli and Kouns 2011) the official title of the new standard is; ISO/IEC 27001:2005 "Information technology - Security techniques - Information security management system - Requirements". In 2007, the standard number of ISO/IEC 17799:2005 was changed to ISO/IEC 27002:2005.In 2013, the new version of ISO 27000 was officially released. The 2013 version of ISO/IEC 27001 has changed in terms of architecture, organization's context, top manager's emphasis, performance evaluation, etc. ISO/IEC 27001:2013 has also made major adjustments ° to the control domain, security categories, and control elements.
The ISO 27000 series of standards address the assets of an organization, and it is suitable for organizations of any size and industry, especially for organizations where the impact of information security is critical. the predecessor of ISO/IEC 27001, the British Standard BS 7799, has been widely recognized worldwide since its promulgation in 1998, especially after the publication of the ISO 27000 standard. recognition, application. By the end of 2013, the number of organizations certified by ISO/IEC 27001 worldwide was 22,293, involving more than 100 countries, and the number of certifications has maintained an annual double-digit growth rate, covering a wide range of industries such as software, outsourcing, finance, telecommunications, manufacturing, insurance, banking, data centers, call centers, etc.
The ISO 27000 family of standards contains the following major standards:(Kohl 2020)
----ISO 27000 Information Security Management System Overview and Terminology;
----ISO/IEC 27001 Information Security Management System Requirements;
----ISOIEC 27002 Practical rules for information security management;
----ISO/IEC 27003 Information Security Management System Implementation Guide;
----ISO/IEC 27004 Measurement of information security management;
----ISO/IEC 27005 Information Security Risk Management;
----ISO/IEC 27006 Information security management system audit certification body requirements;
----ISO/IEC 27007 Information Security Management System Audit Guide;
----ISO/IEC 27009 Information Security Governance Framework;
--ISO/IEC 27010 Inter-organizational information security management;
Considering the differences in needs and characteristics between different industries, ISO has explored the transformation of standards in different industries, and the completed ones are ISO/IEC 27011 "Information technology - Security techniques - Telecommunications organizations based on ISO/IEC 27002" for the telecommunications industry ISO/IEC 27799 "Medical informatics - Medical information security management using ISO/IEC 27002" for the medical industry and ISO/IEC 27015 "Information technology - Security technology - A guide to information security management systems for the financial and insurance industry" for the financial industry. ISO had envisaged developing ISO 27012 for e-government services, but no further progress has been made in recent years and the development has been formally abandoned.
[bookmark: _Toc123740623]1.3 BS7799 - Security-Centric IT Management Standard
BS 7799 is a national standard approved and published by the British Standards Institute in April 1999. Currently, more than 20 countries refer to BS 7799.2 as their national standard, and major information security companies also use BS 7799 as a standard to guide the provision of information security consulting services to their clients. 
The most important feature of BS7799 is that it is broad but not in-depth, and is for reference purposes only. The greatest value of BS7799 is that it provides management with a set of principles for information security management, a common language for communicating with IT technicians, and an institutional framework for protecting information assets. Information Security Management System Specification" (BS7799.2:1999). The first part "Information Security Management Implementation Rules" is a guideline for organizations to establish and implement information security management systems. It mainly provides a general method for the organization to develop its information security policy and carry out effective information security control. The second part, Information Security Management System Specification, details the requirements for establishing, implementing, and maintaining an information security management system, stating that the implementing organization needs to follow a risk assessment to identify the most appropriate control targets and adopt appropriate controls for its needs.
[bookmark: _Toc123740624]1.4 COBIT - IT Management Standards for IT Auditing
The full name of COBIT is "Control Objectives for Information and related Technology", which is the control objectives for information and related technology, and the purpose of the International Association for Information Systems Audit and Control (IAISAC) is to achieve a successful solution to the core problem of "measuring the quality of information systems.(Hentea 2021) It is the result of the research carried out under the core of "measuring the quality of information systems", and therefore has a distinct standard. 
From the standpoint of standards, the COBIT ideological foundation occupies an important place in the overall IT resource management system. The purpose of the standard is to enable companies to obtain reliable data, analyze the possibilities of IT and its processes based on the analysis, and calculate the risk value and the required return information to meet their objectives. COBIT-related information was published as early as 1996, and the theory has gradually been accepted in more than 100 countries worldwide. 
COBIT provides an organic link between business risks, control requirements, and technical perspectives. COBIT is a control model that allows organizations to use information resources more effectively, manage information-related risks efficiently, and better help organizations achieve their business strategies.
The basic principle of COBIT is to define a set of high-level control objectives to effectively use information technology to support operations and achieve its strategic goals, and then to decompose this set of objectives into a set of operational hierarchies. COBIT defines 34 IT processes in four domains: IT planning and organization, procurement and implementation, delivery and support, and monitoring, and each process includes more detailed control objectives and audit principles to evaluate the IT processes.
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In recent years, with the application of the Internet and other emerging information technology,(Jiao et al. 2022) business operations and expansion of enterprises are increasingly dependent on various types of data and information systems, while the situation of information security threats is increasingly directed to the core data assets of enterprises. In practice, many enterprises due to data asset categories, all over the place, in the identification of data assets encountered some challenges at the same time, in delineating the scope of important data assets, due to business, technology, and security experts having their views, it is difficult to operate after the risk assessment results, because it is difficult to clarify the relationship between the risk, in response to the disposal of risk, important core risks can not be highlighted, the enterprise can not start.
2.1.1 Information asset identification
In our information security risk assessment project for this coffee company, we adopted a method based on business process modeling analysis to identify the core data assets related to business processes by sorting out their core business processes, and combined with data flow analysis to identify the carriers of data assets.
Combined with the business flow diagram, the data assets corresponding to each process link are sorted out using a walk-through approach, and a list of data assets is formed.
With the help of the data flow analysis method, we analyze the data flow direction of the whole life cycle of data asset generation, storage, and use, and identify the data carriers such as application systems and infrastructure related to the life cycle of data assets.
The assessment of the value of data assets is analyzed from three perspectives of confidentiality, integrity, and availability, and its importance is quantified and assigned a value. 
From the confidentiality perspective, we assess the impact on the enterprise if the confidentiality of data assets fails to meet the requirements or is compromised (e.g., information leakage).
From the integrity perspective, we assess the impact on the enterprise if the integrity of data assets fails to meet the requirements or is damaged (e.g. data tampering).
From the usability perspective, we mainly assess the impact on the enterprise if the availability of data assets fails to meet the requirements or is damaged (e.g., critical business systems are down).
After assigning values to the confidentiality, integrity, and availability of assets, the asset value is calculated by weighting, i.e.:Asset value = Confidentiality * weight of confidentiality + Integrity * weight of integrity + Availability * weight of availability. The determination of the weight of each attribute depends on the degree of reliance of the enterprise business on the three attributes and the management preference of the enterprise. For example, if the confidentiality of information on research results is required to be high in the research business, the asset value is evaluated with a higher weight of confidentiality. 
Since the assigned values of confidentiality, integrity, and availability all range from 1 to 5, the value of all assets ranges from 1 to 15. If an enterprise has many information assets, it is necessary to rank the information assets according to the asset value and delineate the scope of important information assets together with business experts to circle the scope of key protection. In delineating the scope, the Delphi method can be used to send the assignment criteria of confidentiality, integrity, and availability of assets to different experts from business, technical and security departments, and each expert will suggest and justify the critical value of important information assets and general information assets, and the average value will be calculated, and the feedback suggestions and justifications from other experts will be fed back to each expert anonymously, and each expert will suggest and justify the critical value again. After several rounds of inquiry, when the concentration of critical value suggestions is high, the average value will be calculated, and the important information assets and general information assets can be classified according to the value.
2.1.2 Risk Identification
The vulnerabilities and threats faced by the assets and the existing security controls can be identified through the analysis of the application scenarios of the assets. In the process of data application scenario analysis, a walk-through approach can be used to analyze each link involving data, data carriers, and related operations from the initiating end to the ending end of a certain data application scenario, from the perspectives of vulnerability and threats faced by data assets and their carriers, and to identify the risks faced by assets in combination with existing risk control measures, marked in the corresponding links of the flow chart. 
After the risks are identified, risk impact analysis is performed in conjunction with data-related business processes.
2.1.3 Risk assessment analysis
Risks are related to each other, and some risks are caused by other risks. In the risk assessment and analysis process, the risk map can be used to analyze the impact relationship between different risks, analyze the correlation between these risks, and categorize the core risks as the focus of the assessment and analysis.(Vitkus 2022) In the risk map, the impact of each other is indicated by arrows, such as "unclear data classification standard" leading to "lack of hierarchical access control policy", and "unclear data classification standard "In the process of categorization and analysis, those with more arrows pointing to other risks and more influence on other risks are considered as core risks.
After the core risks are categorized, the risks are assessed based on the likelihood of the risk event occurring and the impact of the event. In the risk assessment process, the risk value is usually calculated and the risk is ranked according to the risk value so that different measures can be taken for different levels of risk.
The formula for calculating risk value is risk value = F (probability of occurrence of risk event, impact of risk event), which can be calculated by various methods such as summing and multiplying. Different calculation methods are used to derive different ranges of risk values.
The range of risk values affects the complexity of risk classification. If the likelihood of a risk event ranges from 1 to 3, and the impact of a risk event ranges from 1 to 3, then the risk value calculated by summation ranges from 2 to 6, and the risk value calculated by multiplication ranges from 1 to 9. If the risk is also divided into three levels, each level has a different range of risk values, and it is easy to see that the smaller the range of risk values, the higher the accuracy required for the calculation of risk values.
The likelihood of a risk event is analyzed in terms of both the probability of the threat occurring and the severity of the vulnerability. The probability of a risk event = L (frequency of threat occurrence, vulnerability) can be calculated using various combined methods such as summation and multiplication, but when using the calculation method, it is necessary to consider the range of risk values calculated from it at a later stage.
As one of the inputs to the risk calculation, the frequency of threats is quantified, with different quantified levels representing the frequency of threats. The higher the value of the rank, the higher the frequency of the threat. When defining the criteria for assigning a rank, it is important to set some quantitative references (e.g., frequency of occurrence more than once a week, etc.) to facilitate the ranking of threats in the actual assessment.
Similarly, as input to the value-at-risk calculation, the vulnerability severity level must be quantified, with different quantified levels representing the severity of asset vulnerability. The higher the value of the rating, the higher the severity of the vulnerability. In defining the vulnerability level, reference can be made to the relevant classification definitions of vulnerabilities by the industry or relevant organizations (such as the National Information Security Vulnerability Platform, etc.), and examples can be used to facilitate comparison between different levels, and reference can also be made to the relevant standards for risk assessment.
The impact of a risk event is the severity of damage to information assets after a risk event, generally considered from two perspectives: the value of the damaged assets and the severity of the vulnerability. The impact of a risk event = H(asset value, asset vulnerability), which can also be calculated by adding or multiplying various methods.
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2.2.1 Analysis of information security requirements
The advantage of information security construction through projects is that the information security management of an enterprise in a certain area can be improved in a targeted manner. Therefore, the identification of information security projects needs to start from each area of enterprise information security management, analyze the current management status of each area, and refine the information security project requirements therein.(Di et al. 2022) In practice, the information security project requirements of enterprises mainly come from risk assessment results, gap analysis, and risk appetite of enterprise management.
The risk assessment result can reflect the current information security management status of the enterprise, reveal the current information security risks of the enterprise and their severity and impact scope, and derive the risk list through the preliminary risk assessment, which describes in detail the information security risks and their levels faced by the enterprise.
Gap analysis can be conducted by comparing with the benchmark enterprises in the same industry to find out the gap between the enterprise and the first-class enterprises in security management and analyze it.
The risk appetite of enterprise management is determined based on business strategy and security project cost investment, which can reflect the expectations of enterprise management in information security management. Information security construction is a process of risk disposal,(Chang et al. 2011) and the security requirements put forward by management reflect their risk appetite.
2.2.2 Information Security Project Identification and Definition
After analyzing risk assessment results, conducting gap analysis, and collecting and analyzing management requirements, we can determine information security projects based on the enterprise information security management framework, starting from each management area and targeting information security projects to ensure that the information security project construction content corresponds to the requirements, and refine the main content of the project according to the requirements.
When refining projects based on risk assessment results, gap analysis, and management requirements, project contents are refined from risk assessment results, benchmarking gap analysis results, and enterprise management's security requirements.
2.2.3 Project resource requirement analysis
In the process of information security construction, the enterprise involves various internal and external resources. In the process of project planning, the resource input of the project is the content that the management pays more attention to. According to the main content of each project, sorting out and analyzing its resource requirements can help to conduct an input-output analysis of the project and evaluate the necessity and feasibility of project investment. In information security projects, the complete implementation of a project often requires multiple inputs such as organizational personnel, management system, and technical means. Therefore, the analysis of project resource requirements, the project resource requirements can be analyzed from three perspectives: organizational personnel, institutional processes, and technical tools.
2.2.4 Project implementation priority analysis
Information security construction is a continuous process and also a system project. Since enterprise resources are relatively limited, when implementing security projects, it is necessary to analyze project implementation priorities based on requirements and combine key relationships among projects to finally determine the project implementation order, implement in steps and promote in a coordinated manner. In determining the project implementation priority, we start from the perspective of project objectives and requirements, sort out the influencing factors of project priority through brainstorming and other methods around the enterprise's information security management objectives, categorize these factors, and derive the factors that need to be considered for security planning, such as urgency, implementability, ease of implementation and expected effect, and evaluate the project objectives and requirements from these perspectives to determine the project implementation priority. The project goals and needs are evaluated from these perspectives, and priorities for implementation are determined.
Specifically, when scoring, a certain percentage of business experts and security experts can be invited to score the priority of each project implementation, the higher the score, the higher the priority of the project implementation.
The higher the score, the higher the priority of project implementation. There is a certain intrinsic relationship between security projects, so after the score ranking result of project implementation priority is obtained, the logical order between projects must be analyzed according to the specific content of the project, and the order of project implementation must be adjusted.
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The ISO27004 standard defines the model of information security system effectiveness measurement and provides the process and method reference for developing and implementing information security system effectiveness measurement, and the test process can be designed in practice by referring to its process and model. However, when applying the standard, enterprises need to design their measurement indicators, measurement methods, and measurement functions.
For the information security management system built based on the ISO27001 standard, the content and grading structure of its measurement index system corresponds to the grading structure of 114 control measures in 11 control domains of the ISO27001 standard, which can effectively ensure the application effect of measurement results in improving the operation of the system. In defining the indicators, it is possible to define secondary indicators or tertiary indicators. In the design of this method, the first-level indicators are defined to correspond to the control domain of ISO27001, the second-level indicators correspond to the security control measures, and each second-level indicator (and security control measures) corresponds to several attributes, and the definition of attributes can be referred to IS027002 "Information Technology - Security Technology - Practical Rules for Information Security Control" for each control measure implementation guide.(Fan et al. 2022)
In the actual measurement, the measurement value of the primary indicator is calculated by the measurement value of the secondary indicator through the measurement function,(Silver and Pyke 2012) and the second indicator is calculated by the measurement function as the derived measure of the attribute value.
[bookmark: _Toc123740629]2.4 System operation and implementation effect evaluation
After the information security management system is established, it enters the continuous operation phase. Operation phase, with the continuous development of business changes, enterprises following the PDCA model, the system for continuous assessment, and improvement. At the same time, enterprises certified by the standard should also organize external audits regularly following the requirements of the standard.
The implementation of the ISO27001 standard system has changed the concept of information security of enterprises that emphasizes technology rather than management, improved the initiative of information security management of enterprises, and effectively solved some common problems in information security management of enterprises. The methods and processes proposed in this chapter come from the information security system construction project in which the author participated. In the project, by applying the above methods or processes, we assisted related enterprises to establish an information security management system and passed the standard certification of third-party organizations, which effectively improved the security management of enterprises.
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This paper mainly combines the project practice of information security management system construction of a financial institution, based on the information security construction methodology of PDCA in ISO27001 standard, selects the enterprise information security management system construction project with universal and representative characteristics, and summarizes and studies the process practice of its main key stages: risk assessment stage, in the whole process of risk assessment practice, introduces the standard definition and relevant analysis methods and summarizes its specific operation process. In the planning and construction stage, the demand-oriented information security project planning process is summarized and validated with the project practice, and in the information security operation evaluation stage, based on the ISO27004 information security effectiveness measurement model, the idea of maturity assessment is introduced, and the design idea of information security system measurement and evaluation method is proposed and applied to the project. The design idea of information security system measurement and evaluation method is proposed and applied to the project practice.(Landry et al. 2022)
With the gradual attention of enterprises to information security work, the construction of an information security management system has become an important issue of enterprise management reform. The construction of an information security management system based on the standard system has become more and more preferred in the industry, but the implementation of a standard system faces certain difficulties and challenges. This paper researches the key contents and key links in the process of information security management system construction: theoretical and practical research on the method of information security risk assessment, introduces various analysis methods, and effectively solves some of the difficulties encountered in risk assessment; combined with the characteristics of information security construction projects, the demand-led information security project planning method is proposed and applied in practice; at the same time, the information security effectiveness measurement model based on ISO27004 is proposed and applied in practice. Meanwhile, based on the information security effectiveness measurement model of ISO27004, we introduced the idea of maturity assessment, proposed the design idea of information security system measurement and evaluation method, and applied it.
At the same time, based on the information security effectiveness measurement model of ISO27004, we introduced the idea of maturity assessment, proposed the design idea of information security system measurement and evaluation method, and applied it. This paper provides some references for enterprises implementing information security system construction based on ISO27001 standards in the specific operation level of key aspects such as risk assessment, project planning, and information security measurement and evaluation method design and application. The significance of reference.
But we should also see that, with the widespread application of cloud computing, the Internet of things, mobile Internet, and other emerging technologies, the deep integration of the Internet and business, the external situation and internal environment faced by enterprise information security management is constantly changing, and our information security construction and management ideas and methods should also continue to innovate and progress. At the same time, for some enterprises, there are more and more regulatory requirements in their industries, and it is worthwhile to further study how to integrate them into the construction and operation of the information security system.
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