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Introduction

This project proposal intends to cover all aspects of the project to be undertaken. The area of research is network security with a focus on using penetration testing methods to further understand the process of malicious attacks. The project will make use of penetration testing tools to carry out the attacks listed below:

· Phishing
· Man in the middle attack
· Denial of service

These particular attacks present huge security risks to a targeted user. The results of a successful attack can be severe and may be undetected until the damage has been done. Successful attacks can lead to further more damaging attacks due to the information gained from the initial attack.

The tools that will be used to carry out these attacks are within Kali Linux. Kali Linux houses a wide range of penetration testing tools suited to a wide range of attack methods. The tools used during the project will be:

· Kali Linux
· Metasploit
· Social Engineering Toolkit (SET)
· Aircrack-NG

Network security has become increasingly important over the years as businesses of all sizes are experiencing cybersecurity breeches. According to a UK Government survey, 32% of businesses experienced some form of security breech or attack in 2019. [1]

Millions of users around the world are connecting to the internet on multiple devices each day. Many users simply connect to the internet and are unaware of the potential risks they are exposed to. Users can go about their day with no idea who is monitoring or stealing their information/data and what they are doing with it. [2,3]

The main goal of the project is to explore the process of penetration testing using the above attack methods. The penetration testing during the project will hopefully provide valuable information on the capabilities of such attacks and may present methods to prevent or reduce the damage in the event of future attacks.



Industrial Context

While the project aims to focus solely on single user targeted attacks, many business employees that work from home, or regularly travel could also be vulnerable to being targeted in a similar way. [4,5]

The implications of such attacks could extend past the targeted user and access confidential sensitive information through the access gained from prior attacks. A targeted business employee may not realise they have been “attacked” and that the attacker may have gained important authentication information while still being undetected. This could result in severe consequences to the business due to one employee (Potentially undertrained or technically inexperienced) being targeted. [6]

In a similar vein, students and/or teachers of schools and universities could be targeted, which could result in universities networks being breached, as well as the targeted user having personal info leaked or sold. [4-6]

Home users are also at risk. Many home users have no experience with securing a network and simply go by their day happy they can access the internet without ever knowing the risks they could be exposed to, or who could be monitoring their activity. [6-7]

As well as the implications mentioned above, some attacks may be capable of listening to important phone calls, or monitoring internet history/chat applications. This allows the attacker to potentially blackmail or extort targets with information that they may not want public, or just use the gained information for themselves such as stolen intellectual property.

The penetration testing tools used (Kali Linux, Metasploit, Social Engineering Toolkit and Aircrack-NG) are widely used and respected in the Ethical Hacking industry/community, and as so, are regularly updated and improved to keep up with modern current and future cyberattack threats. [8-11]

This project aims to explore the possibilities and capabilities of penetration testing tools in such scenarios. Results can be analysed to better understand the process of certain attacks and eventually improve security around these areas and prevent future attacks.

Background Literature

People around the world are connecting to the internet without realising the risks they may be exposed to. The security risks that can affect anyone from home users, traveling business workers and small to large businesses can be devastating. The confidential and sensitive data that home users/business employees may be storing or sending across potentially unsecure connections only adds the security issues. [13]

Many security measures can be utilised to defend from cyberattacks, but all it takes is one exploitable vulnerability for a system breach to occur. A network or system is only as strong as its weakest link. [13,14]

Many people simply scan for available Wi-Fi connections when they want to access the internet while not at home. While there are often free Wi-Fi connections available at areas such as Universities, cafes/restaurants and other public spaces, there is no guarantee that these connections are secure and that malicious hackers will not be able to observe your activity while connected to these Wifi connections. There is even the possibility that a malicious hacker has setup a rogue access point pretending to be a free wifi spot of a nearby business or café/restaurant. [14]

A rogue access point allows the malicious hacker to view all network traffic routed through the access point. This can result in passwords to banks, social media accounts and other important services can be stolen. These credentials can be used to steal from the target, impersonate the target, or be utilised to launch further attacks for example sending phishing attempts to all contacts of a target’s social media account. This method can extend the victim count form 1 to potentially 100s as a result of one person’s mistakes or naivety to network security. [14]

Penetration testing is a method used by security experts to simulate real attacks on a targeted user/network. By simulating real attacks on their network, they can discover vulnerabilities and patch them before real malicious hackers discover them. Penetration testing may uncover previously unthought of methods of securing the network. [9,13,14]

Below are some attacks that can be targeted at unsuspecting users:

· Phishing
· Man in the middle attack
· Denial of service attack

These attacks can cause devastating consequences to vulnerable targets. It is possible to carry out these attacks harmlessly using penetration testing tools. Carrying out these attacks using penetration testing tools can provide valuable information about a system and its resiliency to such attacks. 
Phishing

Phishing is an attack that involves deceiving a person into providing critical information or downloading malicious files that can be packed with a custom payload intending to carry out certain attacks. A target may be directed to a fake website that may seem authentic to them, so they enter their login details. The details are then sent to the malicious hacker which can allow the hacker access to bank accounts, social media accounts and unauthorised access to many more services of the target. [2,3]

After a successful phishing attack the malicious hacker has many directions in which they can take this attack. The attacker can simply exhaust all accounts that were compromised for example selling or using credit card/PayPal info. The attacker can also use the access gained to the target’s accounts as a means of launching a further, wider reaching attack. If for example the hacker has access to a target’s social media account, it may be possible to send a phishing attempt to all contacts of the target. This turns a single targeted attack into potentially 100+ target attack all due to the compromised security of one user. [2,3]

On top of stolen credentials, a phishing attack can result in the target unwillingly downloading a malicious file. A malicious file can launch a wide range of attacks such as: [2,3]

· Remote access exploit – Giving the attacker full access to the target’s device 
· Ransomware attack – Holds targets device in an unusable state until ransom paid
· Steal personal/confidential information/images from target device
· Delete personal/confidential information/images from target device
· Add targets device to a Botnet for use in further attacks such as DDoS attacks


Man in the middle attack

A Man in the middle attack is a form of digital eavesdropping. It allows the malicious hacker to view and intercept sensitive/confidential information over a wireless connection. A Man in the middle attack can also be when a malicious hacker hijacks or creates a rogue access point, in which all data routed through the access point can be viewed by the hacker. Unsuspecting users may think the rogue access point is simply a free public Wi-Fi connection and not be aware of the risks. [4,5,14]

Confidential/sensitive data gained from a MITM attack can be sold, used for personal gain or used to blackmail targets. If the target is partaking in a conversation with another person, the hacker may intercept messages and relay modified messages to the recipient. This can result in more confidential information being gained or can be a means of launching convincing phishing attacks on other users. [4,5,15]

Denial of Service attack

A Denial of Service attack is where the hacker attempts to flood the targeted network with packets, resulting in the targeted router struggling to deal with such a large amount of packets and eventually failing. The result is ping timeouts across the network and no traffic being able to travel across the network. [6-8,14]

The DoS effect can be achieved in a number of ways depending on the setup of the targeted network. Volume based attacks attempt to overload the network with the goal of saturating the bandwidth of the target resulting in a drastic slow down in performance to unusable levels. Protocol attacks use packet requests to overload the network resulting in a backlog of packets waiting to be processed, bringing the network to a halt. [6-8,14]

The tools that can be used to carry out these penetration tests are below:

· Kali Linux
· Social engineering toolkit (SET)
· Aircrack-NG
· Metasploit

Kali Linux houses over 600 penetration testing tools suited to a range of potential scenarios. While Kali Linux has its own penetration testing capabilities, the overall result is much more effective when paired with other specific tools within the Kali Linux kit. Kali Linux includes a regularly updated base of tools specifically designed for all situations [8,9]

Social engineering toolkit (SET) has a range of tools suited to launching social engineering focused attacks such as phishing. SET can create clones of common websites such as Facebook, which can be used to deceive unsuspecting users into entering login details which are then sent to the malicious hacker. The hacker can then use these credentials to send further phishing attempts to contacts of the target, extending the reach of an attack from 1 target to potentially 100s. [11]

Aircrack-NG is a tool that allows attacks on Wi-Fi connections. Aircrack-NG can be used in a MITM attack to eavesdrop on network traffic, to crack Wi-Fi passwords or create rogue access points. Rogue access points can seem like a normal public Wi-Fi connection and users may connect to it without suspecting anything. Any information gained from these attacks can be sold, used for personal gain or even used to blackmail targets. [9]

Metasploit holds a large database of available exploits to launch, as well as having the ability to create custom payloads to be used in cyberattacks. Metasploit is interlinked with some other tools such as SET, where functions are shared. Metasploit can be used to launch DoS attacks on networks on a network which can cause massive performance drops and even complete failure of the network. [10]
Aims and Objectives

Aim
· Analyse the process of user/device targeted cyber attacks such as phishing, man in the middle attacks and denial of service attacks using penetration testing tools

Objectives
· Provide a critical literature review covering cybersecurity attacks that target specific users and devices
· Perform or simulate the penetration testing techniques above (Phishing, Man in the middle and Denial of service attacks.)
· Provide detailed documentation of the results gathered during testing
· Analyse the results of the penetration testing process
· Recommend steps to prevent or reduce the potential damage cause by future attacks

Research Methodology

Before proceeding with the research project, a research philosophy, research approach and research strategy that best fits the aims of the project must be chosen and implemented. The aim of this project is to analyse process of cyberattacks using penetration testing tools. The methods must be chosen based on the characteristics of the project such as data, strategies and limitations. The methods of analysing the results created from using the penetration testing tools must also be considered when selecting appropriate research methodologies.

This project will make use of the relevant aspects of the research onion detailed below:
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Research Philosophy

Positivism is the most appropriate research philosophy for this project. The project aims to analyse the process of user targeted attacks through the use of penetration testing tools. It can be expected that penetration testing results can be replicated using the exact same penetration testing tool versions as well as hardware and software versions and configurations. The project deliverables that should be able to scientifically replicated are shown below:

· Penetration testing success or failures
· Level of access achieved during successful penetration testing
· Denial of service metrics (e.g. network speeds under attack, delay or complete service shutdown)
· Password cracking times
· Discoverability of penetration testing 

Research Approach

An appropriate research approach must be selected to go alongside the research philosophy. Due to the aims of this project, deduction would be the best approach. This project aims to analyse the data of penetration testing results which can range from network speeds/delays during successful attacks to network password cracking times based on password length/complexity. Conclusions will be able to be drawn from penetration testing data gathered during the project as well as tests carried out in research both before and after the project has concluded.

Research Strategies

The strategies employed during this project must facilitate the generation and collection of penetration testing data. The data must be able to be critically analysed. Using the latest versions of penetration tools and following the current and up to date procedures will ensure data is as relevant and as accurate as possible.

Using the mixed methods research strategy which involves carrying out both the generation and collection of the data throughout the project will guarantee that the data to be analysed is both as accurate and reliable as possible.

The project will therefor use experimental strategies in the form of penetration testing to allow the generation and collection of data that is to be analysed. The penetration testing will be performed on an isolated network setup consisting of a user device such as a laptop with a Wi-Fi connection.
Experimentation

The experimentation aspect of the project is based on an isolated hardware/network environment. The target of the penetration testing will be a laptop connected to a wireless router. The penetration tests that will be performed and demonstrated will be:

· Phishing – Demonstrate the capabilities and situations of a phishing attack as well as how it could play out, including the extent of the damage that could be caused by such an attack. [2,3]
· Man in the middle attack – A man in the middle attack will be performed to demonstrate the risks and capabilities of such an attack on a targeted user. A successful MITM attack presents the attacker numerous new attack angles that they may choose to pursue [4,5]
· Denial of Service – A denial of service attack can render a targeted user’s internet connection useless by flooding the targeted user’s router with request packets. [6-8]

Overall, these specific attack methods will demonstrate the risks and potential damage that can be caused to a targeted user’s system. The extent of damage that some of these attacks could cause can be limitless. 

For example, a successful phishing attack manages to manipulate a user into clicking on a link or downloading a file. The potential damage caused by a malicious file or link can be devastating. The downloaded file can include any custom attack that the attacker wishes to use such as a keylogger or remote execution capabilities, which could lead to accessing confidential data. [2,3]

Due to using up to date and current penetration testing tools, as well as targeting current potential targets in a single user’s device, all results and data should be able to replicated using the same equipment and software/hardware versions.

Below is the list of penetration testing tools that will be used during the project, along with the targets, aims, possible damage and post-attack potential of each tool.
	Penetration Testing Tool
	Target 
	Aim
	Possible damage
	Post successful attack potential

	Social Engineering Toolkit (Phishing) [2,3,11]
	Mass email recipients perhaps from leaked email lists

Any instant messaging app that allows transmission of links and/or files
	Deceive the target into visiting fake websites or downloading malicious files
	· Stolen authentication information 
· ID theft
· Stolen/destroyed files
· Undetected malicious activity
	Massive potential for further attacks. Gaining the targets login details or manipulating them into downloading malicious files opens up numerous attack vectors.

Stolen data can be sold or used for personal gain.

Information gained from user’s login details such as personal conversations or images can be used to blackmail users.

Malicious hacker can remain dormant on a system until enough information has been stolen.

	Aircrack-NG (MITM) [4,5,9]
	Wi-Fi users
	Launch attacks on Wi-Fi connections and Wi-Fi connected users
	· Crack Wi-Fi passwords
· Monitor targeted user activity
· Establish rogue access points

	Once access to a Wi-Fi connection is gained, any user who connects to that Wi-Fi can be compromised. 

Rogue access points can attract unsuspecting users.

Stolen data can be used for personal gain or used to extort/blackmail targeted users.

	Metasploit (DoS) [6-8,10]
	Network performance

Network user
	Render a targeted network useless due to packet flooding
	· Bring network usage to a halt as the network fails to perform due to being overloaded
	Extort targets with the promise of stopping the attack and allowing the network to resume functionality.

	Kali Linux [8,9]

	Kali Linux is a Linux distribution that houses 100s of penetration testing tools including those mentioned above. While kali Linux by itself has its own penetration testing capabilities, the operating system performs best when utilising the capabilities of specifically designed tools such as those above. 
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Limitations

Penetration testing can result in harmful results in the real world, ranging from minor annoyances such as having to reimage machines to extreme data theft/destruction. Therefor it would be unreasonable to launch said penetration test on a live system or real users. 

To circumvent this, the project will be carried out on an isolated network setup consisting of a laptop with a Wi-Fi connection to a wireless router in the network labs. This will ensure that no personal data is accessed during testing, and no harm can be caused to a running network. This approach will also adhere to the required ethical and moral guidelines set for the project.

Data generation and analysis

Data generated during this project will be in the form of penetration test outputs during the aforementioned penetration testing methods. The data will be captured in screenshot form and analysed depending on the resulting data.

Analysis of results will be based on:
· Success/failures of attacks
· Extent of penetration during testing (e.g. data accessed/control gained)
· Data extraction (type of data, amount of data)
· Potential for further penetration (gain deeper access/launch further attacks)
· Detectability
· Network statistics during DoS attack (Delay/bandwidth)
· Wi-Fi password cracking times




Risks

Due to this project being completed within the universities isolated Cisco network lab, there is a very low risk of damage being caused to the University network. Ensuring proper procedures are followed and no unnecessary actions are performed when using the penetration testing tools, no serious problems should arise.

This project relies on access to Kali Linux as well as a laptop and wireless router to perform the tasks set for the project. Kali Linux is a free and widely available open source software with access to over 600 penetration testing tools. Kali Linux will be booted from a reliable USB drive, with backups available if needed in the form of virtual box implementation. The laptop will be supplied by the university with a home laptop available as backup. The wireless router will also be supplied by the university with replacements available if required.

Ethical issues must always be considered when performing penetration testing, as the potential damage to be caused to a person or business and their data/software/hardware can be severe. To avoid such risks, the project will not exceed the boundaries of the isolated network setup.

The worst case scenario that could cause problems for his project remains to be the lockdown and temporary shutting of Universities due to Covid-19. Should the lockdown persist throughout the university year, it is advised that the project resort to a purely theoretical project with the resources available.

If the University labs are unable to be accessed during the project, it may be possible to carry out some if not all of the above penetration tests in a simulated environment. Precautions will be taken to ensure the utmost probabilities of being able to carry out the project such as preinstalling Kali Linux on a laptop or USB as well as any other required programs that are available in the Cisco network lab.

Overall if the project is carried out as expected, there will be absolutely zero chance for any damage beyond the isolated network that the penetration tests are to be performed on.


Analysis and Deliverables


As detailed in the data generation and analysis section above, there is a wide range of data that may be created analysed throughout this project. Different types of penetration tests create different analytic data. 

Here are some test specific deliverables that may be analysed during the project:

Phishing attack
· Successful/unsuccessful attack
· Potential targets of attacks
· Potential attacks angles available following successful attacks
· Available defences to attacks

Man in the middle attack
· Successful/unsuccessful attack
· Potential targets of attacks
· Range of data accessed
· Potential attacks angles available following successful attacks
· Available defences to attacks

DoS attack
· Successful/unsuccessful attack
· Potential targets of attacks
· Network performance during DoS
· Delay during DoS
· Recovery time after DoS ceases
· Available defences to attacks

For the project to be considered a success, the process and risks of malicious attacks on a single target user will have been documented and critically analysed, with success and failures of penetration tests examined, and follow ups of each testing scenario regarding increasing security or further attacks as a result of prior successful attacks.





Resources and planning

Physical Resources

The project is expected to be carried out in the network labs of the IQ building. Making use of the network hardware available to construct an isolated target to begin penetration testing on. The penetration testing tools will be available inside Kali Linux which will be booted from a bootable USB drive.

A laptop will be available from the network lab as well as the wireless router to allow the setup of the penetration testing target.

Human Resources

This particular project does not require additional people, however the results of the penetration testing during the project can be observed as being the attacking of a single user target scenario. All testing will be carried out in the available Cisco network labs in the IQ building.





Gantt Chart
[image: ]








Figure 3. Gantt Chart

This Gantt chart projects the expected course of completion for the project, involving each step along the way as well as start and end dates. The Gantt chart will be revisited regularly to ensure the project is on course to be completed on time, as well as make any required modifications.
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(this box should expand as you type)


	Use of documentation not in the public domain: Are any documents NOT publicly available?   

	NO
	☒

	
	YES
	☐

	If Yes, please provide details here of how you will gain access to specific documentation that is not in the public domain and that this is in accordance with prevailing data protection law of the country in question and England and Wales.



(this box should expand as you type)





SECTION F: Scope of Research Activity
	Will the research activity include:
	
YES
	
NO

	Use of a questionnaire or similar research instrument?
	☐
	☒

	Use of interviews?
	☐
	☒

	Use of diaries?
	☐
	☒

	Participant observation with their knowledge?
	☐
	☒

	Participant observation without their knowledge?
	☐
	☒

	Use of video or audio recording?
	☐
	☒

	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	Investigation of participants involved in illegal activities?
	☐
	☒

	Use of procedures that involve deception?
	☐
	☒

	Administration of any substance, agent or placebo?
	☐
	☒

	Working with live vertebrate animals?
	☐
	☒

	Other primary data collection methods, please explain in this box
For example, ‘focus groups’. Please indicate the type of data collection method(s) in this box and tick the accompany box.
	☐
	☒

	Details of any other primary data collection method:



(this box should expand as you type)
	
	


If NO to every question, then the research activity is (ethically) low risk and may be exempt from some of the following sections (please refer to Guidance Notes).

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 



SECTION G: Intended Participants
	Who are the intended participants:
	
YES
	
NO

	Students or staff at the University?
	☐
	☐

	Adults (over the age of 18 and competent to give consent)?
	☐
	☐

	Vulnerable adults?
	☐
	☐

	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	☐

	Prisoners?
	☐
	☐

	Young offenders?
	☐
	☐

	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☐

	People engaged in illegal activities?
	☐
	☐

	Others (please identify specifically any group who may be unable to give consent) please indicate here and tick the appropriate box.

	☐
	☐

	Other – please indicate here:



(this box should expand as you type)
	
	



	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	How many participants are expected?

	


(this box should expand as you type)

	Who will the participants be?

	


(this box should expand as you type)

	How will you identify the participants?
	


(this box should expand as you type)





	Information for participants:
	
YES
	NO
	
N/A

	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☐
	☐
	☐

	Will you tell participants that their participation is voluntary?
	☐
	☐
	☐

	Will you obtain written consent for participation?
	☐
	☐
	☐

	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☐
	☐
	☐

	If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	☐

	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☐
	☐
	☐

	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	☐

	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☐
	☐
	☐

	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☐
	☐
	☐

	If NO to any of above questions, please give an explanation 

	


(this box should expand as you type)



	Information for participants:
	
YES
	NO
	
N/A

	Will participants be paid?
	☐
	☐
	☐

	Is specialist electrical or other equipment to be used with participants?
	☐
	☐
	☐

	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	☐

	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☐
	☐

	If YES to any question, please provide full details 

	


(this box should expand as you type)





SECTION H: Anticipated Risks
	
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them. 

If you have completed a full risk assessment (for example as required by a laboratory, or external research collaborator) you may append that to this form.  

	Full risk assessment completed and appended? 

	Yes 
	☐

	
	No
	☐

	Risks to participants
For example: emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information

	Risk to Participant: 



(this box should expand as you type)
	How will you mitigate the Risk to Participant



(this box should expand as you type)

	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	


(this box should expand as you type)

	Risks to investigator
For example: personal safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	Risk to Investigator: Zero risk, carried out in isolated network environment in network labs




(this box should expand as you type)
	How will you mitigate the Risk to Investigator:



(this box should expand as you type)

	University/institutional risks
For example: adverse publicity, financial loss, data protection

	Risk to University: Zero risk, carried out in isolated network environment in network labs. No handling of data.



(this box should expand as you type)
	How will you mitigate the Risk to University:



(this box should expand as you type)



	Disclosure and Barring Service

	If the research activity involves children or vulnerable adults, a Disclosure and Barring Service (DBS) certificate must be obtained before any contact with such participants.
	YES

	NO

	N/A


	Does your research require you to hold a current DBS Certificate?
	☐
	☐
	☒





SECTION I: Feedback, Consent and Confidentiality
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	


(this box should expand as you type)

	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	


(this box should expand as you type)

	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 

	


(this box should expand as you type)





SECTION J: Data Protection and Storage
In completing this section refer to the University’s Research Data Management Policy and the extensive resources on the University’s Research Data Management web pages (http://uwtsd.ac.uk/library/research-data-management/).
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
	☐
	☒

	If YES, provide a description of the data and explain why this data needs to be collected:

	


(this box should expand as you type)

	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	
☐
	
☒

	If YES, provide a description of the special category data and explain why this data needs to be collected:

	


(this box should expand as you type)


	
Will the research activity involve storing personal data and/or special category data on one of the following:
	YES
	NO

	Manual files (i.e. in paper form)?
	☐
	☒

	University computers?
	☐
	☒

	Private company computers?
	☐
	☒

	Home or other personal computers?
	☐
	☒

	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☐
	☒

	“Cloud” storage or websites?
	☐
	☒

	Other – specify:

	☐
	☒

	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of password protection, encryption, anonymisation and pseudonymisation:

	

(this box should expand as you type)

	All Data Storage

	Will the research activity involve any of the following activities:
	YES
	NO

	Electronic transfer of data in any form?
	☐
	☒

	Sharing of data with others at the University?
	☐
	☒

	Sharing of data with other organisations?
	☐
	☒

	Export of data outside the European Union or importing of data from outside the UK?
	☐
	☒

	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	Publication of data that might allow identification of individuals?
	☐
	☒

	Use of data management system?
	☐
	☒

	Data archiving?
	☐
	☒

	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and DPA (and/or any international equivalent):

	


(this box should expand as you type)

	List all who will have access to the data generated by the research activity:

	


(this box should expand as you type)

	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	


(this box should expand as you type)

	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. Will data be archived – if so how and if not why not.  

	


(this box should expand as you type)

	Please indicate if your data will be stored in the UWTSD Research Data Repository (see https://researchdata.uwtsd.ac.uk/ ).   If so please explain. (Most relevant to academic staff) 

	


(this box should expand as you type)

	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)

	YES
	☐

	
	NO
	☐

	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	YES
	☐

	
	NO
	☐





SECTION K: Declaration
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	Signature of applicant:
	R Jones
	Date:11/04/2020




For STUDENT Submissions:
	Director of Studies/Supervisor:
	
	Date:

	Signature:
	

	



For STAFF Submissions:
	Academic Director/ Assistant Dean:
	
	Date:

	Signature:
	

	



Checklist: Please complete the checklist below to ensure that you have completed the form according to the guidelines and attached any required documentation:
	☒
	I have read the guidance notes supplied before completing the form.

	☒
	I have completed ALL RELEVANT sections of the form in full.

	☒
	I confirm that the research activity has received approval in principle

	☐
	I have attached a copy of final/interim approval from external organisation (where appropriate)

	☐
	I have attached a full risk assessment (and have NOT completed Section H of this form) (where appropriate)  ONLY TICK IF YOU HAVE ATTACHED A FULL RISK ASSESSMENT

	☒
	I understand that it is my responsibility to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice.

	☒
	I understand that before commencing data collection all documents aimed at respondents (including information sheets, consent forms, questionnaires, interview schedules etc.) must be confirmed by the DoS/Supervisor, module tutor or Academic Director.

	☒

	I have deleted the guidance notes before submitting the PG2 for consideration






	RESEARCH STUDENTS AND STAFF ONLY
All communications relating to this application during its processing must be in writing and emailed to pgresearch@uwtsd.ac.uk , with the title ‘Ethical Approval’ followed by your name.
You will be informed of the outcome of your claim by email; therefore it is important that you check your University and personal email accounts regularly.



STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit  this form (and receive the outcome) via systems explained to you by the supervisor/module leader.

This form is available electronically from the Academic Office web pages: https://www.uwtsd.ac.uk/academic-office/appendices-and-forms/ 



Application Process

All staff research projects and all research students must submit the Ethical Approval Form to the University Research Ethics Committee via the Academic Office (pgresearch@uwtsd.ac.uk).   Staff research directly in relation to personal study for taught undergraduate or Masters programmes should be submitted via the Institute procedures explained below.

Taught masters and taught undergraduate research Ethical Approval Forms are considered within Institutes.  Institutes will provide details of the specific processes for this.  Where the Ethical issues within any single ethical application are of particular concern the Institute will refer these to the University Research Ethics Committee.   Any student activity that involves the collection of primary data needs to undergo Ethical approval, this includes assignment work as well as dissertations.   
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Figure 1. Research Onion [12]
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Figure 2. Penetration testing tool comparison table
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