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[bookmark: _Toc215761887]Task 1
[bookmark: _Toc215761888]Research on Hypervisors 
Hypervisors provide the abstraction layer that allows multiple virtual machines (VMs) to share the same physical hardware while each VM behaves as an independent system. In a Type 1 (bare-metal) architecture, the hypervisor runs directly on the hardware and manages guest operating systems without relying on a host OS. This tends to offer better performance, isolation, and security because there are fewer software layers between the VM and the hardware [1]. Products such as VMware ESXi and Microsoft Hyper-V Server follow this model and are widely used in data centres for scalable and highly available deployments.
By contrast, Type 2 (hosted) hypervisors, such as Oracle VirtualBox, run as applications on top of an existing operating system. They are easier to install and are more appropriate where the same physical machine is also used for regular desktop tasks or where hardware resources are limited [1]. For the given topology hosting Windows Server 2022, a Debian server, and multiple clients on a single workstation the Type 2 approach is more realistic. It supports experimentation, snapshotting and internal networks without requiring dedicated server hardware or complex storage infrastructure.
Although a Type 1 solution would provide stronger performance and scalability for large-scale production use, the SWANSEA.ACCA lab environment is constrained by student hardware and is focused on teaching concepts rather than delivering enterprise throughput. A Type 2 hypervisor such as VirtualBox therefore offers the best balance between flexibility, multi-OS compatibility and the ability to model enhanced topologies on a single machine [1].

[bookmark: _Toc215761889]Research on IP Addressing 
IP addressing underpins how data travels from one computer to another, both on local networks and across the Internet. During the group activity, we discussed how application data is segmented into packets, each carrying a source and destination IP address so routers can forward traffic hop-by-hop until it reaches the correct host [2]. Without structured IP addressing, routers would have no scalable way to decide where to send packets, and switches would be limited to local frame forwarding only.
IPv4 uses a 32-bit address space, usually written in dotted-decimal form (e.g. 192.168.1.10), whereas IPv6 extends this to 128 bits, written in hexadecimal groups (e.g. 2001:db8::1) to support a vastly larger number of devices [3], [4]. Both protocols embed network and host portions in the address, which can be controlled using a prefix length such as /24 or /64. Through subnetting, an organisation can divide a larger block into smaller subnets, improving address utilisation, supporting hierarchical routing and reducing broadcast traffic [2]. For example, using 192.168.1.0/24 for one internal network and 192.168.2.0/24 for another allows clear separation between Windows and Linux segments.
In practice, IP addressing contributes to network effectiveness by enabling route aggregation, efficient lookup in routing tables and clear security boundaries. In the given topology, well-planned IPv4 subnets allow the Debian and Windows servers to allocate addresses via DHCP, while still enforcing isolation between different internal networks. This structured approach reflects the layered model presented in networking literature, where addressing, forwarding and routing work together to deliver end-to-end connectivity [2], [3].

[bookmark: _Toc215761890]Research on Routing 
Routing is the process of selecting paths across interconnected networks so that IP packets can travel from a source subnet to a destination subnet. Routers maintain routing tables that map destination prefixes to outgoing interfaces, and routing protocols determine how these tables are populated and updated [2]. In small environments, static routing is often used: routes are configured manually by the administrator. This gives precise control and predictable behaviour but requires manual changes whenever the topology is modified [2].
In larger or more dynamic environments, dynamic routing protocols such as RIP, OSPF or BGP automatically exchange reachability information between routers. They adapt to link failures, changing metrics and new subnets, which improves resilience and reduces operational overhead but at the cost of additional protocol complexity and processing [2]. Dynamic protocols are therefore better suited to enterprise or ISP-grade networks where topology changes are common.
For the VirtualBox-based lab topology, in which a Debian Server acts as a DHCP relay and also forwards traffic between a Linux internal network and a Windows internal network, static routing is more appropriate. The number of routers and subnets is small, and the paths between them are fixed. By configuring explicit static routes on the Debian server and, where necessary, on the Windows server, students can clearly see how traffic flows between internal networks without the extra abstraction of a dynamic protocol. This aligns with educational objectives: the focus is on understanding how routes influence connectivity rather than on mastering the details of complex routing algorithms [2]. Static routing therefore offers transparency, simplicity and sufficient functionality for this lab environment.

[bookmark: _Toc215761891]Research on Network Services
Several core network services work together to support secure, manageable and scalable enterprise environments. VPNs (Virtual Private Networks) create encrypted tunnels over untrusted networks, typically using protocols such as TLS or IPsec, so that remote users can access internal resources as if they were on the local LAN [6]. This is essential for protecting confidentiality and integrity when traffic traverses the public Internet.
DHCP automates the assignment of IP configuration parameters, including addresses, default gateways and DNS servers, which significantly reduces manual administration and configuration errors [5]. In routed environments, DHCP relay agents forward client broadcast requests across subnets, allowing a central DHCP server—such as the Windows Server in this topology to serve multiple internal networks. This fits well with the Debian server’s role as a relay.
Active Directory Domain Services (AD DS) provides centralised authentication, authorisation and directory services for Windows-based clients, enabling Group Policy, account management and role-based access control. Integrating Debian and Windows clients into a common domain such as SWANSEA.ACCA supports unified identity management while still allowing heterogeneous operating systems.
Finally, Certificate Authorities (CAs) issue and manage digital certificates that underpin trust in VPNs, HTTPS and other secure services. Certificates bind public keys to identities, allowing clients to verify that they are communicating with legitimate servers and enabling mutual authentication [6]. In a well-designed domain environment, AD CS (Active Directory Certificate Services) or an external CA can be used to automate certificate enrolment and renewal.
Best practice for these services emphasises defence-in-depth: hardening servers, applying least privilege, enforcing strong authentication, monitoring logs and regularly reviewing configuration against organisational security policies [2], [5], [6].




[bookmark: _Toc215761892]Task 2
[bookmark: _Toc215761893]2.1 Hypervisor: Oracle VirtualBox Manager.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
In this step, I accessed the official VirtualBox website to begin the installation process by first locating the software from its primary and trusted source. The homepage displayed an overview describing VirtualBox as a free and open-source virtualisation platform, commonly used for creating and managing multiple operating systems on a single physical computer. By reviewing the information provided, I ensured that the tool offered compatibility with my system requirements. On the right side of the page, I identified the blue “Download” button, which is the essential link used to obtain the installer for my specific operating system. This marked the starting point of setting up the hypervisor environment needed for the rest of the task.
[bookmark: _Toc215761894]2.2.1 Evidence of Download and installation.
Creation of Virtual machine windows 1 and 2.
[image: A screenshot of a computer
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This screenshot provides evidence of the successful creation of two Windows-based virtual machines inside VirtualBox. The first machine, named “Server_1,” represents the Windows Server system, and it is shown running, confirming that it boots correctly and is operational. The second machine labelled “Client4,” represents the Windows Client system. Although not running at this moment, the screenshot shows that it has been fully created, saved, and configured. This stage demonstrates that both virtual machines were properly installed, assigned resources such as memory and storage, and are ready for use in the next networking and configuration steps.
[bookmark: _Toc215761895]Creation of Virtual machine Linux Devian 1 and 2.
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This screenshot shows the creation of two Linux-based virtual machines running Debian. Both VMs are visible in the VirtualBox Manager, with the Linux Server and the Linux Client machines running successfully. The right-side panel displays the hardware configuration of the selected Linux Client machine, including settings such as processor allocation, memory usage, disk size, and network adapter type. This confirms that both Linux virtual machines have been properly deployed, allowing them to be used in the internal network configuration and communication tests required later in the task.
Installation of windows and Linux OS.[image: A screenshot of a computer
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The set of screenshots document the moment when all four virtual machines two Windows and two Linux were powered on after the installation of their respective operating systems. Each machine successfully boots into its desktop environment, demonstrating that the installation process was completed without errors. This also verifies that each system image is functioning as intended, allowing software, networking tools, and commands to be executed. By showing the desktops of all four machines, the screenshots confirm the operational readiness of the complete virtual environment.



[bookmark: _Toc215761896]2.2.2 Deploy your network as per the given topology:
Creation of Network with Internal Network for windows.
[image: A computer screen shot of a network
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This screenshot illustrates the configuration of the Windows Server virtual machine’s network adapter. The connection type is set to “Internal Network,” which restricts communication exclusively to other virtual machines connected to the same internal network name. This isolation ensures that the Windows Server can interact only with the Windows Client VM and not with the host computer or the internet. This is an essential step in recreating a controlled and secure network topology for testing internal communication.
2 Creation of Network with Internal Network for Linux.
[image: A computer screen shot of a computer
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This screenshot shows the Linux Server virtual machine being assigned to an Internal Network as well. In the adapter settings, the network name “Linux Server” has been applied so it can communicate with its Linux Client counterpart. Setting both Linux machines to the same internal network ensures that they can exchange packets and perform connectivity tests later. This setup replicates a small, isolated Linux-based LAN within the virtual environment.
Evidence of 2 Windows PCs are connected with Internal Network.
[image: A computer screen shot of a network
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These screenshots confirm that the two Windows virtual machines are properly connected to the same Internal Network. Both the Windows Server and Windows Client are configured with matching internal network names, allowing them to communicate directly with each other. This configuration is critical for testing Windows-to-Windows connectivity, and the matching network mode ensures that both machines share the same broadcast domain and IP address range.






Evidence of 2 Linux PCs are connected with Internal Network2.
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These screenshots demonstrate that the Linux Client and Linux Server virtual machines are both connected to the same internal network segment. Their network adapters are assigned to identical Internal Network names, ensuring that the two virtual machines can interact within the same isolated Linux-only environment. This setup is essential for validating proper Linux-to-Linux communication using tools such as ping and ip commands.
2.2.3 IP addressing:
2.3.1. Use appropriate IP addresses to configure your network.
Evidence of IP addresses set up in 2 Windows and 2 Linux machine.
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This set of screenshots provides the assigned IP address information for both Windows and Linux machines. On Windows systems, the ipconfig command is used, displaying details such as IPv4 address, subnet mask, and interface name. For the Linux machines, the ip add show command outputs similar information for each network interface. Together, these screenshots confirm that each virtual machine has been assigned an appropriate and unique IP address within its internal network range. This ensures correct routing and reachability between devices in the same network segment.
[bookmark: _Toc215761897]2.3.2. The above topology gives network address for the networks
Network IP address from Internal Network1 for windows.
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This screenshot highlights the configuration of a static IPv4 address for the Windows Server system. In the network adapter properties, the option to manually enter an IP address has been selected, and the address 192.168.1.1 with subnet mask 255.255.255.0 has been applied. Assigning a manual IP ensures the machine has a consistent and predictable network identity, which is essential for network services, testing, and internal communication processes.










Network IP address from Internal Network 2 for Linux.
[image: A screenshot of a computer
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This screenshot shows the Linux Server being configured with a manual IP address using the graphical network settings. The IPv4 method is set to “Manual,” and the static IP address 192.168.2.1/24 has been entered. This configuration establishes the Linux Server as the primary device in its internal network segment, ensuring stable connectivity with the Linux Client. The use of a /24 netmask confirms that the Linux network uses a standard Class C addressing scheme.

[bookmark: _Toc215761898]2.4. Test and Troubleshoot You need to achieve the following: 
2.4.1. Perform Connectivity tests 
Outcome 1: Successful connectivity within Linux network.
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These screenshots will demonstrate successful communication between the Linux Server and Linux Client. Typically, this is verified using commands such as ping, which shows that packets sent from one Linux machine are received by the other without loss. This confirms that both Linux virtual machines are correctly configured and can communicate over their assigned internal network.


Successful connectivity within windows network. [image: A screenshot of a computer
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These screenshots will demonstrate successful communication between the Windows Server and Windows Client. Using commands like ping in Command Prompt, the results should show replies between the machines, indicating that their internal network configuration and IP addressing are functioning correctly.
Outcome 2: Unsuccessful connectivity between Linux and windows networks.
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These screenshots will show that connectivity between the Windows and Linux internal network segments fails. This is expected because each set of machines was intentionally placed in separate isolated internal networks, preventing cross-communication. The failed ping attempts confirm that the network segmentation is correctly implemented.


[bookmark: _Toc215761899]Task 3
[bookmark: _Toc215761900]Technical Reflection
During the deployment and testing stages in Task 2, I encountered several technical challenges that required systematic troubleshooting. One of the first issues involved IP address conflicts within the internal networks. When configuring the Windows and Linux machines, a duplicate IP was mistakenly assigned, which resulted in dropped pings and unreachable hosts. I diagnosed this by using ipconfig on Windows and ip add show on Debian to verify each device’s IPv4 configuration. Once the conflict was identified, I reassigned unique static IPs based on the subnet plan, which immediately restored connectivity.
Another challenge involved DNS resolution failures when joining the Windows Client to the domain. The client could not locate the domain controller because the DNS server entry was incorrect. By inspecting the network adapter settings and using nslookup, I confirmed that the DNS server was not pointing to the Windows Server. After correcting the DNS configuration, the domain join process completed successfully.
Additionally, the firewall configuration on Debian initially blocked ping traffic between networks. Using ufw status and reviewing iptables rules helped identify blocked ICMP requests. Allowing ICMP echo traffic resolved the issue and enabled proper connectivity testing. These troubleshooting steps strengthened my understanding of network diagnostics and reinforced the importance of systematic verification.

[bookmark: _Toc215761901]Personal Reflection
Task 2 gave me valuable hands-on experience in deploying, configuring, and testing a multi-OS virtual network. I learned the importance of careful planning, especially when working with IP addressing, internal networks, and services like DHCP and DNS. When issues occurred, I realised how essential patience and structured problem-solving are in real networking environments. This task boosted my confidence and improved my technical discipline, preparing me for more advanced networking scenarios.
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