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	Global Learning Institute (GLI) is an educational institution that offers certification programs and online courses and has been using on-premises servers for managing its IT infrastructure. However, considering the limitations of their existing infrastructure and the affordability and scalability of the cloud providers nowadays, they are planning a transition to Azure cloud services. This migration would be able to address GLI’s current challenges of maintaining the expensive, vulnerable and limited infrastructure. The purpose of the company’s migration to the cloud is also to improve scalability, cost-effectiveness and reliability so they can comply with the increasing demand for courses and certifications. 
	The main responsibilities of a Cloud Architect working with GLI is to assist with this transition by developing and implementing an appropriate cloud strategy for the institution. Using Azure Total Cost of Ownership (TCO) Calculator to estimate the savings cost following a migration from on-premises to cloud services and optimising Azure’s available free services to help GLI transition are part of the obligations of the institution’s Cloud Architect. Additionally, demonstrating the moving of the current databases and file storage system to Azure Databases and Azure File Storage along with Azure policies for backup and disaster recovery complement the content of this report. 
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The cost of migration of the on-premises servers to Azure cloud services can be affected by many factors including the variety of specific resources and services which are used and the settings that has been set on them. The location of those resources and services also matters because of the global distribution of the Azure infrastructure consisting of more than 300 data centres spread across 60 geographical regions. [1]
However, an extremely useful Azure tool is the Total Cost of Ownership (TCO) Calculator which generates an assessment of the cost of running the on-premises infrastructure compared to the anticipated cost of the configuration entered in the Azure Cloud infrastructure. The Azure TCO Calculator starts with the user inputting details of the current servers, databases, storage and networking that they are using. Then the TCO provides different assumptions and options of the cloud services and issues a customized report with graphs and charts displaying the estimated difference between the two infrastructures highlighting the actual value that the customer may achieve. [2]
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Description automatically generated]Based on the provided information about GLI, a good assumption would be to say that currently there operate 10 physical servers each with quad-core CPUs and 64 GB RAM, a database and storage with capacity to accommodate the present GLI’s needs, and network and IT labour usage which are a significantly reduced expense when transitioned to Azure. 
	(Figure 01)
[image: A graph with a line]Overall, GLI is estimated to save £87,507 from running workloads with Microsoft Azure over 3-year period in the UK South region. The graph on Figure 02 illustrates how savings add up over the years with the green coloured line representing the Azure usage.
		(Figure 02)
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	(Figure 03)
	Figure 03 represents on the left graph the TCO of how different resources are being used on-premises and on the right graph the decreasing cost of some categories when migrated to Azure. It can be noted that there is a significant cost reduction in Networking, Storage and IT Labour usage in the cloud, while the demand for Data centre and Electricity resources completely vanishes (Figure 04). These estimates are based on the configuration submitted previously and it is interesting to note that declining trend of various resources. 

[image: A screenshot of a graph]
	(Figure 04)

	Overall, the TCO Calculator is a valuable tool for all businesses planning to transition to the cloud and is very helpful in providing all the information for informed decision-making process. TCO Calculator assists with optimizing the spending with a comprehensive analysis of the cost estimation as well as forecasting for the next 1 to 5 years as a timeframe. [3]
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	Azure File Storage is a service offered by Microsoft Azure that is typically used for storing files, tables, messages and other different types of information. Azure File Storage is excellent option for file sharing in the cloud because those files can be accessed literally from everywhere securely. Azure File Storage is especially useful for organizations like GLI which are looking to migrate their on-premises files to the cloud. Azure File Storage contains various types of storage accounts – Blob storage, File storage, Queue storage, Table Storage. Blob storage has several tier options based on the data access patterns – hot, cool and archive tiers. Hot tiers are best for frequently accessed data, respectively cool tiers are used for infrequently accessed data. [4][5]
	Azure File Storage can significantly ease GLI’s work by providing an excellent scalable, durable, secure and accessible solution. The resources can quickly be scaled up and down based on the demand and can easily accommodate the expansion. Azure File Storage provides built-in data replication and redundancy across multiple data centres which ensures high durability and availability of the files stored. This helps mitigating the risks of hardware failures, natural disasters or power outages that GLI is currently threatened with the on-premises servers. Additionally, Azure File Storage is completely managed by Microsoft which reduces the operational cost on GLI’s IT staff as seen above in the TCO Calculator report. Azure File Storage offers a high security profile with data encryption, access controls and other integrated security features. 
[image: A screenshot of Azure File Storage]	Azure File Storage for GLI is implemented first by creating a Storage account from the Azure Portal as pictured in Figures 05 and 06 below. Location is set to the closest available which is UK South in this case. 
(Figure 05)

[image: A screenshot]
	(Figure 06)
[image: A screenshot ]In Replication setting Read-access geo-redundant storage (RA-GRS) is the best suitable option for GLI because of its intermediate option with failover capability in a secondary region as well as the backup availability. 
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Description automatically generated]										(Figure 07)
After creating the storage account, clicking the button ‘Go to resources’ opens the Overview page of the created storage account where different options can be performed (Figure 07). For instance, clicking the Upload button opens a window with option for the user to upload their files which then can be seen in Containers (Figure 08).


	(Figure 08)
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Description automatically generated]The option for File Share is also located in this menu and after creating a file share, different share-level permissions can be adjusted as well as the number of days the file will be available for sharing. (Figure 09, 10).
[image: A screenshot of a computer

Description automatically generated]
(Figure 09)
        (Figure 10)
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There exist many different types of databases in Microsoft Azure – Azure Database for MySQL, Azure Database for PostgreSQL, Oracle Database, Azure Database for Maria DB, Qdrant Vector Database and many more. Each of those databases offer various database options based on the specific use cases and requirements. However, for storing GLI’s user profiles Azure SQL Database would be the most appropriate option. This is because of its high-performance, reliability, security, the ease of management and the compatibility with existing SQL server applications. It is based on the latest stable Microsoft SQL database engine version. [6]
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Description automatically generated]Azure SQL Database is a relational database service built on SQL Server. It offers high availability, scalability and security and its structured data service is defined using relationships and schema. It allows both users and applications to upload data to the SQL Database. Creating an Azure SQL Database for GLI begins with searching for the SQL Database in the Azure Marketplace. Once the chosen database has been selected, the different configurations should be entered, refer to Figure 11.
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Description automatically generated](Figure 11)






											(Figure 12)
When the database has been created and ‘Go to resources’ button has been pressed (Figure 12), the Overview window offers the option some standard properties like the server’s name or pricing tier to be reviewed. The actual content of the database can be entered by clicking on the Query editor and typing the login credentials which have been set when creating the database. (Figure 13)
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	(Figure 13)
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	Even though cloud providers are best-known for providing reliable and secure services to their users, there is a trend of increasing cybersecurity threats and attacks which may impose risk on GLI’s data. Additionally, should any other unexpected outage or disaster occur, a strong disaster recovery plan is required to protect GLI. 
	Azure Site Recovery is a feature offered by Microsoft as a disaster recovery service. It enables the businesses to protect and recover their data by providing replication, failback and failover capabilities. Replication works by continuously replicating the data to ensure minimal loss in case of a disaster scenario, whereas failover process enables the activation of the replicated data. Failback process works by restoring the data back to its original location. Another feature of the Azure Site Recovery is the orchestration and automation processes which help in defining the order in which the machines should be recovered. Health monitor and reporting offers continuous health monitoring of the process of replication and recovery and provides detailed report of the status and performance of the disaster recovery operations. [7]
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