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INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about developing the security program. List and describe the functional components of an information security program. Discuss how to plan and staff an organization’s information security program based on its size. Explain the internal and external factors that influence the activities and organization of an information security program. List and describe the typical job titles and functions performed in the information security program. Discuss the components of a security education, training, and awareness program and explain how organizations create and manage these programs. Discuss the role of project management in information security.
Apply your understanding and knowledge from what you learnt in the lecture about the topic by answering the following: 
Please read the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Once you have done that, discuss your answers with other members on your table – 10 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice – 20 mins

Review Questions

1. What is an InfoSec program?

2. What functions constitute a complete InfoSec program? 

3. What organizational variables can influence the size and composition of an InfoSec program’s staff? 

4. What is the typical size of the security staff in a small organization? A medium-sized organization? A large organization? A very large organization? 
5. Where should an InfoSec unit be placed within an organization? Where shouldn’t it be placed? 

6. Into what four areas should the InfoSec functions be divided? 

7. What are the roles that an InfoSec professional can assume? 
8. What are the dominant InfoSec-related credentials used to document knowledge and/or experience? 

9. What are the predominant means by which individuals enter the InfoSec profession?

10. What are some of the various ways to implement an awareness program?

11. Describe the overriding benefits of education, training, and awareness. 

12. How does training differ from education? Which of the two is offered to a larger audience with regard to InfoSec? 

13. List the steps in a seven-step methodology for implementing training. 

14. When developing an awareness program, what priorities should you keep in mind? 

15. Define “project management.” Why is project management of particular interest in the field of InfoSec?

16. How can security be both a project and a process?

17. What are the 10 areas that make up the component processes of project management?

18. What are the three planning parameters that can be adjusted when a project is not being executed according to plan?

19. What is a work breakdown structure (WBS) and why is it important?

20. List and describe the various approaches to task sequencing.

Exercises
These answers will be based on circumstance and opinion and will vary for each student.
1. Assume a smaller organization has a plan to implement a security program with three full-time staff and two or three groups of part-time roles from other parts of the business. What titles and roles do you recommend for the three full-time staff? What groups would commonly supply the part-time staff? 

2. Assume that you are asked to recommend the professional credentials for certain roles in InfoSec at a larger organization. What is your recommendation for the credential to be held by the CISO? How about for an InfoSec Manager? What would be your recommended certifications for the senior technical staff? For the last question, pick three technical roles and note the job title and recommended credential for each. 

3. Search the term “security awareness” on the Internet. Choose two or three sites that offer materials and services and describe what they offer. 

4. Design three security posters on various aspects of InfoSec using a graphics presentation program and clip art. Bring the posters to class and discuss the methods you used to develop your materials. 
5. Examine your institution’s Web site and identify full-and part-time InfoSec jobs. Create an organizational chart showing the reporting structures for these individuals. 
6. Draft a work breakdown structure for the task of implementing and using a PC-based virus detection program (one that is not centrally managed). Don’t forget to include tasks to remove or quarantine any malware it finds.

7. 
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Quick Quiz 1

1. Which of the following information security roles best describe a type of specialized security administrator, and is typically responsible for analyzing and designing security solutions in a specific domain.
A. Security manager
B. Chief security officer
C. Security analyst
D. Chief information security officer

2. True or False: A CISO never reports to the CIO, and must always go through management hierarchies.

3. Which security role is typically an entry-level position responsible for monitoring some aspect of the organization’s security posture?
A. Security technicians
B. Security administrators
C. Analysts
D. Watchstanders

4. Which certification is considered to be one of the most prestigious certifications for security managers and CISOs?
A. CISA
B. CISSP
C. CND
D. CompTIA Security+

5. An organization is considered to be medium-sized when it has approximately how many devices?
A. Less than 100
B. More than 1000
C. More than 100, less than 1000
D. More than 2000


Quick Quiz 2

1. True or False: It is the CISO’s responsibility to ensure that InfoSec functions are performed within an organization.

2. All but which of the following is certification training recommended for a student focusing on managerial information security?
A. Certified Information Systems Security Professional
B. Security+
C. Certified Information Security Manager
D. Global Information Security Officer

3. Which of the following is NOT a major benefit of SETA programs?
A. They enable the organization to hold employees accountable
B. They can inform members of the organization about where to report policy violations
C. They can improve employee behavior
D. They can improve configuration rule security

4. Which of the following represents a sequence of activities or events that take the majority of time to complete on a PERT or CPM diagram?
A. Critical order
B. Absolute path
C. Slack time
D. Critical path

5. Which of the following is considered one of the least frequently implemented but most effective security methods?
A. Security Education
B. Security Certifications
C. Security Training
D. Security Awareness
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Closing Case

“Thanks, that was very helpful,” Mike Edwards said to the attorney from the corporate legal
office, who'd just given a presentation on the SETA requirements of a newly enacted state
computer crime and privacy law. “So, when does this law take effect, and how should we
comply?”

The attorney gave a full analysis of RWW's responsibilities, laying out in concrete
terms what the law required of them for a SETA program. Mike then turned to his staff of
department managers and said, “It's important that we comply with the new law. Part of this
compliance will be to develop a security education training and awareness program. | need
your help to plan our new SETA program.”

Discussion Questions
1. What elements would you recommend be included in this program?
2. What are the advantages and disadvantages to preparing the SETA program in-house
or in hiring a consulting firm to develop it?
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