







James Philip Chappel
2015997
Network Progammability
Assignment 1
15/12/2030

















1.1. Abstract.	2
1.1. Introduction.	2
2.1 Early Computer Networks: An Overview of Their Primary Functions.	2
2.2. Evolution from Hardware-Centric to Software-Centric Approaches:	3
2.3. Key Milestones in the Development of Networking Technologies:	3
3.1. How the shift towards cloud computing has impacted the industry.	4
3.2. Definition and Characteristics of Cloud Computing.	4
3.3. Virtualization as a Precursor.	5
3.4. Integration of Cloud Services.	5
3.5 Benefits of Cloud Computing for Networking.	5
3.7. Hybrid and Multi-Cloud Architectures.	6
3.8. Challenges and Considerations.	6
3.9. Future Trends.	6
4.1. Network Professionals Evolution.	6
4.2. Shift from Hardware to Software Expertise:	7
5. RESTful web services.	9
6. Software-Defined Networking Adaptation to Industry.	9
7. Json and REST Standards	11
8. Conclusion.	12
9. References.	13








1.1. Abstract.

The Journey begins with an overview of computer network history, charting the growth of early hardware-centric models to the introduction of software-centric approaches. Key networking developments and advances lay the groundwork for comprehending the dramatic move towards software.
According to the story, understanding the historical journey of computer networks, including the dominance of hardware-centric models and the significant advances that happened, allows one to better grasp the subsequent dramatic shift towards software-centric methods. This sets the tone for the investigation of how software has become a major and transformational component in building the modern computer network ecosystem.
[bookmark: _Toc1730445900]1.1. Introduction.

The field of computer networks has evolved dramatically, shifting from hardware-centric architectures to a paradigm that lays a strong focus on software-driven technologies. This research investigates this evolution, with a particular emphasis on the widespread influence of cloud computing in altering the computer networking ecosystem
[bookmark: _Toc1550846643]2.1 Early Computer Networks: An Overview of Their Primary Functions.

The fundamental goal of computer networks in their early phases was to develop a mechanism of communication between computers to share information and resources. Early networks were frequently localised, connecting computers in close proximity. The following are important considerations:
· Local Area Networks (LANs): LANs were the first to allow computers in close proximity to communicate and share resources.
· Basic Communication Protocols: Protocols like the Transmission Control Protocol (TCP) and the Internet Protocol (IP) began to emerge, laying the groundwork for standardized communication between computers.
· Resource sharing: Early networks were built to enable resource sharing by allowing connected computers to access and use shared printers, files, and other peripherals.

[bookmark: _Toc227832215]2.2. Evolution from Hardware-Centric to Software-Centric Approaches:

As computer networks evolved, there was a notable shift from a hardware-centric focus to a more software-centric paradigm. This transition was marked by several key developments:
· Introduction of Network Operating Systems (NOS): The emergence of NOS, such as Novell NetWare, allowed for centralized network management and streamlined resource sharing through software interfaces.
· Client-Server Architecture: The adoption of client-server models became prominent, emphasizing the role of software in coordinating interactions between client devices and centralized servers.
· Middleware Solutions: Middleware solutions facilitated communication between different hardware components and systems, emphasizing the importance of software in enhancing interoperability.

“There is an estimated rise in the SDN market worldwide from US $1 billion in 2014 to US $8 billion in 2018.”

From Static Networks to Software-driven Networks—An Evolution in Process (isaca.org)


[bookmark: _Toc1180475535]2.3. Key Milestones in the Development of Networking Technologies:

The historical evolution of computer networks is punctuated by significant milestones and breakthroughs, demonstrating the continual progress in networking technologies:
· ARPANET and the Birth of the Internet: The creation of ARPANET in the late 1960s, a precursor to the modern internet, marked a watershed moment in networking. The shift from point-to-point communication to a decentralized network laid the foundation for future developments.
· TCP/IP Protocol Suite Standardization: The standardization of the TCP/IP protocol suite in the 1980s provided a universal language for network communication, enabling diverse systems to communicate seamlessly.
· World Wide Web (WWW): The invention of the World Wide Web in the early 1990s by Tim Berners-Lee transformed the internet into a user-friendly interface, fostering widespread adoption and accessibility.
· Emergence of Wireless Networking: The development of wireless networking technologies, exemplified by the advent of Wi-Fi, revolutionized connectivity by eliminating the need for physical cables.
· Software-Defined Networking (SDN): The introduction of SDN in the early 21st century marked a significant departure from traditional networking models, allowing for centralized control and programmability through software interfaces.

Understanding these milestones provides a full understanding of the historical trajectory, demonstrating the dynamic interplay of hardware and software in the history of computer networks. This growth foreshadows the modern era, in which software-centric techniques and technologies such as cloud computing continue to influence the networking landscape.

[bookmark: _Toc586477431]3.1. How the shift towards cloud computing has impacted the industry.

The transition of computer networks to cloud computing reflects a radical progression in how computing resources are provisioned, managed, and used. This transformation has far-reaching repercussions for enterprises, organisations, and individuals, revolutionising the delivery, consumption, and scaling of IT services. A detailed explanation of how the field of computer networks has migrated to cloud computing is provided below:
[bookmark: _Toc590239315]3.2. Definition and Characteristics of Cloud Computing.

Cloud computing is a concept for offering on-demand computing services over the internet that includes a variety of resources such as computer power, storage, and applications.
Key characteristics:
· On-Demand Self-Service: Users can provision and manage computing resources without human intervention.
· Broad Network Access: Services are available via the network and can be accessed by a variety of devices.
· Resource pooling: A multi-tenant architecture pools computing resources to serve several consumers.
· Rapid Elasticity: Resources can be rapidly scaled up or down based on demand.
· Measured Service: Consumption is monitored, managed, and billed accordingly.
Characteristics of Cloud Computing - GeeksforGeeks
[bookmark: _Toc1819334761]3.3. Virtualization as a Precursor.

Virtualization Technology: Before the widespread acceptance of cloud computing, virtualization technologies played an important role. The abstraction of physical hardware enabled the creation of virtual machines (VMs) with isolated operating systems thanks to virtualization.
Resource Efficiency: By allowing numerous virtual instances to run on a single physical computer, virtualization enhanced resource utilisation, opening the path for the efficient use of computing resources.

[bookmark: _Toc1259531467]3.4. Integration of Cloud Services.

· Infrastructure as a Service (IaaS): Users can deploy and manage applications using cloud providers' virtualized computing resources, such as virtual machines and storage.
· Platform as a Service (PaaS): PaaS provides a platform that includes operating systems, middleware, and runtime, abstracting the complexities of infrastructure management for developers.
· Software as a Service (SaaS): Cloud-hosted applications are accessible via the internet and do not require local installation or maintenance.

[bookmark: _Toc2043072216]3.5 Benefits of Cloud Computing for Networking.

· Scalability: Cloud environments offer seamless scalability, allowing organizations to easily scale their computing resources up or down based on demand.
· Cost Efficiency: The pay-as-you-go model of cloud computing enables organizations to optimize costs by paying only for the resources they use.
· Flexibility and Agility: Cloud computing enables rapid deployment and changes to infrastructure, fostering agility and adaptability.
· Global Accessibility: Cloud services are accessible globally, enabling users to access resources from anywhere with an internet connection.

3.6.  Network Security in Cloud Computing.

· Security Measures: Cloud providers make significant investments in security features such as encryption, access controls, and monitoring, which improve overall security as compared to traditional on-premises systems.
· Compliance and Certifications: Cloud providers often adhere to industry standards and certifications, facilitating compliance with regulatory requirements.

[bookmark: _Toc1608210031]3.7. Hybrid and Multi-Cloud Architectures.

· Hybrid Cloud: Organizations often adopt a hybrid cloud model, integrating on-premises infrastructure with cloud resources for greater flexibility and control.
· Multi-Cloud: Some organizations leverage multiple cloud providers simultaneously, distributing workloads strategically and preventing vendor lock-in.
[bookmark: _Toc385278951]3.8. Challenges and Considerations.

· Data Privacy and Sovereignty: When data is housed in external cloud environments, concerns concerning data privacy and jurisdiction arise..
· Latency and Performance: Network latency and performance can be impacted, especially for applications that require low-latency communication.
· Vendor Lock-In: Organisations must assess the risks associated with being bound to a single cloud provider.

[bookmark: _Toc1360391124]3.9. Future Trends.

· Edge Computing: The integration of cloud computing with edge computing aims to process data closer to the source, reducing latency and enhancing real-time processing capabilities.
· Serverless Computing: Serverless architectures abstract infrastructure management entirely, allowing developers to focus solely on writing code.
· AI and Machine Learning Integration: Cloud providers are integrating artificial intelligence (AI) and machine learning (ML) services, enabling advanced analytics and automation.

[bookmark: _Toc1622034215]4.1. Network Professionals Evolution.

The introduction of cloud computing has drastically altered the role of network professionals, requiring them to adapt to new cloud technologies, approaches, and issues. Here's a look at how network experts' jobs have evolved to match the technical demands of the cloud:

AI-Powered Networking.

*One of the most impressive advancements in digital networking is the combination of artificial intelligence (AI). AI programs are being used to recommend possible professional connections by looking at shared interests, abilities, and objectives. This makes networking easier and more efficient”.

The Evolution of Professional Networking in the Digital Age - Shopify Agency (atamgo.com)

[bookmark: _Toc847273655]4.2. Shift from Hardware to Software Expertise:

· Traditional Role: Network professionals previously focused heavily on configuring and managing physical networking hardware.
· Evolution: Because the cloud is virtualized and software-defined, network workers now need to be knowledgeable about software-defined networking (SDN) and virtualization technologies. Understanding how to configure and operate virtual networks, SDN controllers, and orchestration tools is part of this.

· Understanding Cloud Service Models:
· Traditional Role: Network professionals typically managed on-premises infrastructure, often without direct involvement in service delivery.
· Evolution: A thorough understanding of Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS) is required for cloud networking. Professional network engineers must understand how to integrate and optimise network setups for these varied service models.

· Emphasis on Security in the Cloud:
· Traditional Role: Network security was a significant aspect, but it was often focused on traditional firewalls and intrusion prevention systems.
· Evolution: Cloud security necessitates a broader set of skills, such as identity and access management, encryption, and safe API setups. To safeguard cloud assets, network professionals must adopt a shared responsibility approach in which they collaborate closely with cloud security professionals.

· Scalability and Automation:
· Traditional Role: Scaling traditional on-premises networks involved procuring and configuring additional hardware.
· Evolution: Scalability and agility are required in cloud settings. Network administrators must be able to automate network configurations using tools such as Infrastructure as Code (IaC) and DevOps methods. They must be able to dynamically scale network resources in response to demand.

· Integration with DevOps Practices:
· Traditional Role: The separation between network operations and development teams was more distinct.
· Evolution: The growth of the DevOps culture necessitates strong collaboration between network professionals and developers. To enable smooth integration of network modifications with application deployments, they must understand continuous integration/continuous deployment (CI/CD) pipelines, version control systems, and agile development principles.


· Multi-Cloud and Hybrid Environments:

· Traditional Role: Networks were primarily designed for on-premises environments or single-cloud providers.
· Evolution: Network administrators must manage multi-cloud and hybrid scenarios in which applications span multiple cloud providers or a mix of on-premises and cloud environments. This necessitates understanding of cloud interoperability, data transfer strategies, and managing connectivity across several platforms.

· Focus on Network Monitoring and Performance Optimization:
· Traditional Role: Monitoring tools were used primarily for on-premises infrastructure.
· Evolution: Network professionals now need advanced monitoring and analytics skills to ensure optimal performance in dynamic cloud environments. They use cloud-native monitoring tools and understand how to interpret metrics related to latency, bandwidth, and resource utilization in the cloud.

· Continuous Learning and Adaptability:
· Traditional Role: Networking technologies evolved relatively slowly, allowing professionals to specialize in specific areas for extended periods.
· Evolution: The cloud landscape evolves rapidly with frequent updates and new services. Network professionals must embrace continuous learning, stay updated on cloud provider offerings, and adapt quickly to technological changes.

[bookmark: _Toc616495233]5. RESTful web services.

RESTful web services have altered the computer network business by easing integration with emerging technologies and simplifying device connection. Among the most significant effects are:
· API Development and Integration:
· Facilitating the integration of legacy systems and new technologies.
· Simplified Communication Between Devices:
· Streamlining communication among diverse network devices.
· Automation and Orchestration:
· Enabling automation in network management tasks.
· Software-Defined Networking (SDN):
· Serving as the communication foundation between the control and data planes in SDN.
· Cloud Integration:
· Allowing the integration of networking capabilities with cloud services.
· Network Function Virtualization (NFV):
· Supporting dynamic creation and modification of network services.
· Security and Identity Management:
· Utilized for authentication and authorization processes.
· Monitoring and Analytics:
· Providing a standardized approach to retrieve network data for analytics.
· Internet of Things (IoT) Integration:
· Enabling lightweight and scalable communication in IoT scenarios.
· Open Networking and Interoperability:
· Promoting vendor-neutral communication standards.
· Development of Network Applications:
· Rapid application development and deployment.
· Standardization and Best Practices:
· Adhering to standardized principles, promoting best practices in API design.

“REST APIs are independent of the technology used. You can write both client and server applications in various programming languages without affecting the API design. You can also change the underlying technology on either side without affecting the communication.”

What is RESTful API? - RESTful API Explained - AWS (amazon.com)

[bookmark: _Toc384438372]6. Software-Defined Networking Adaptation to Industry.

The industry has embraced Software-Defined Networking (SDN) due to the numerous compelling advantages and disruptive capabilities it provides to traditional networking architectures. Here are some of the main reasons why SDN has acquired mainstream acceptance:

· Centralized Network Control:
· Traditional Networking: In traditional networks, control functions are distributed across various devices, leading to complexity in management.
· SDN Impact: SDN centralises network control, enabling administrators to manage and configure the whole network from a single point of control. This streamlines network management, improves visibility, and lowers administrative costs.


· Dynamic and Programmable Networks:
· Traditional Networking: Changes to network configurations in traditional networks involve manual configuration and adjustments on individual devices.
· SDN Impact: SDN allows programmability, allowing administrators to automate and dynamically alter network configurations using software interfaces. This agility is critical in adapting to changing business requirements.

· Adaptability to Changing Workloads:
· Traditional Networking: Traditional networks may struggle to adapt quickly to changes in application workloads and traffic patterns.
· SDN Impact: SDN allows for greater adaptability to shifting workloads. Dynamically allocating and de-allocating network resources based on application demands ensures optimal performance.

· Enhanced Network Visibility:
· Traditional Networking: Limited visibility into network traffic and performance can hinder effective troubleshooting and optimization.
· SDN Impact: SDN offers improved visibility into network activities through centralized control. Real-time monitoring and analytics enable better decision-making, troubleshooting, and performance optimization.

· Cost Savings and Resource Optimization:
· Traditional Networking: Hardware-centric networks may result in underutilized resources or the need for overprovisioning.
· SDN Impact: SDN facilitates efficient resource utilization by dynamically allocating resources based on demand. This results in cost savings and a more optimized use of network infrastructure.

· Support for Cloud Environments:
· Traditional Networking: Traditional networks may struggle to keep up with the dynamic nature of cloud environments.
· SDN Impact: SDN is well-suited for cloud environments, offering the flexibility to adapt to the dynamic and scalable nature of cloud-based applications. SDN supports seamless integration with cloud services.


· Rapid Deployment of New Services:
· Traditional Networking: Introducing new services or making changes in traditional networks can be time-consuming.
· SDN Impact: SDN facilitates the rapid deployment of new services through software-driven configurations. This agility is crucial in competitive industries where quick service rollouts are essential.

· Open Standards and Interoperability:
· Traditional Networking: Proprietary solutions may limit interoperability and vendor flexibility.
· SDN Impact: SDN promotes open standards and interoperability, allowing organizations to choose from a variety of vendors and preventing vendor lock-in.

· Security Enhancements:
· Traditional Networking: Traditional networks may lack dynamic security measures to adapt to evolving threats.
· SDN Impact: SDN enables dynamic and programmable security policies. Security measures can be adjusted in real-time, responding to emerging threats and vulnerabilities.
· Global Network Orchestration:
· Traditional Networking: Coordinating network changes across multiple locations can be challenging.
· SDN Impact: SDN facilitates global network orchestration, allowing consistent configurations and policies across distributed environments.
[bookmark: _Toc276054138]7. Json and REST Standards.
JSON and REST are chosen for interoperability because they are simple, widely used, and work well across different programming languages. Here's why:
· Easy to Read and Write:
· JSON is easy for humans and machines to understand, making it straightforward and reducing the chances of errors.
· Works with Any Language:
· JSON is language-agnostic, compatible with various programming languages, promoting seamless communication between different systems.
· Stateless Communication:
· REST's stateless nature simplifies communication, ensuring that each request contains all the necessary information without relying on stored states.
· Consistent Interface:
· REST provides a standardized interface, defining common rules and operations. This consistency enhances communication and interoperability.
· Widespread Adoption:
· Both JSON and REST are widely used and supported, increasing the likelihood that systems built with different technologies can work together.
· Scalable and Adaptable:
· REST supports scalability, allowing systems to evolve and adapt easily, supporting interoperability in dynamic environments.
· Easy to Implement:
· JSON and REST are relatively easy to implement, lowering barriers for developers and organizations and promoting widespread use.
· Loose Coupling:
· REST encourages loose coupling between components, allowing independent changes without affecting the other. This flexibility enhances interoperability.
· Resource-Oriented Design:
· REST focuses on exposing resources through a consistent interface, promoting clarity and predictability in interactions, which is beneficial for interoperability.
· Community Support:
· JSON and REST benefit from community support and standardization, ensuring stability and adherence to best practices for reliable interoperability.

[bookmark: _Toc649908084]8. Conclusion.

In summary, the world of computer networks has transitioned to cloud computing due to the multiple benefits it provides, such as scalability, cost effectiveness, and flexibility. The combination of virtualization, SDN, and multiple cloud service models has fundamentally changed the way computing resources are provisioned and managed, ushering in a new era of IT infrastructure and services.

Network professionals' roles have shifted from managing traditional on-premises networks to negotiating the intricacies of cloud settings. The modern network professional is required to have a broad skill set, including knowledge of software-defined networking, cloud security, automation, and coordination with development teams. The ability to adapt to the dynamic and ever-changing cloud world has become an essential component of the network professional's role.

RESTful web services have been a driver for change in the computer network sector by providing a flexible and standardised method to communication, automation, and integration. RESTful API use has aided the evolution of network topologies, enabling innovations such as SDN, NFV, and the seamless integration of networking functionalities with cloud services and upcoming technologies.

The potential of SDN to simplify network management, increase agility, improve resource utilisation, and adapt to the dynamic requirements of new applications and cloud environments has encouraged its growth. SDN has evolved as a transformative option as industry increasingly prioritise flexibility, automation, and cost-effectiveness in networking.
[bookmark: _Toc490612915]9. References.
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