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1. Introduction
“Ransomware has been the most pervasive cyber threat since 2005” (Francis, 2016). The threat is real and commercial companies can be vulnerable to significant ransomware attacks. There are two types of ransomware which are consistently used, these are Crypto and locker based.  The perceived threat to the company is Crypto-Ransomware and all effort should be made to incorporate a coherent strategy that will protect company documentation from this type of attack.
2.1 – Crypto Ransomware
In a recent online article, Jeff Peters [1] highlights how “CryptoWall and its variants are still favourite toys of the cybercriminals that want your Bitcoin.”[footnoteRef:2] His research has highlighted that a significant number of Malware incidents, 40% in total, have been attributed to CryptoWall and it has caused over $325 million dollars of damage since it emerged onto the world stage. CryptoWall works on a system of encryption.  It enters onto the system and scans your data files then encrypts them.  Once this is complete a ransom note appears in a notepad window. The ransomware is generally distributed via email and disguised as PDF’s, when the PDF is double clicked it will then begin the process of infecting the system. [2] [2:  Bitcoin is a consensus network that enables a new payment system and a completely digital money. [9]] 

	
2.2 – Effects of Crypto Ransomware
The emergence of ransomware has been devastating to companies. Of particular note the US Justice department have highlight that “over 4000 of these attacks have occurred every day since the beginning of 2016” [3] Between mid-March and 24 August 2014 the UK suffered a total of 40,258 attacks this constituted 6.4% of the world's total for attacks in that period. [4] Since then Cryptowall ransomware has developed into a more sophisticated programme and although the current episodes of attacks is less than 2014 it is determined that modern attacks are more sophisticated and are more precise.  It is these types of attacks that are on the rise. [5] If the Company was to sustain one of these more sophisticated attacks, then the following should be expected:
· Loss or destruction of crucial information.
· Productivity Loss.
· Damage of data and files.
· Productivity loss. [6]
2.3 Ransomware protection
Currently the Company has no protection strategy.  It is important that a coherent plan is put in place to protect all files and folders held within the company database.  The following should be implemented: [7]
· Computers should be kept patched and up to date.[footnoteRef:3] [3:  This requires changes to the company’s existing programmes.] 

· The purchase of a significantly improved anti- virus software.
· The use of a firewall to assist in the prevention of malware attacks.
· A set of Standard Operating Procedures that outline the process of dealing with suspect emails and the way they must be dealt with.



3. Conclusion
The threat of Cryptowall Ransomware is real, and it is developing at a significant rate. As technology evolves so do the criminals using it. The company must have a coherent defence strategy to protect its assets and to ensure all staff are aware of the threat. If nothing is done an attack could have severe repercussions on the business and the customers.
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