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Overall, very poor work. A lot of room for improvement. No set aim to work on this project. Was just a bunch of tasks executed? No reasonable discussions on outcomes and mitigations were addressed in the report. The complete work is like riding a car without knowing the destination. 
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Very little work has been done. If the actual plan of pen testing was done, this would have been a good project. 
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	1.Research-informed Literature
	
	
	
	

	Introduction
	/5
	/5
	1/5
	/5

	Literature Review
	/20
	/35
	6/20
	/15

	Comments:
A lot of room for improvement. Very generic introduction. Introduction must give an overview of the subject area the project problem is addressing. However, the introduction stated only the plan and process of the report. No abstract. The Aim of the project was not stated. Without stating the aim of the project, the objectives are not aligned. The literature review discusses about recent cyber attacks and addresses the tools and operating system. Without a valid problem statement, the flow is not adequate. More adequate academic credible literatures need to be referred to the work. Literatures require more critical analysis. 
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	Review
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	2. Knowledge and Understanding of Subject
	
	
	
	

	Methodology
	/5
	/5
	1/5
	/5

	Survey Design
	/15
	 -
	 -
	 -

	Requirements/Design
	 -
	 -
	 -
	/5

	Comments:
The methodology is very generic. Justification on how your project work fits in the methodology was not addressed. 
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	3. Analysis
	
	
	
	

	Results & Discussions
	/25
	/25
	6/25
	/25

	Conclusions and Recommendations 
	/10
	/10
	2/10
	/10

	Comments:
After the experiment, the result and the outcomes could have been discussed more elaborately with adequate details. An experiment was done. After the experiment, the analysis of the results and discussions on the outcome was not adequately discussed. 
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	4. Practical Application and Deployment
	
	
	
	

	Development
	 -
	 -
	 -
	/15

	Experimental Design
	 -
	 -
	5/15
	 -

	Comments:
The design part requires more discussion. Could have given a detailed description of the designs.  Could have included the physical and logical topology. Giving infrastructure views on a security attack could have given the readers a better understanding. 

Why are those attacks selected? Initially, the network is configured with 192.168.3.2 and 3.3. In between Nessus was pointing out 192.168.200.21? 

Expected outcomes must discuss what would happen if the exploit were successful. However, mostly it was a description on the concepts.

The experiments were done. After exploiting what happened? How did the payload execute? Etc needs more clarity. Eg: On enumerating SMTP, verifying using test user is rejected. What is the assumption of the outcome? 
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	5. Skills for Professional Practice
	
	
	
	

	Reflection
	/10
	/10
	5/10
	/10

	Quality of Report
	/10
	/10
	2/10
	/10

	Comments:
Very Poor quality of report. The flow of the report is very confusing and not easy to follow. There are lot of space for improvement. A project report without proper numbering and formatting. This report is more or less a collection of information from different sources. No proper structure was followed. Could have added personal reflections as well. However, it focused on the process of the work.
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	/100







