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Sessions and Cookies
Web applications can only store data between pages in sessions, cookies or profiles (using a database). In this example, we will concentrate on session variables which are stored in the web servers memory for a limited period of time. Session variables contain numbers or strings, use profiles for more your own classes.

Each website user is given their own session. In C# we control sessions using the Session class, which contains a collection that stores the session variables we create.

To create a session variable give it a name and store a value in it.

Session[“MySession”] = “A string to store”;

Reading it back is just as simple.

string myValue = (string)Session[“MySession”];

You should check that the session variable exists before reading it and this just involves checking if the object exists.

if(Session[“MySession”] != null)

{

         string myValue = (string)Session[“MySession”];

}

This can be useful for other purposes e.g. to check if a user has logged, since we create and store a value in a session variable if they successfully login.

Create the following .aspx file.

<%@ Page Language="C#" AutoEventWireup="true" CodeFile="UsingSessions.aspx.cs" Inherits="Lec12_Sessions_and_Cookies_UsingSessions" %>

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<head runat="server">

    <title>Untitled Page</title>

</head>

<body>

    <form id="form1" runat="server">

    <div>

    <asp:Label ID="welcomeLabel" runat="server" />

    <asp:Panel ID="loginPanel" runat="server">

    <asp:Label ID="label1" Text="Username:" AssociatedControlID="userTextBox" runat="server" />

    <asp:TextBox ID="userTextBox" runat="server" />

    <br /><asp:Label ID="label2" Text="Password:" AssociatedControlID="passwordTextBox" runat="server" />

    <asp:TextBox ID="passwordTextBox" TextMode="Password" runat="server" />

    <br />

    <asp:Button ID="loginButton" Text="Login" runat="server" 

            onclick="loginButton_Click" />

    </asp:Panel>

    <asp:Panel ID="logoutPanel" runat="server">   

    <asp:HyperLink ID="hyperlink1" NavigateUrl="~/Lec12 Sessions and Cookies/RestictedContent.aspx" Text="More Content" runat="server" /> 

    <br /><asp:Button ID="logoutButton" Text="Logout" runat="server" 

            onclick="logoutButton_Click" />

    </asp:Panel>

    </div>

    </form>

</body>

</html>
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When the page loads we check if the user has logged in or is still logged out, using a session variable called “LoggedIn”.

    protected void Page_Load(object sender, EventArgs e)

    {

        if (Session["LoggedIn"] != null)

        {

            LoggedIn();

        }

        else

        {

            LoggedOut();

        }

    }
The login and logout process hides and reveals the content on the page using Panels.

    private void LoggedIn()

    {

        welcomeLabel.Text = "Hi " + Session["LoggedIn"];

        loginPanel.Visible = false;

        logoutPanel.Visible = true;

    }

    private void LoggedOut()

    {

        loginPanel.Visible = true;

        logoutPanel.Visible = false;

    }
The login button searches a database for a matching username and password.
    protected void loginButton_Click(object sender, EventArgs e)

    {

        SqlConnection connection;

        SqlCommand command;

        SqlDataReader reader;

        try

        {

            // Connect to the database using the connection string in the web.config file

            connection = new SqlConnection(WebConfigurationManager.ConnectionStrings["DatabaseConnectionString"].ConnectionString);

            // Create an SELECT Sql statement

            command = new SqlCommand("SELECT * FROM Users WHERE Username=@Username AND Password=@Password", connection);

            command.Parameters.AddWithValue("@Username", userTextBox.Text);

            command.Parameters.AddWithValue("@Password", passwordTextBox.Text);

            using (connection)

            {

                // Open the connection

                connection.Open();

                // Execute the command, the records are returned in an SqlDataReader object

                reader = command.ExecuteReader();

                // Have a row been returned?

                if (reader.HasRows)

                {

                    // Logged in OK

                    reader.Read();

                    Session["LoggedIn"] = reader["FullName"];

                    LoggedIn();

                }

                else

                {

                    // No match found

                }

                // Close the connection

                connection.Close();

            }

        }

        catch

        {

            // Some error occurred

        }

    }
Only one record should match so if HasRows is true they have logged in correctly. We read this record so that we can display the users full name instead of their username then store it in the session variable (which also creates it).

To logout we discard the session variable and abandon the session.

    protected void logoutButton_Click(object sender, EventArgs e)

    {

        Session.Clear();

        Session.Abandon();

        LoggedOut();

    }

Using the session variable we can also restrict web page access to logged in users. If the user enters this page without logging in they are redirected to another page e.g. a login form. Otherwise, we say “Hi” to them and let them continue to view the page content.

    protected void Page_Load(object sender, EventArgs e)

    {

        // Not logged in yet

        if (Session["LoggedIn"] == null)

        {

            // Send them back to the login page

            Response.Redirect("~/Lec12 Sessions and Cookies/UsingSessions.aspx");

        }

        welcomeLabel.Text = "Hi " + Session["LoggedIn"];

    }
Sessions timeout to reduce the resources being used by the webserver. You can configure this timeout if you wish.

Session.Timeout = 40;   // 40 minutes

Cookies in ASP.Net work in a similar way to sessions, with the data stored on the user’s PC in a cookie file. Each cookie file is given a name and can store a small number of variables. For example, we can create a cookie file “MyCookie” and store a value “MyValue” within it.
Response.Cookies["MyCookie"]["MyValue"] = "Hi";

Response.Cookies["MyCookie"].Expires = DateTime.Now.AddDays(14);

string myVal = (string)Request.Cookies["MyCookie"]["MyValue"];
Notice, we use Response to write to the cookie and Request to read from it.






