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Task 1
[bookmark: _Toc40249829]The Best Practise in the Implementation of RESTful web service

1. [bookmark: _Toc40249830]RESTful Web Services
Representational state transfer(REST) is a style of software architecture. It is a design and development method for network applications, which can reduce the complexity of development and improve the scalability of the system.
RESTful web service is a web service whose APIs are designed in RESTful style.
Accessing resources is the key point for Web architecture and it requires 3 operation: identity, represent and interact with. By operating the 3 operations, 3 concepts were introduced: [1]
· Uri:(uniform resource identifiers include urls and urns) to identify resources;
· Representations (such as HTML, XML, images, videos, and so on) represent the resources; 
· Interacts with resources through protocols (including HTTP, FTP, and so on).
And REST requires that client/server model should CRUD (Create/Read/Update/Delete) the resources through the HTTP protocol and uri.
The principals of Design RESTful APIs are: 
· Base on resources. Everything in RESTful is resources like data or service;
· Stateless: a call typically returns a result, and there is no such thing as "open the connection - access the data - close the connection" depending on the last call;
· There are usually no verbs in urls, only nouns;
· URL has clear semantics;
· The explicit use of HTTP GET, POST, DELETE, and PUT to indicate the addition, deletion, and modification of resources is done using JSON rather than XML.
RESTful architecture benefits:[2]
· Separate front and rear ends to reduce flow
· Security concerns are focused on the interface, which, by accepting the json format, prevents security issues such as injection type
· The front end is independent, and the back end is only responsible for data processing. The front end can be presented in any front end language (android, ios,html5).
· Front-end and back-end people are more focused on their own development, and they only need the interface documents to complete the front-end and back-end interaction without much mutual understanding
· Server performance optimization: since the front end is a static page, which can be obtained through nginx, the main pressure of the server is placed on the interface
2. [bookmark: _Toc40249831]Best Practise in the Implementation
2.1 [bookmark: _Toc40249832]Return Json
While returning data in JSON data format is not mandated by the REST architecture specification, most REST APIs follow this guideline.
However, it is not enough to just return data in JSON data format. You also need to specify the head of the return body, such as content-type, whose value must be specified as application/ JSON. This is especially important for programmatic clients  -- whether the program decodes the returned data correctly depends on this header.[3]
For examples blew, In Spring boot, we decide controller to define APIs. For the first code, we use  @ResponseBody to indicate the return of request mapping the function is in the format JSON.
For the Second one, we just return JSON format data.
And for the client side, we use “contentType : 'application/json' ,dataType : 'json'” to specify the data format to JSON when PUT request occurs.
$(PageReady)
function sunbmit() {
    var id = event.target.id   ;
    $.ajax({
            type: "put",
            async: false,
            data:{
                "productid" : 1 ,
                "name" : "Play Station" ,
                "brandno" : "http://localhost:8080/Brand/3" ,
                "quantity" : 600 ,
                "price" : "800"
            },
            url : "/Console/1" ,
            contentType : 'application/json' , //Specify data format here
            dataType : 'json', // and here
            success : function (data) {
                console.log( eval(data) )
            } ,
            error : alert("1")
    } )
}
function PageReady() {
    $("#Button1").click(submit) ;
}





2.2 [bookmark: _Toc40249833]Avoid using verbs in URIs
This principal is defined because there are already enough verbs (PUT, DELETE, POST, GET) in HTTP actions.
For Examples:

· If you want to save data to back-end database, you have to options to set up your url :  "/examples" with the HTTP Method POST. Or  "/examples/saveexample".@Controller
public class ExampleController {
    @Autowired
    ConsoleService ;
    @ResponseBody // @ResponseBody means that follow response is in the json format

    @RequestMapping( value = "/examples" , method  = RequestMethod.GET )
    public List<Console> GetConsoles()
    {
        return consoleService.getConsoles() ;
    }
    @RequestMapping( value = "/example" , method = RequestMethod.POST )
    public void writeexaple(@RequestBody JSONObject jsonObject , HttpServletResponse response ) throws IOException {
    JSONObject result = new JSONObject();
    result.put( "msg" ,"OK" ) ;
    result.put( "method" , "Http Post" ) ;
    result.put( "data" , jsonObject ) ;
    response.getWriter().write( result.toJSONString() ) ;
}

}


The APIs are:@RequestMapping(value = "/examples" , method = RequestMethod.POST )
public void writeexample( @RequestBody int quantity , float price , String name ){
    Console console = new Console() ;
    console.setQuantity( quantity ) ;
    console.setName( name ) ;
    console.setPrice( price ) ;
    consoleService.save( console ) ;
}


And@RequestMapping(value = "/examples/saveexample")
public void writeexample2(@RequestParam( "quantity" ) int quantity , @RequestParam( "price" ) float price , @RequestParam( "name" ) String name ){
    Console console = new Console() ;
    console.setQuantity( quantity ) ;
    console.setName( name ) ;
    console.setPrice( price ) ;
    consoleService.save( console ) ;
}







We use the first one because it is simper and clear. And HTTP action verb is enough for this kind of request.



	HTTP Method
	Description

	HEAD（ SELECT ）
	Only require the HEAD information of a resources

	GET（ SELECT ）
	Obtain the resource

	POST（ CREATE）
	Create resource

	PATCH（ UPDATE ）
	Update partial Attributes of a resource(Usually replaced by POST Method ) 

	PUT（ UPDATE ）
	Update resources, client need to provide all attributes of the resource 

	DELETE（ DELETE ）
	Delete resource



2.3 [bookmark: _Toc40249834]Use plural nouns to describe resources
In some cases, it may be confusing to use the plural or singular form of a resource, for example, is it better to use @GetMapping( value = "/examples" )
public List<Console> allexamples(){
    return consoleService.getConsoles();
}



or@GetMapping( value = "/example" )
public List<Console> allexample(){
    return consoleService.getConsoles();
}


the first one is recommended here. Why is that? Because the complex form can satisfy the requirements of all types of endpoints.[4]
The singular  GET: "/example/1" looks good, but what about GET "/article/" ? Can you tell whether the interface returns an example or multiple entries just by the literal message?
Therefore, in order to avoid ambiguity caused by singular names and to be as consistent as possible, use plural forms, like  GET: "/examples/1" or POST: "/examples/".

2.4 [bookmark: _Toc40249835]Return the false details in response
[image: ]When the API server handles errors, the ability to include the error message in the returned JSON body will help the interface caller with some debugging. Like when need login:public class SecurityInterceptor implements HandlerInterceptor {
    @Override
    public boolean preHandle( HttpServletRequest request, HttpServletResponse response, Object handler ) throws IOException {
        HttpSession session = request.getSession( ) ;
        if (session.getAttribute(session.getId( ) ) != null ) {
            return true ;
        }
        response.getWriter().write(JSON.toJSONString(
                new BaseResponse( ) { {
                    setOk( false );
                    setMessage( "please login first" ) ;
                } }
        ) ) ;
        return false ;
    }
}


Figure 1 Error message example
Then the API caller will soon notice the reason of error.
2.5 [bookmark: _Toc40249836]For optional, complex parameters, use the query string (?) 
To make your URL smaller and more concise. Set a basic URL for the resource, representing optional, complex parameters as a query string.@GetMapping( value = "/examples/sony" )
public List<Console> getspecificexamples( @RequestBody int brandno ) {
    return consoleService.findAllByBrandno( brandno ) ;
}



Rather than:
@GetMapping( value = "/examples" )
public List<Console> getspecificexamples2( @RequestParam int brandno ) {
    return consoleService.findAllByBrandno( brandno ) ;
}





2.6 Force the version number into the URL
From start to finish, use version Numbers to publish your RESTful API. Placing the version number in the URL is required. If you have incompatible and destructive changes, the version number will make it easier for you to publish the API. When you publish a new API, you simply increment the number in the version number. This way, the client can migrate to the new API without getting bogged down in calling a completely different API. Use the intuitive "v" prefix to indicate that the number following is the version number.
You don't need to use a secondary version number (" v1.2 ") because you should not be publishing API versions frequently.
2.7 Use HTTP status codes@PutMapping ( value = "V1/examples" )
public void putup( Console  console ) {
    consoleService.save( console ) ;
}


Use the correct status code, return the error message only in the body of the response, and set the correct header, for example:
HTTP/1.1 400 Bad Request
Content-Type: application/json
{
    "error" : " Expected at least two items in list. "
}
2.8 [bookmark: _Toc40249838]Using HATEOAS
HATEOAS is short for Hypermedia As The Engine Of Application State, literally "Hypermedia is The Engine Of Application State." The principle is that the interaction between the client and the server is completely provided dynamically by the hypermedia, and the client does not need to know how to interact with the data or the server in advance. On the contrary, in some RPC services or software such as Redis or Mysql, it is necessary to know the interface definition or specific interaction syntax in advance. 
My database is a relational database, in the Entity classes, there are foreign keys in the tables, like BrandNo referencing Table Brand. 
So we need to add link that client can access in the response data.
For example of GET: /Console/0:{
  "Console": [
    {
      "productid":0,
      "name" : "Microsoft Xbox one",
"quantity":1000,
"price":600.00
      "links": [
        {
          "brandno": "http://localhost:8080/brandno/3"
        }
      ]
    }
  ]
}


The merits are: 
· If the API is changed, the client will still get a valid URL (as long as you make sure to update the link when the URL changes).
· The API becomes more self-descriptive, and the client does not have to look up documents often.


Task 2
1. [bookmark: _Toc40249839]Serverless technologies And web hosting.
1.1 [bookmark: _Toc40249840]Serverless 
Initially, “Serverless” was intended to help developers to get rid of the setup and management of the server devices needed to run back-end applications. The goal of this technology is not to be "serverless" in the true sense of the word, but rather to have a third party vendor responsible for the maintenance of the back-end infrastructure, providing developers with the required functionality in the form of services, such as databases, messaging, and authentication. This Service infrastructure can often be called a Backend as a Service (BaaS) or a Mobile Backend as a Service (MBaaS). [5]
But Amazon's AWS Lambda, released in 2014, takes the "serverless" paradigm to a whole new level, providing a completely new system architecture for applications running in the cloud. Instead of running the process continuously on the server to wait for HTTP requests or API calls, you can trigger the execution of the code through some event mechanism, usually with a simple function running on one of the AWS servers. Some people call this pattern function-as-a-service (FaaS).
1.2 [bookmark: _Toc40249841]Traditional web server and web hosting
The traditional web server is a computer which is usually large and accessed over the Internet to provide access to information or services. A machine which hosts a web site and sends it to a browser is a common example.
When using enterprise-scale servers, they get more and more expensive. They sell for between $100,000 and $2 million, and you need not only room to house them, but a team of engineers to maintain them. In addition, the average lifetime of a given server is about five years. This means that not only will you have to replace your machine every five years, but you will also be limited by the machine during that time.
If a web server computer has no capability to handle the load which may probably increases, the only way for the traditional website owner is to buy and set up more computers to deal with it.
And a service called web hosting is to rent out the servers to those who want to make and run their own web sites.  
Usually, the web hosting for traditional server is renting a server or apart of shared server from the web hosts. And the web owner need put the front-end and back-end code and the resources onto the server he rented from the web hosts and run the code on the service.
1.3 [bookmark: _Toc40249842]Serverless and web hosting
My understanding is that serverless is a kind of advanced web hosting for running and creating the web service.[6]
Web hosting, as I see, only rent out server. Web owners still need to write the server side code and run the code on the server they rent. In order to maintain the normal operation of the back-end service, administers are also required to make sure the back-end code run perfectly.
Serverless computing allows users to avoid the need for operation, maintenance and management of the server, and only need to focus on the implementation of the code, while its operation is completely managed by a third party.
Serverless Computing is a type of cloud Computing. Like cloud Computing in general, FaaS is a type of cloud Computing through which users purchase the necessary services for a specific function of the application. Serverless Computing is not really Serverless, it is just that the server has been replaced by a third party service with a specific function, so the term Serverless Computing may not be entirely appropriate. The workload is actually still running on a server, but we don't need to deploy, configure, maintain, or manage these servers in any way, or even know the type and number of VM (virtual machines) being used.
Because of the FaaS, a full team of system administrators is no longer required to set up the underlying aspects of the system. The serverless service provider will provide you with this aspect of the service as a core part of its platform.
By using a serverless architecture, you no longer need to invest a lot of money up front on a physical machine. The serverless service provider (like AWS) usually provides a pay-as-you-go model for all its hosted services.
And it is clear that serverless technology has its limits. The clearest one is that vendors lock all background APIs, customers lack control over the server. Customers can only optimize the client-side code. And the harder way to debug.
A serverless architecture is an architectural style that moves business logic from long-running components to temporary functions through FaaS. It can solve many architectural and operational problems and simplify the work of developers and operations staff.
Like other solutions, a serverless architecture is not a silver bullet. It does not directly replace existing components, and before deciding whether to adopt a serverless architecture, you need to analyse your business and technical requirements and consider all the pros and cons.

2. [bookmark: _Toc40249843]The circuit breaker and web development
2.1 [bookmark: _Toc40249844]Circuit Breaker  
Circuit breaker is a kind of can close in normal circuit conditions, carrying and disconnect current switch devices, can close under the condition of abnormal circuit within the prescribed time, carrying and disconnect current switch devices. Circuit breaker by using range are divided into high voltage circuit breaker and low voltage circuit breaker. The boundary between high and low pressure is blurred. Generally speaking, 3 kv is called a high-voltage electrical appliances.
Circuit breaker can be used to allocate electricity, not frequent start asynchronous motor protection wire, such as cars, and cut off the circuit automatically, when they have a serious overload or short circuit and under-voltage fault, and so on, its function is equivalent to a combination of fuse switch and underheat relay, and so on. In addition, generally do not need to disconnect after fault current replacement parts.
2.2 [bookmark: _Toc40249845]Circuit Breaker Pattern in Web Development
Assuming that both sides of ends communicate by HTTP calls which is synchronous. The client calls the front end to collect some data. if there is not any data  that the client needs, it will get some of the lacked data by calling the other end. But, any kind of things could happen: 
Network failures between ends could cause errors and the back end can go down a service that the back end relies on (like data) can go down.[7]
The communication between the two ends could fail one day, looking at the lifecycle of a individual call between 2 ends, and think of that the back-end break down for some reason, timeout would cancel the calls. Narrowing it down to the application layer, many clients call at the same time: the front-end is quickly overwhelmed by requests and overwhelmed by timeouts.
 In this scenario, the only reasonable solution is fail-fast: something wrong should be noticed by the end. And immediately return the failure to its own client.
n the field of circuit, the circuit breaker is designed for protecting circuit and automatic operation of the electric switch. It is the basic function of current interrupted after a failure is detected. You can then reset (either manually or automatically), in order to resume normal operation after the fault solution. This seems to be very similar to our problem: to protect the application from too many requests, it is best to immediately interrupt communication between the front end and the back end when repeated errors are detected in the back end.
Circuit breaker ACTS as the agent may not be successful operation. 
The numbers of new failure should be counted and be applied on the decision if it should go on or throw exceptions right 
By simulating the function of the power circuit breaker, the agent can be realized as a state machine with the following states:
Close: routing requests from applications to operations. The agent keeps a set of the most new failures, which it increments if the operation is not successfully invoked. Once the count of recent failures in a given time period exceeds the specified threshold, the agent is placed in an open status. At this moment, the agent turn on the timer of timeout, and when the it expires, the agent is left half-open.
The purpose of the timeout timer is to give the system time to resolve the problem that caused the failure and to allow the application to try again.
· Open: the request immediately fails, then returns an exception back.
· Half-open: only a limited number of requests is permitted to through and go on its job. If all these requests are responded correctly , problems will be considered solved and status will be off state (failure counter reset). If any requests fail, it will assume the problem isn’t sovled.so it will switch to the open and timer will be reset.
[image: ]Figure 1Circuit breaker pattern

It is easy to implement the circuit breaker design pattern in a system with reusable infrastructure. Here's how it works:



· [bookmark: _GoBack]Define a reusable CircuitBreaker class that contains Trip and Reset methods, as well as actions that a CircuitBreaker can invoke if it trims[8]
· Use CircuitBreaker to monitor system dependencies. For each single fault, a circuit breaker tripping sets it in a protective state, just as an electrical current is.
· If the next attempt is successful within a specified time window, reset the circuit breaker and everything returns to normal.
· If the circuit breaker is not reset at a specified time, the exception will continue to occur and the circuit breaker will call the action you provided. You can choose to stop work (stop process) or other actions when the circuit breaker trips.
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