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Technical controls translate security policies into operational defences. The following measures directly address the threats identified in Section 3.
Multi-Factor Authentication (MFA)
MFA shall be deployed across all cloud platforms, VPN access, and remote desktop services using authenticator applications (e.g., Microsoft Authenticator) or hardware tokens. MFA significantly reduces the risk of credential-based attacks: Microsoft (2023) reports that MFA blocks over 99.9% of automated account compromise attempts.
Endpoint Detection and Response (EDR)
EDR solutions (e.g., CrowdStrike Falcon, Microsoft Defender for Endpoint) shall be deployed on all corporate and enrolled personal devices. EDR provides real-time behavioural monitoring, detecting anomalous activity indicative of malware, ransomware, or lateral movement. Unlike traditional antivirus, EDR can identify and contain threats before full system compromise.
Network Segmentation and Zero Trust Architecture
HPA’s network shall be segmented to isolate patient data environments from general corporate systems. A Zero Trust Architecture (ZTA) shall be adopted, operating on the principle of “never trust, always verify.” Every access request, whether internal or external, shall be authenticated and authorised before being granted. This directly mitigates lateral movement in the event of a breach (NIST, 2020).
Cloud Security Posture Management (CSPM)
A CSPM tool (e.g., Microsoft Defender for Cloud, Prisma Cloud) shall continuously audit HPA’s cloud environments for misconfigurations, excessive permissions, and compliance deviations. Automated remediation shall be enabled where appropriate, with alerts escalated to the security team for manual review.
Data Encryption
All patient data at rest shall be encrypted using AES-256 encryption. Data in transit shall be protected using TLS 1.3. Encryption keys shall be managed through a dedicated Key Management System (KMS) with access strictly controlled and audited. Full-disk encryption (e.g., BitLocker) shall be enforced on all endpoints.
Backup and Disaster Recovery
HPA shall implement a 3-2-1 backup strategy: three copies of data, stored on two different media types, with one copy off-site or in an isolated cloud environment. Backups shall be tested quarterly for integrity and restoration capability. This directly mitigates the impact of ransomware by enabling recovery without paying ransoms.
Vulnerability Management
Regular vulnerability scans shall be conducted using tools such as Qualys or Nessus. Annual penetration testing shall be commissioned from an accredited third party, with findings tracked to remediation. All critical and high-severity vulnerabilities shall be remediated within defined SLAs.
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This report presents a comprehensive cybersecurity and data governance framework for HealthPlus Analytics (HPA), a UK-based healthcare technology company processing sensitive patient data. Following recent incidents including unauthorised cloud access and a ransomware attack, HPA faces critical threats to patient confidentiality, data integrity, and service availability. Drawing upon ISO 27001, the NIST Cybersecurity Framework, the CIA Triad, and UK GDPR requirements, this report identifies internal and external threats, proposes clear security policies, outlines technical mitigation measures, establishes an incident response plan, and defines a staff training programme. The recommendations aim to strengthen HPA’s defence posture, ensure regulatory compliance, and foster an enduring culture of security awareness across all levels of the organisation.
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The healthcare technology sector is one of the most targeted industries for cyberattacks, largely due to the high value of patient data on illicit markets and the critical nature of healthcare operations (NHS England, 2023). HealthPlus Analytics (HPA) processes and stores sensitive patient information for hospitals and clinics across the United Kingdom, making it a prime target for both opportunistic and advanced persistent threat actors.
Recent incidents at HPA — including unauthorised access to cloud-stored patient data and a ransomware attack on analytics servers — have exposed critical vulnerabilities in the company’s security posture. These events risk not only patient confidentiality but also regulatory penalties under the UK General Data Protection Regulation (UK GDPR) and NHS Digital Security Standards (NHS DSS), as well as significant reputational harm.
This report has been commissioned by the HPA Board of Directors to develop a structured cybersecurity framework addressing five key areas: threat identification, security policy development, technical mitigation, monitoring and incident response, and staff training and awareness. The framework is grounded in internationally recognised standards including ISO 27001, the NIST Cybersecurity Framework (CSF), and the CIA Triad — Confidentiality, Integrity, and Availability — to ensure both practical applicability and regulatory alignment.
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Effective cybersecurity begins with a thorough understanding of the threat landscape. For HPA, threats can be categorised as external or internal, each carrying distinct risks to the CIA Triad.
External Threats
Ransomware and Malware: HPA has already experienced a ransomware attack, consistent with a global trend. In 2023, the NHS reported over 200 significant cybersecurity incidents, with ransomware being the leading cause of service disruption (NHS England, 2023). Ransomware encrypts critical data and demands payment for restoration, directly threatening Availability. The WannaCry attack of 2017, which crippled NHS systems across the UK, remains a cautionary example (National Audit Office, 2018).
Phishing and Social Engineering: Phishing emails remain the most common entry point for attackers. Employees may be deceived into revealing credentials or installing malware. Spear-phishing attacks, which target specific individuals using personalised information, are increasingly sophisticated and difficult to detect (NCSC, 2024).
Cloud Security Vulnerabilities: HPA’s reliance on cloud storage introduces risks such as misconfigured access controls, insecure APIs, and third-party breaches. The 2023 MOVEit data breach, which affected multiple UK healthcare organisations, demonstrated how cloud-based file transfer tools can become vectors for mass data exfiltration (ICO, 2023).
Advanced Persistent Threats (APTs): Nation-state actors and organised cybercriminal groups may target healthcare data for espionage or financial gain. APTs often remain undetected for extended periods, silently exfiltrating data while evading conventional defences.
Internal Threats
Insider Threats: Disgruntled or negligent employees pose a significant risk. An insider with legitimate access may intentionally exfiltrate patient data or inadvertently expose systems through poor security hygiene, such as using weak passwords or accessing systems via unsecured personal devices (CISA, 2023).
Bring Your Own Device (BYOD) Risks: The shift to hybrid and remote working means staff frequently access HPA systems via personal laptops, tablets, and smartphones. These devices may lack enterprise-grade security controls, creating vulnerabilities that attackers can exploit.
Privilege Misuse and Excessive Access Rights: Without robust access management, employees may retain permissions beyond their job requirements, increasing the potential damage of both insider misuse and external account compromise.
Supply Chain Attacks: Third-party vendors and contractors with access to HPA’s systems may inadvertently introduce vulnerabilities. The SolarWinds attack of 2020 illustrated how supply chain compromises can have devastating downstream consequences for organisations that trust their suppliers implicitly (FireEye, 2020). [1]
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Security policies provide the governance foundation for HPA’s cybersecurity programme. The following policies are aligned with ISO 27001 Annex A controls, UK GDPR, and NHS Digital Security Standards.
1. Acceptable Use Policy (AUP)
All employees must use HPA systems solely for legitimate business purposes. Personal devices used to access corporate systems must be enrolled in the Mobile Device Management (MDM) system and comply with minimum security standards, including encryption, up-to-date operating systems, and screen lock. Violations will result in disciplinary action.
2. Access Control Policy
HPA shall implement the principle of least privilege: users are granted only the minimum access necessary to perform their duties. Role-Based Access Control (RBAC) shall be enforced across all systems. Multi-Factor Authentication (MFA) is mandatory for all remote access and cloud platform logins. Access rights shall be reviewed quarterly and revoked immediately upon employee departure.
3. Data Classification and Handling Policy
All data processed by HPA shall be classified into four tiers: Public, Internal, Confidential, and Restricted. Patient health records constitute Restricted data and must be encrypted at rest and in transit using AES-256 and TLS 1.3 respectively. Data shall not be transmitted via unencrypted channels such as standard email without secure gateway controls.
4. Incident Response Policy
HPA shall maintain a documented Incident Response Plan (IRP) reviewed annually. All staff must report suspected security incidents to the IT Security team within one hour of discovery. The IRP shall comply with UK GDPR Article 33 requirements, mandating notification to the Information Commissioner’s Office (ICO) within 72 hours of a confirmed personal data breach.
5. Patch Management Policy
Critical security patches must be applied within 48 hours of release. Non-critical patches shall be deployed within 30 days. All systems shall be inventoried and monitored to ensure compliance. Unsupported or end-of-life software must be decommissioned or isolated from the network.
6. Remote Work and BYOD Policy
Employees working remotely must connect via an approved Virtual Private Network (VPN). Personal devices accessing HPA data must be registered, encrypted, and subject to remote wipe capability. HPA shall provide corporate-owned devices for roles involving access to Restricted data.
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Technical controls translate security policies into operational defences. The following measures directly address the threats identified in Section 3.
Multi-Factor Authentication (MFA)
MFA shall be deployed across all cloud platforms, VPN access, and remote desktop services using authenticator applications (e.g., Microsoft Authenticator) or hardware tokens. MFA significantly reduces the risk of credential-based attacks: Microsoft (2023) reports that MFA blocks over 99.9% of automated account compromise attempts.
Endpoint Detection and Response (EDR)
EDR solutions (e.g., CrowdStrike Falcon, Microsoft Defender for Endpoint) shall be deployed on all corporate and enrolled personal devices. EDR provides real-time behavioural monitoring, detecting anomalous activity indicative of malware, ransomware, or lateral movement. Unlike traditional antivirus, EDR can identify and contain threats before full system compromise.
Network Segmentation and Zero Trust Architecture
HPA’s network shall be segmented to isolate patient data environments from general corporate systems. A Zero Trust Architecture (ZTA) shall be adopted, operating on the principle of “never trust, always verify.” Every access request, whether internal or external, shall be authenticated and authorised before being granted. This directly mitigates lateral movement in the event of a breach (NIST, 2020).
Cloud Security Posture Management (CSPM)
A CSPM tool (e.g., Microsoft Defender for Cloud, Prisma Cloud) shall continuously audit HPA’s cloud environments for misconfigurations, excessive permissions, and compliance deviations. Automated remediation shall be enabled where appropriate, with alerts escalated to the security team for manual review.
Data Encryption
All patient data at rest shall be encrypted using AES-256 encryption. Data in transit shall be protected using TLS 1.3. Encryption keys shall be managed through a dedicated Key Management System (KMS) with access strictly controlled and audited. Full-disk encryption (e.g., BitLocker) shall be enforced on all endpoints.
Backup and Disaster Recovery
HPA shall implement a 3-2-1 backup strategy: three copies of data, stored on two different media types, with one copy off-site or in an isolated cloud environment. Backups shall be tested quarterly for integrity and restoration capability. This directly mitigates the impact of ransomware by enabling recovery without paying ransoms.
Vulnerability Management
Regular vulnerability scans shall be conducted using tools such as Qualys or Nessus. Annual penetration testing shall be commissioned from an accredited third party, with findings tracked to remediation. All critical and high-severity vulnerabilities shall be remediated within defined SLAs. [2]
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Continuous monitoring and a structured incident response capability are essential to detect, contain, and recover from security incidents effectively.
Security Information and Event Management (SIEM)
A SIEM platform (e.g., Microsoft Sentinel, Splunk) shall aggregate and correlate logs from all critical systems: firewalls, endpoints, cloud platforms, identity systems, and applications. Automated alerts shall be configured for high-priority threat indicators such as multiple failed login attempts, unusual data transfer volumes, or access from unexpected geographies.
Security Operations Centre (SOC)
HPA shall establish a Security Operations Centre function, either in-house or through a managed SOC provider, to provide 24/7 monitoring of security alerts. SOC analysts shall triage alerts, investigate incidents, and coordinate response activities in accordance with the Incident Response Plan.
Incident Response Workflow
The following five-phase incident response process, aligned with the NIST Incident Response Lifecycle, shall govern HPA’s response to security events:
1. Phase 1 — Preparation: Maintain documented IRP, assign response roles, conduct tabletop exercises annually, and ensure communication channels are established.
2. Phase 2 — Detection and Analysis: SIEM alerts trigger triage by SOC analysts. Incidents are classified by severity (Critical, High, Medium, Low). Evidence is collected and preserved for forensic investigation.
3. Phase 3 — Containment: Affected systems are isolated from the network to prevent further spread. Accounts suspected of compromise are locked pending investigation.
4. Phase 4 — Eradication and Recovery: Malware is removed, vulnerabilities are patched, and clean backups are restored. Systems are returned to operational status following validation.
5. Phase 5 — Post-Incident Review: A lessons learned review is conducted within two weeks of incident resolution. Findings inform policy and control updates.
Regulatory Reporting
In the event of a personal data breach, HPA’s Data Protection Officer (DPO) shall notify the ICO within 72 hours as required by UK GDPR Article 33. Where the breach is likely to result in high risk to individuals, affected data subjects shall also be notified without undue delay per Article 34. [3]
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Technology controls alone are insufficient without a security-conscious workforce. Research consistently shows that human error remains the leading cause of data breaches (Verizon, 2024). HPA shall implement a structured, ongoing training programme to build security awareness at every level of the organisation.
Mandatory Security Induction Training
All new employees, contractors, and third-party partners with system access must complete a mandatory security induction within their first week. This covers HPA’s security policies, data handling requirements, acceptable use rules, and how to report security incidents.
Annual Refresher Training
All staff must complete annual refresher training aligned with the NHS Data Security and Protection Toolkit requirements. Training shall be delivered via an e-learning platform (e.g., KnowBe4, Mimecast Awareness Training) enabling completion tracking and automated reminders.
Phishing Simulation Exercises
Monthly simulated phishing campaigns shall be conducted using platforms such as KnowBe4 or Proofpoint Security Awareness Training. Staff who fail simulations are automatically enrolled in targeted remedial training. Campaign results are reported to senior management quarterly to track improvement trends. [4]
Role-Specific Training
Targeted training shall be provided for high-risk roles:
6. IT and Development Teams: Secure coding practices, vulnerability management, and cloud security configuration.
7. Finance and HR Teams: Social engineering awareness, wire fraud prevention, and secure data handling.
8. Clinical Liaison and Data Analysts: Patient data protection, UK GDPR obligations, and incident reporting procedures.
9. Senior Management and Board: Cyber risk governance, regulatory obligations, and crisis communication.
Security Champions Programme
HPA shall designate Security Champions within each department — employees trained to act as first-line advocates for security awareness, answer basic security queries from colleagues, and escalate concerns to the IT Security team. This creates a distributed security culture and reduces reliance on centralised IT support. [5]
Metrics and Effectiveness Measurement
Training effectiveness shall be measured through phishing click rates, training completion rates, incident reporting rates, and quarterly knowledge assessments. Results shall be reviewed by the CISO and reported to the Board annually as part of the organisation’s security governance reporting. [6]
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HealthPlus Analytics operates in a high-risk environment where the confidentiality, integrity, and availability of sensitive patient data must be protected not only as a legal obligation but as an ethical imperative. The cybersecurity incidents HPA has recently experienced serve as a clear warning that existing controls are insufficient in the face of evolving and sophisticated threats.
This report has outlined a comprehensive, risk-based framework that addresses the full spectrum of HPA’s security challenges. By identifying both internal and external threats — including ransomware, phishing, insider risks, and cloud misconfigurations — the framework provides a clear foundation for targeted defensive action. The proposed security policies align with ISO 27001, the NIST Cybersecurity Framework, and UK GDPR, ensuring HPA can demonstrate compliance to regulators and build trust with NHS clients.
Technical mitigation measures including MFA, EDR, Zero Trust networking, CSPM, and robust backup strategies directly reduce the likelihood and impact of future incidents. The monitoring and incident response framework, built around a SIEM-driven SOC and the NIST Incident Response Lifecycle, ensures threats are detected rapidly and managed in a structured, legally compliant manner.
Crucially, the training and awareness programme recognises that people are both the greatest vulnerability and the most valuable asset in cybersecurity. By embedding security awareness at every level of the organisation through induction, ongoing training, phishing simulations, and a Security Champions network, HPA can cultivate a resilient security culture that complements technical controls.
Implementing these recommendations will position HPA as a trusted, compliant, and security-conscious healthcare technology partner — safeguarding patient data, protecting the organisation’s reputation, and supporting the long-term sustainability of its business.
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