









Name: Luciano Santos

ID: 2335472

Lecturer: DR Ayman El Hajjar



Introduction

Cybersecurity has become an important concern for organisations because large amounts of personal, financial and business information are now stored and processed digitally. The increased use of cloud services, remote working, mobile devices and online systems has created many benefits, but it has also increased the number of opportunities for cyberattacks. Organisations must therefore use appropriate technologies, policies and management processes to protect their information and continue operating safely. This report is divided into two main tasks. Task 1 critically examines Zero Trust Architecture and compares it with traditional perimeter-based security. It discusses the main principles, supporting technologies, benefits, limitations and governance requirements of Zero Trust. Task 2 applies cybersecurity knowledge to the 2017 Equifax data breach and proposes a programme designed to reduce the likelihood and impact of a similar incident. The programme includes organisational responsibilities, security policies, risk management, compliance, incident response, technical controls and an implementation roadmap. Overall, the report demonstrates that effective cybersecurity depends not only on technology, but also on clear accountability, trained employees, continuous monitoring and support from senior management.
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 Zero Trust Architecture: A Critical Analysis of its Principles, Implementation Challenges and Effectiveness Compared with Traditional Security Models
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Modern organisations depend heavily on digital systems, cloud services, mobile devices and remote working. These technologies improve communication and productivity, but they also create new security risks. In the traditional security model, most protection is placed around the company network. Users and devices inside that network are often treated as more trustworthy than those outside it. This approach is now less effective because employees can access company data from many locations and devices. Zero Trust Architecture offers a different way of managing cybersecurity. It does not automatically trust a user simply because they are inside the organisation’s network. Instead, each access request must be checked by considering factors such as identity, device condition, location, behaviour and the sensitivity of the requested information. This section evaluates the main principles, technologies, benefits and challenges of Zero Trust. It also compares Zero Trust with traditional perimeter-based security. The main argument is that Zero Trust can reduce the likelihood and impact of cyberattacks, but it is not a complete solution on its own. It requires strong governance, appropriate technology, trained staff and continuous monitoring.
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Traditional cybersecurity is often described as a perimeter-based model. It tries to create a protected internal network using controls such as firewalls, antivirus software and network gateways. This model is sometimes compared to a castle surrounded by walls. People and systems inside the walls receive more trust, while external users are treated as possible threats. This approach can still provide useful protection. Firewalls can block unauthorised connections, and network gateways can inspect traffic entering or leaving the organisation. Antivirus software can also identify some forms of malicious software. For this reason, perimeter security should not be considered completely ineffective. It remains an important part of many cybersecurity programmes. However, the traditional model has serious limitations. Modern organisations use cloud services, mobile devices, home networks and external suppliers. Important data may be stored outside the company’s physical office or network. This makes it difficult to define where the security perimeter begins and ends. Another weakness appears when an attacker enters the internal network. If internal users and devices are trusted too easily, the attacker may access additional systems without being checked properly. Stolen employee credentials can also make an attacker appear legitimate. Once inside, the attacker may move between systems, search for sensitive information and increase their privileges. Traditional controls are still useful, but they are not enough for modern environments. Organisations need to verify users and devices continuously instead of relying mainly on network location. This need has supported the development of Zero Trust Architecture.(Syed et al. 2022)
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Zero Trust is based on the idea that no user, device or system should be trusted automatically. This does not mean that every employee is treated as dishonest. It means that access decisions should be based on evidence and risk. A user should only receive access after their identity, device and request have been evaluated.(Rose et al. 2020) The first important principle is explicit verification. The organisation should check the identity of the user and other relevant information before allowing access. This may include the user’s location, the security condition of the device, the sensitivity of the requested data and whether the behaviour appears normal. For example, a user attempting to access confidential information from an unfamiliar device may be asked to complete extra authentication. The second principle is least-privilege access. Employees should only receive the permissions needed to complete their duties. A marketing employee, for example, should not automatically have administrator access to financial or technical systems. Limiting permissions reduces the possible damage if an account is compromised. Access rights should also be reviewed regularly because employees may change roles or leave the organisation. Another principle is assume breach. Organisations should work with the understanding that an attacker may already be present in the environment. This encourages security teams to monitor internal activity and prepare for containment. It also reduces dependence on the external network boundary. Microsegmentation supports this idea by dividing networks and systems into smaller security areas. If one area is compromised, the attacker should not be able to move freely into another area. Sensitive applications can be placed in more protected segments with stronger access requirements. Finally, Zero Trust requires continuous monitoring. Access should not be treated as permanently safe after one successful login. Changes in behaviour, device condition or risk may require additional verification or cause access to be blocked. These principles work together to create a more flexible and risk-based security model.
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Zero Trust is not a single product. It is a security approach supported by different technologies that work together to verify users, devices and access requests. Its effectiveness depends on how well these technologies are configured and managed. Identity and Access Management, known as IAM, is one of the most important parts of Zero Trust. IAM allows an organisation to create user accounts, assign permissions and remove access when an employee leaves. It helps control who can access systems and what they can do. However, IAM must be reviewed regularly because old accounts and unnecessary permissions can create security weaknesses. Multi-Factor Authentication, or MFA, adds another step to the login process. Instead of depending only on a password, the user provides another form of verification, such as an authentication code, an application approval or biometric information. MFA can reduce the risk created by stolen passwords. However, it does not stop every attack because criminals may still use phishing, social engineering or stolen sessions. It should therefore be combined with other controls. Privileged Access Management, or PAM, protects accounts with powerful permissions. Administrator(Kang et al. 2023) accounts can install software, change settings and access sensitive information. If one of these accounts is compromised, the impact may be serious. PAM can limit administrative access, record privileged activity and provide permissions only when needed. Its main limitation is that it can be expensive and difficult to connect with older systems. Zero Trust Network Access, or ZTNA, gives users access only to the specific applications they need. This is different from some traditional remote access methods that may provide access to a wider part of the network. ZTNA can reduce unnecessary access and make lateral movement more difficult. However, the organisation needs an accurate understanding of its users, applications and access requirements. Endpoint Detection and Response, called EDR, monitors laptops, desktop computers and servers. It can identify suspicious activity, such as unusual software execution or attempts to steal credentials. Security teams can investigate incidents and isolate infected devices. EDR improves visibility, but it may create many alerts.(Syed et al. 2022) Trained staff are needed to decide which alerts represent genuine threats. Security Information and Event Management, or SIEM, collects logs from different systems. It helps security teams identify patterns that may not be visible when each system is monitored separately. For example, repeated failed logins followed by access to sensitive data may indicate a compromised account. SIEM is useful for continuous monitoring, but poor configuration may create false alerts or cause important warnings to be missed. Microsegmentation separates systems into smaller security zones and limits communication between them. This can reduce the damage caused by an attack. Encryption and Data Loss Prevention also support Zero Trust by protecting sensitive information and controlling inappropriate data transfers. However, these controls depend on correct data classification and key management. Overall, these technologies are most effective when they operate as part of a coordinated programme. Buying several security products does not automatically create Zero Trust. The organisation must connect identity, device, network and data controls with clear policies and trained staff.





	Technology
	Main purpose
	Benefit
	Limitation

	IAM
	Manages users and permissions
	Controls who can access systems
	Requires regular access reviews

	MFA
	Requires additional login verification
	Reduces risks from stolen passwords
	Can still be affected by advanced phishing

	PAM
	Protects administrator accounts
	Limits misuse of powerful privileges
	Can be expensive and complex

	ZTNA
	Provides access to specific applications
	Reduces unnecessary network access
	Depends on an accurate asset inventory

	EDR
	Monitors computers and servers
	Detects and investigates suspicious activity
	May create many alerts

	SIEM
	Collects and analyses security logs
	Improves visibility across the organisation
	Requires correct configuration

	Microsegmentation
	Divides the network into smaller areas
	Limits attacker movement
	Difficult to introduce in complex networks

	Encryption and DLP
	Protects sensitive information
	Reduces data exposure and loss
	Requires data classification and key management
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One of the main benefits of Zero Trust is the reduction of unauthorised access. Every access request is checked instead of being automatically trusted. This makes it more difficult for attackers to use stolen accounts or compromised devices to reach sensitive systems. Least-privilege access can also reduce the impact of an attack. If an employee’s account is compromised, the attacker should only reach the systems that the employee is allowed to use. Regular access reviews are still necessary because employees may keep permissions that are no longer needed. Zero Trust can reduce lateral movement. Microsegmentation and application-specific access can prevent an attacker from moving easily between different systems. Gaining access to one laptop should not automatically provide access to customer databases or financial systems. The approach is also suitable for remote working and cloud services. Traditional security often depends on whether the user is inside or outside the company network. Zero Trust focuses more on identity, device health and risk, so similar controls can be applied in the office, at home or in the cloud. Continuous monitoring can help detect suspicious activity more quickly. A user who suddenly downloads a large amount of confidential data may be blocked or asked to complete additional verification. Activity logs can also support audits and investigations. However, the effectiveness of Zero Trust depends on its implementation. Poorly configured rules may block legitimate users or fail to stop real threats. Zero Trust is most effective when it is introduced gradually, tested regularly and combined with traditional controls such as firewalls, patching, backups and employee training.(Phiayura and Teerakanok 2023)
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Although Zero Trust provides many benefits, it can be difficult to implement. One major challenge is cost. A complete programme may require new technology, specialist staff, training and changes to existing systems. Smaller organisations may struggle to provide enough money and resources. A phased implementation can help by protecting the most important systems first. Legacy systems are another challenge. Many organisations still use old applications that were not designed for modern identity checks, MFA or continuous monitoring. Replacing them may be expensive and may interrupt normal business activities. Temporary protective controls may be needed until older systems can be upgraded or replaced. Zero Trust also requires an accurate understanding of assets, users and data. It is difficult to control access when the organisation does not know which devices, applications and databases it owns. Unknown systems may remain unprotected or miss important security updates. Asset discovery and data classification should therefore be completed early. Designing access permissions can also be complicated.(He et al. 2022) If access is too restricted, employees may be unable to complete their work. If access is too broad, sensitive systems remain exposed. Permissions must be based on job roles and reviewed when employees change responsibilities. User resistance is another possible problem. Employees may become frustrated if they are asked to complete extra authentication too often or if legitimate access is blocked. This can reduce productivity and encourage users to avoid security controls. Clear communication and training are necessary. Risk-based authentication can also reduce unnecessary interruptions. Continuous monitoring may produce a large number of alerts. Security teams can become overwhelmed, especially when many warnings are false positives. Important threats may be missed if systems are not configured correctly. Skilled staff are needed to investigate alerts and improve detection rules. A further challenge is the belief that one product can solve every problem. Zero Trust cannot prevent all attacks. Criminals may still use phishing, software vulnerabilities and human error. The organisation must combine Zero Trust with vulnerability management, patching, incident response, backups and awareness training. Overall, Zero Trust should be treated as a long-term programme.(Yeoh et al. 2023) Regular testing, measurements and employee feedback are needed to make sure that security improves without creating unnecessary problems for the business.
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Zero Trust is not only a technical model. It also requires strong governance, clear responsibilities and support from senior management. Without these elements, security tools may be introduced without a clear plan or may not be used correctly. Senior managers should approve the strategy and ensure that enough funding, time and staff are available. They should receive regular information about risks, incidents and implementation progress. This helps cybersecurity become part of business decision-making instead of being treated only as an IT issue. The Chief Information Security Officer may lead the programme, but other departments must also participate. IT teams manage devices and systems, human resources provides information when employees join or leave, and legal teams advise on regulatory responsibilities. System owners should decide who needs access to their applications and data. Policies are needed to explain how controls should be used. These may cover access management, authentication, personal devices, remote working, data classification and incident reporting. Policies should be reviewed regularly because technology, business activities and threats can change.(Rose et al. 2020) Zero Trust can support compliance by improving access controls, logging and data protection. These records may provide evidence during audits or investigations. However, Zero Trust does not automatically make an organisation compliant. Relevant laws and reporting requirements must still be understood and followed. Privacy should also be considered. Continuous monitoring may collect information about employee behaviour, locations and devices. Organisations should collect only necessary information, protect monitoring data and explain how it will be used. The programme should be measured using indicators such as the number of unnecessary accounts removed, the percentage of users protected by MFA, the time needed to detect incidents and the number of critical systems using stronger controls.(Buck et al. 2021)
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Zero Trust provides a stronger approach for organisations that use cloud services, remote working, mobile devices and external suppliers. Its focus on identity, least privilege and continuous verification can reduce the damage caused by compromised accounts. Microsegmentation can also make movement between systems more difficult.(Syed et al. 2022) However, Zero Trust should not completely replace traditional security controls. Firewalls, antivirus software, vulnerability scanning, encryption and backups remain important. The best approach is defence in depth, where different security layers work together. Implementation should be completed in stages. The organisation should first identify its most important systems, users, devices and data. The next priority should be improving identity security through MFA, removal of unused accounts and stronger control of administrator access. Device checks, segmentation and continuous monitoring can then be introduced around critical systems.(Phiayura and Teerakanok 2023) Training should be included because employees need to understand the new procedures. Regular testing, access reviews and audits are also needed. Management should measure progress using clear indicators, such as the percentage of accounts protected by MFA and the time required to detect suspicious activity. Overall, Zero Trust is most effective when it is implemented gradually, supported by senior management and combined with other technical and organisational controls.



















Conclusion

This section has examined Zero Trust Architecture and compared it with traditional perimeter-based security. Traditional controls remain useful, but they are not enough for organisations that use cloud services, remote working and mobile devices. Zero Trust provides stronger protection by verifying users, devices and access requests. Its main principles include explicit verification, least privilege, assume breach, microsegmentation and continuous monitoring. Supporting technologies include IAM, MFA, PAM, ZTNA, EDR and SIEM. However, Zero Trust can be expensive, difficult to connect with older systems and challenging to manage. It is not a single product or a complete solution to every threat. Overall, it is an effective approach when introduced gradually, supported by strong governance and combined with patching, training, backups and incident response.
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Introduction
In 2017, Equifax experienced a major data breach that affected approximately 147 million people. The attackers exploited a known vulnerability in an internet-facing application that used Apache Struts. The vulnerability had a security patch available, but the affected system was not corrected in time. The attackers were then able to remain in the environment and access sensitive personal information (U.S. House Committee on Oversight and Government Reform, 2018). The incident was not caused by only one technical mistake. It also showed weaknesses in asset management, patching, monitoring, accountability and communication between teams. The Federal Trade Commission later announced a settlement of at least $575 million related to allegations that Equifax had failed to take reasonable steps to protect its network (Federal Trade Commission, 2019). This section proposes a cybersecurity programme that could reduce the likelihood and impact of a similar incident. It covers organisational responsibility, policies, governance, risk management, incident response and technical controls. The programme is aligned with the six functions of the NIST Cybersecurity Framework 2.0: Govern, Identify, Protect, Detect, Respond and Recover (NIST, 2024).
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A strong cybersecurity programme requires clear responsibilities. The Equifax case showed that security tasks could be missed when ownership and communication were not effective. Every important system, vulnerability and security control should therefore have a named owner and a clear reporting process.(Kabanov and Madnick 2020) The Board of Directors should supervise cybersecurity risk and receive regular reports about serious vulnerabilities, incidents and compliance problems. It does not need to manage technical activities, but it should question senior managers when critical risks remain unresolved. The Chief Executive Officer should make sure that the programme receives enough funding, staff and authority. The Chief Information Security Officer, or CISO, should lead the cybersecurity strategy and report directly to senior management. The CISO should approve policies, supervise risk management and coordinate the response to major incidents. Direct access to senior leaders would reduce the possibility of important security warnings being delayed or ignored. A Security Operations Centre should continuously monitor systems and investigate suspicious activity. It should work with an Incident Response Team containing representatives from security, IT operations, legal services, data protection, communications and senior management. This would allow technical and business decisions to be made quickly during an incident. A Vulnerability and Patch Management Team should identify weaknesses and track them until they are corrected. However, each system should also have a named owner who confirms that required patches have been installed and tested. Unresolved critical vulnerabilities should be reported to the CISO.(Nelson et al. 2025) The Governance, Risk and Compliance team should maintain the risk register, review policies and support audits. Human Resources should inform IT when employees join, change roles or leave, allowing access permissions to be updated. Internal Audit should independently test whether controls are working correctly. This structure supports the Govern function of the NIST Cybersecurity Framework 2.0 because it connects security responsibilities with business leadership and risk management (NIST, 2024). 
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The proposed programme should include formal and enforceable policies. Each policy should explain what must be done, who is responsible and what evidence will show that the requirement has been followed. Policies should be approved by management and reviewed regularly. An Asset Management Policy should require all devices, applications, servers, databases and cloud services to be recorded in a central inventory. Each asset should have a named owner, location, business purpose and security classification. Automated discovery tools should identify systems that are connected to the environment but are missing from the inventory.(Kabanov and Madnick 2021) A Vulnerability and Patch Management Policy should require regular scanning of internal and internet-facing systems. Vulnerabilities should be prioritised according to severity, exposure and the sensitivity of the information involved. For this programme, critical internet-facing vulnerabilities should be assessed within 24 hours and patched or protected by temporary controls within 72 hours. Any exception should be documented and approved by management. NIST describes patching as an important form of preventive maintenance that reduces cybersecurity risk(Souppaya et al. 2022) (NIST, 2022a). A Secure Software Development Policy should require code reviews, dependency scanning, security testing and change approval before applications are released. Developers should receive secure coding training. These requirements follow the principle that security should be included throughout the software development lifecycle instead of being checked only at the end (NIST, 2022b). An Access Control Policy should apply least privilege. Employees should only receive the access needed for their roles. Administrator accounts should be separate from normal accounts, and multi-factor authentication should be required for privileged, remote and sensitive access. Permissions should be reviewed regularly and removed immediately when an employee leaves.(Rose et al. 2020) A Data Protection Policy should require sensitive information to be classified and encrypted during storage and transmission. A Monitoring and Logging Policy should define which activities must be recorded, how long logs are kept and who investigates alerts. Policies must also be measurable. Evidence may include asset records, scanning reports, patch tickets, access reviews, training records and security logs. Audits should confirm that requirements are followed in practice and not only written in documents. Policy | Main requirement | Responsible owner | Evidence Asset Management | Record and classify technology assets | IT Asset Manager | Asset inventory Vulnerability and Patching | Scan and correct weaknesses according to risk | Vulnerability Manager and System Owner | Scan reports and patch tickets Secure Development | Test security throughout development | Development Manager | Code reviews and test results Access Control | Apply least privilege and MFA | IAM Manager | Access reviews and authentication records Data Protection | Classify and encrypt sensitive information | Data Protection Officer | Encryption reports and audit results Monitoring and Logging | Record and investigate security events | SOC Manager | Logs, alerts and investigation records
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The cybersecurity programme should follow the NIST Cybersecurity Framework 2.0 and support the organisation’s business objectives. Cybersecurity should not be treated only as an IT responsibility because a serious incident can affect customers, reputation, legal compliance and financial performance.(Zainuddin et al. 2026) The Govern function should define responsibilities, policies and management oversight. Identify should focus on assets, data and risks. Protect should include patching, MFA, encryption, access control and training. Detect should use monitoring, SIEM and EDR. Respond should provide procedures for containment and communication, while Recover should support backups, restoration and lessons learned. Management should measure results using indicators such as unresolved critical vulnerabilities, systems protected by MFA and the time needed to detect incidents. This would connect technical controls with business risk and make it easier to identify areas that need improvement (NIST, 2024). NIST function | Application Govern | Responsibilities, policies and oversight Identify | Assets, data and risk assessment Protect | MFA, patching, encryption and training Detect | SIEM, EDR and monitoring Respond | Investigation, containment and communication Recover | Backups, restoration and improvement(Nelson et al. 2025)
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Equifax should use risk management to identify which threats could cause the greatest harm. Systems containing personal and financial information should receive the highest priority. Each important asset should have a named owner and security classification. Risks should be assessed according to likelihood and impact. For example, an unpatched internet-facing application would be a critical risk because attackers could access it remotely.(Kabanov and Madnick 2021) The organisation should maintain a risk register showing the risk, owner, priority, treatment and review date. High and critical risks should be reported to the CISO and senior management. Risk treatment may include patching, MFA, encryption, segmentation or monitoring. Risk acceptance should only be allowed when the reason is documented and approved. Risk | Priority | Treatment Unpatched public application | Critical | Rapid patching and testing Excessive access permissions | High | Least privilege, MFA and reviews Weak network segmentation | High | Microsegmentation Incomplete monitoring | High | SIEM, EDR and alert reviews Weak data protection | High | Encryption and DLP Third-party security failure | High | Supplier assessment and monitoring Risk assessments should be reviewed regularly and after major system changes or security incidents. This supports the Govern and Identify functions of the NIST Cybersecurity Framework 2.0 (NIST, 2024).


















[bookmark: _Toc236863378][bookmark: _Toc236864059]Compliance, Incident Response and Protection Controls

Equifax processes sensitive personal information, so the organisation should maintain a record of legal, regulatory and contractual requirements. Evidence such as access logs, patching records, risk decisions, training results and incident reports should be kept for audits. Serious compliance weaknesses should have a named owner and deadline. The breach notification procedure should explain how the organisation will identify affected data, assess possible harm and decide who must be informed. Legal, data protection and communications teams should work with the incident response team to provide accurate information without unnecessary delays.(Erickson et al. 2023) The incident response plan should include preparation, detection, containment, removal, recovery and lessons learned. The Security Operations Centre should investigate alerts and collect evidence. Affected systems may need to be isolated, suspicious accounts blocked and compromised passwords reset. After the threat is removed, systems should be restored carefully and monitored for further suspicious activity.(Nelson et al. 2025) Technical controls should include automated vulnerability scanning, rapid patching, MFA, Privileged Access Management, network segmentation, EDR and SIEM. Encryption should protect sensitive information, while Data Loss Prevention should monitor unusual data transfers. Internet-facing applications should receive security testing and web application protection. Backups should be protected and tested regularly. Penetration testing should identify weaknesses that automated scanning may miss.(Souppaya and Scarfone 2022) These controls would support the Protect, Detect, Respond and Recover functions of the NIST Cybersecurity Framework 2.0 (NIST, 2024).
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The cybersecurity programme should be introduced in stages so that Equifax can protect its most important systems first without causing unnecessary disruption.(Phiayura and Teerakanok 2023) During the first 30 days, the organisation should identify critical systems, correct urgent vulnerabilities, review privileged accounts and confirm that monitoring tools are working. Between 31 and 90 days, Equifax should improve its asset inventory, approve the main security policies, introduce regular vulnerability scanning and test the incident response plan. Staff responsible for important systems should also receive security training.(Nelson et al. 2025) Within three to six months, the organisation should expand MFA, EDR, SIEM, encryption and network segmentation. Access rights should be reviewed, and critical databases should receive stronger protection. After six months, Equifax should conduct penetration testing, disaster recovery exercises and independent audits. Progress should then be reviewed continuously using security measurements and lessons learned from incidents. Period | Main actions 0–30 days | Patch critical systems, review privileged access and verify monitoring 31–90 days | Improve asset inventory, approve policies and test incident response 3–6 months | Expand MFA, EDR, SIEM, encryption and segmentation 6–12 months | Complete penetration testing, recovery exercises and audits Ongoing | Review risks, metrics, access rights and security improvements
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The Equifax breach showed that serious cyber incidents are often caused by several weaknesses working together, including poor patch management, incomplete monitoring, unclear accountability and weak protection of sensitive data. The proposed cybersecurity programme addresses these problems through stronger governance, clear policies, regular risk assessment and improved technical controls. The programme follows the NIST Cybersecurity Framework 2.0 and connects the functions Govern, Identify, Protect, Detect, Respond and Recover. Important measures include asset management, rapid patching, MFA, encryption, network segmentation, SIEM, EDR and tested incident response procedures. Overall, Equifax could reduce both the likelihood and impact of a similar breach by assigning clear responsibility, protecting critical systems first and reviewing security controls continuously. Technology alone is not enough, so leadership, training, auditing and cooperation between departments are also necessary.
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