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[bookmark: _Toc500272177]I. Introduction
This research will look at the steps taken to make a BYOT security framework for a gold mining company that has a comprehensive online presence and resources. The company has recently undergone some backlash for allowing staff and its business clients to use their own devices to work from when attached to the company network, the company uses the cloud to distribute IT services to staff and clients. According to workplace surveys, it is suggested that 95% of the company’s network is primarily wireless based, by having a well-established and thorough framework will ensure a more secure handling of intellectual properties and data which is worth billions. In this report, there will be evidence to show how effective and reliable the implementation of this BYOT framework which will cover all aspects of the company’s network, along with a user policy and discussion of possible future security flaws.
[bookmark: _Toc500272178]II. Related Work
As technology continues to grow at an exponential rate, the security requirements needed to keep up with the newest software and hardware being developed is becoming more difficult to keep up with the growth. As more and more businesses begin to appear, they need to adapt to the current technological environment to strive in the competitiveness of the technology field. 
Considering technology is growing rapidly, the security risks that follow are sometimes hard to identify. When this is the case, sensitive data can be altered, sold among other things. To keep up with the vulnerable and most common tactics used by hackers or just incompetent employees, IMPERVA which is a leader in providing information on cybersecurity and to protect sensitive data.
According to IMPERVA [1], the most dangerous database security risks to consider when working on a network are:
· Excessive and unused privileges                                  
· Privilege abuse
· Insufficient web application security
· Weak audit trails
· Unsecured storage media
[bookmark: _Toc500272179]1. Excessive and unused privileges: Users or third-party applications are granted access to privileges within the database that surpass their job operation in which they can access sensitive. A cause of this “database administrators do not have the time to define and update granular access privilege control mechanisms for each user” [2], granting immoderate privileges will harm companies in many ways, their integrity and reputation can be tarnished, there are ways to minimize and prevent said risks:
· Access Control policy: Do not grant unnecessary privileges to the user. [3]
· Legitimate privilege abuse can be stop by a providing good audit trail. [3]
[image: ]
[bookmark: _Toc500192377]Figure 1 - Reconstruction of an attack where excessed privileges are present [1]
[bookmark: _Toc500272180]2. Privilege abuse: “end users or applications are granted database these privileges may be abused for malicious purpose access privileges that exceed the requirements of their job function” [2]. A solution to this can be a query-level access control which “restricts privileges to minimum-required operations and data” [4]. The premise behind this is how data will be accessed and what policies will be put in place for it. Some privileged users who have access to sensitive data and applications due to their job title but ideally, they don’t need this amount of clearance and freedom to browse this data/application. In addition, the privileged user can also bypass the applications authorization perimeters.
[bookmark: _Toc500192378][image: ]Figure 2 - Administrator act as a malicious insider, gaining access to privileged data [1].
[bookmark: _Toc500272181]3. Insufficient web application security: as most companies want to communicate more closely with their customers more than ever before they sometimes rely on third-party applications. The most common threats to this are:
· SQL injection is the most common threat to most companies as it’s easy and quick to get endless access to the data. It’s where “the attacker provides Structured Query Language (SQL) code to a user input box of a Web form to gain unauthorized and unlimited access” [5]. 
[bookmark: _Toc500192379][image: ]Figure 3 - Malicious input process in a web application [5]
· Web Shell “is executable code running on a server that gives an attacker remote access to functions of the server.” [6]
[bookmark: _Toc500192380][image: ]Figure 4 - Web Shell Attack [7]
[bookmark: _Toc500272182]4. Weak audit trails
An audit trail is where detailed records are made, gives the history and having a precise audit trail will help if anything goes wrong, it acts as a backup for records and previous works. “Monitoring data access across the enterprise should be part of any production database deployment.” [1]
As databases are arguably the main component of a company, they store and monitor all data. Having a poor record of that and not constantly updating or monitoring can cause problems.
[bookmark: _Toc500272183]5. Unsecured storage media:
Some companies have limited knowledge of their backup security, which leads to unsecured storage and data. This may lead to more susceptible attacks on the backup as it doesn’t get as much attention as the front end on the network, “Some software applications and databases can also be configured to store data in an encrypted form.” [8]
[bookmark: _Toc500272184]III. Implementation
[bookmark: _Toc500272185]1. Golding-Harvest BYOD Policy
Golding-Harvest is to establish a set of policy rules for the implementation of BYOD at the company, imposing a strict and accessible policy is key to maintaining a secure network and making sure that users that access the network know the boundaries of what is acceptable and what isn’t. Devices that are allowed on this BYOD policy are as followed:
· Smartphones
· Laptops
· Tablets
· Netbooks etc
BYOD changes the environment when applied in the workplace, as there are multiples devices from multiple different companies it can cause problems like, “multitude of hardware and operating system combinations, often with differing levels of effectiveness” [9]. It is vital to identify the vulnerabilities and for them to be adjusted to make sure that they won’t cause any security weakness.
[bookmark: _Toc500192381][image: ]     Figure 5 - Survey when asked what the biggest security concerns with BYOD [10]
[bookmark: _Toc500272186]Acceptable Use
Users that are planning on connecting to the network with their own devices are only to do an activity that is work-related, anything device on the network and that uses the internet will be logged. “Acceptable usage can be a contentious issue, as employers are effectively asking employees to act in accordance with enterprise policies” [11]. Third-party applications and software must be approved by the IT department, it is to the owners’ responsibility that their device must be taken care of. The user must always obey these rules:
· Be careful with sensitive data
· Don’t harass or spam others on the network.
· Don’t undertake any other work that isn’t the description of your job.
· Maintain their own device and get accompanied by the security features of their device.
· Certain third-party apps will be permitted, mainly social apps like Facebook etc.
· Users are prevented to access some websites whilst connected to the network.
[bookmark: _Toc500272187]Security
As there will be unknown devices initially connecting to the network, each device that is attempting to access the network must connect through an SSL VPN. The VPN will allow secure and private activity within the network from the outside but the activity will be monitored from the inside by the administrators, they are essentially private network within one. “VPNs are scalable solutions which allow new users to be added without major restructuring.” [12]
· Every device that is connected to the network must have a strong password and be protected before being allowed access to the network.
· Passwords must contain a certain amount of characters and the password must be altered every 3 months, no previous passwords will be accepted.
· Devices that are altered in any way that allows them to gain access past the “walled garden” will not be permitted on the network. 
 “A “walled garden” approach is characterized by building “fences” around the user. In other words, the service provider has control over applications, content and media” [13]
· Devices that are on the list of supported devices are only allowed on the network and no personal device can connect, devices only for work.
· “The IT department/administrator does not have any responsibility for the students’ mobile devices but does allow them to connect to a school Wi-Fi network.” [14]
The Golding-Harvest administrators must monitor all activity and protect data passed on the network via mobile devices (smartphone, laptop, tablets etc). It is mandatory for all users that are planning on joining the network with their own device must be issued an identification and password from the network administrators. All users must follow and abide by the security policies set in place by Golding-Harvest.
[bookmark: _Toc500272188]Privileges
Database systems and Network administrators are responsible for overlooking, updating, implementing and configuring the BYOD network, for this they will have complete access and privilege to complete their task. 
Managers have some access, in which it allows them to edit files, create projects and manage overall work of the employees.
Employees have limited access to which they will be allowed to do the basic functions of their job description, e.g. Edit documents and upload files. 
There may be some circumstances where other positions may need access for a period e.g.
· Internal testing 
· Training new recruits
· Client support
[bookmark: _Toc500272189]Devices and Support
Every device must be registered and given an identification and password before allowing access to the network, the administrator will issue these. It is the users’ responsibility to follow the security protocols in place and are responsible for the safe-keeping of devices. The easiest way for devices to connect to the network is wireless, there will be a key provided to then use your work login and password which will be provided by the administrator.
Models of devices that are permitted to be used on the network are iPhone, Android, Google and Windows. There will be an updated list of which models and operating systems that are authorized to be used to do company work.
[bookmark: _Toc500272190]2. Data Flow Diagram
A DFD is usually to give a visual representation of what the planned implementation setup will look like, “DFD is graphical diagrams for specifying, constructing and visualizing the model of a system.” [15]. Each outside device can connect to an access point which allows them to undergo basic functions such as browse the internet and upload documents etc. 
[bookmark: _Toc500192382][image: ] Figure 6 - Data flow diagram of the proposed BYOD network
[bookmark: _Toc500272191]3. Mobile Device Management
As there will be multiple new devices connecting to the network, there will be a purpose to monitor the activity and to keep track of the devices via their identification number, Golding-Harvest will use VMware AirWatch. The reasoning for using an MDM is “MDM systems remotely monitor the status of mobile devices in order to control their functions” [16].
This MDM is easily scalable and can adapt to the current influx of devices that will eventually be connecting to the network, as and when this happens Golding-Harvest need to be ready, “Mobile devices usually need to support multiple security objectives: confidentiality, integrity and availability.” [17]
Advantages of VMware AirWatch:
· Pricing is reasonable
· Scalable and future-proof/Cost efficient.
· Comes with a lot of extra features that will satisfy all types of customers
· Easily configuration of devices or a group of devices
· Send notifications to devices, e.g. lock the phone etc.
· [bookmark: _GoBack]Remove and control access to devices
· Free 30-day trial
· Appealing interface(GUI) and easy for administrators to search and monitor the devices on the network.
· Customer support
Disadvantages of VMware AirWatch:
· Limited support for devices that run Windows 10.
· When registering devices, it can be quite a hassle.
· Android and Apple interfaces are different
· “MDM also restricts what workers could do with their devices, which could make it unattractive and reduce productivity.” [18]
Compared to other MDM software, it is quite expensive but with the features, you get with AirWatch clearly outweighs all other MDM competition available. This MDM checks all the boxes for Golding-Harvest, which is why it’s being chosen, it’s suitable for the job at hand.
[bookmark: _Toc500272192]4. Advantages and disadvantages of implementing BYOD
The implementation of BYOD at Golding-Harvest will have obstacles, this will happen with any implementation. To achieve an accurate representation of what the planned proposal will look like, firstly we must weigh the advantages and disadvantages of BYOD in the workplace.
Some advantages are:
· “BYOD increases employee productivity and morale, and makes employers appear more flexible and attractive” [18]
· Lower expenditure, “Company using BYOD is that it means they do not have to purchase a significant amount of expensive devices for employees” [19]
· Employees will stray towards a device they are familiar with, then a device that the company has issued them
· By allowing employees this freedom to do their work will make your company more pleasing to potential recruits, this freedom comes with strict policies.
[image: ]
[bookmark: _Toc500192383]Figure 7 - Survey of what are the main benefits of BYOD [10]
Disadvantages:
· “BYOD environments can be easy to hack because employees often use them on insecure public” [18]
· “Workers also frequently employ weak or no passwords.” [18]
· “Not all devices suitable (software, connectivity, interoperability)” [20]
· “Employees’ personal data may be exposed and require protection” [20]
· Allowing employees use devices, this can be overwhelming when registering each device as there are so many devices on the market and not all are compatible.
[bookmark: _Toc500272193]IV. Conclusion
To conclude, BYOD has all the right attributes to be a success if implemented correctly with accuracy and securable. With any new technology idea, there will be flaws and as humans are prone to mistakes this premise can be quite dangerous but the rewards outweigh that if thought out properly. The BYOD framework must have strict policies in place, but as this will be mainly used by users, over time there can and will be mistakes, so the policies and software must be regularly updated. 
The BYOD framework will be implemented at Golding-Harvest as they cannot allow other companies to get ahead of the trend and risk falling behind in all aspects of their work. By implementing this, could lead to overall progress in all areas of their company which could lead to a more productive and efficiently run company with overall better products and service.
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