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Enterprise Network Design and
Implementation

1. Introduction

This report documents the implementation of a multi-site enterprise network connecting two
locations, Swansea and London. The objective was to configure core network infrastructure
services, including IP addressing, routing, Active Directory, DNS, DHCP, and secure
connectivity, following enterprise networking best practices.

2. Network Topology and IP Addressing
Two local area networks were configured:

SwansealLAN: 192.168.1.0/24

LondonLAN: 192.168.2.0/24

Both sites are interconnected via a dedicated point-to-point Interlink network
(172.16.0.0/30).

Device Location IP Address

S-DC (Windows Server) | Swansea | 192.168.1.1

ClientS1 Swansea | 192.168.1.10

L-CD (Debian Server) London 192.168.2.1

ClientL1 London 192.168.2.10

Interlink WAN 172.16.0.1/172.16.0.2

Static IP addressing was applied to servers, while DHCP was later introduced for automated
client configuration.



Screenshots of a successful connection between clients using static IP:
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-Windows-Client [Running] - Oracle VM VirtualBox
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swansea-windows-Server [Running] - Oracle VM VirtualBox
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3. Routing and Inter-Site Connectivity

Routing between the two sites was achieved using:

RRAS (LAN Routing) on the Windows Server
IP forwarding enabled on the Debian Server

Static routes configured on both systems

Connectivity was verified using ICMP testing between:

Clients and servers within each LAN
Servers across the Interlink network

Clients across sites

4. Firewall Configuration and Troubleshooting

Testing found that default firewall policies blocked ICMP. Inbound firewall rules were
configured for the server and clients for specific ICMP rules to allow troubleshooting.
Network profiles were set to Private.



Screenshots of PING with and without firewall rule:
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5. Active Directory, DNS and DHCP Services

The Active Directory domain (davidenterprise) was installed on the Swansea server. The
DNS services were installed and integrated with Active Directory which provides name
resolution between the two sites. Both clients were joined to the domain and domain-based
authentication worked at login. DHCP services was configured to allow for dynamic
allocation of IP addresses to clients for ease of management and to provide a consistent
enterprise network configuration.



Screenshots of Active Directory setup:
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Screenshots of DHCP and Relay setup:

File Machine View Input Devices Help

o - Vindows Powershell o X

File Machine View Input Devices Help
Dec10 11:52AM

administrator@adebian: ~

DHCP Relay
1 t
Please enter the hostname or IP address of at Least one DHCP server to which DHCP and BODTP requests should be relayed.

You can specify multiple server names or IP addresses (in a space-separated list).

Servers the DHCP relay should forward requests to:

Ll

BOn& o EEDI®E Aight At



File Machine View Input Devices Help

upgraded. Run ‘apt list --upgradable

Upgradin

BOn# S B E D@ Aight At

File Machine View Input Devices Help

Mouse integration

B « Network and Internet » Network Connections

LondonlAN

Netwotng

usmacaly f your netwerk a.gports

)

{® Obtain ONS server address automatcaly

Use the foouing ONS sesves sdres:

Cl N NN

<

~ W & e 0

Right Alt



File Machine View Input Devices Help

Dec11 12:19PM

administrator@debian: ~

File Machine View Input Devices Help

tegration

]
Other user
|
Sign in to: DAVIDENTERPRISE
How do | sign in to another domain?
@ Other user
o)




Dec1s 3:20PM

QO & o =@ 8 right Alt

File Machine View Input Devices Help

Mouse integration ..

"Tosge=En

- NN

(e}

GOnE S BEUEE riht At

6. VPN Configuration (Partial Implementation)

A site-to-site VPN was planned to provide encrypted communication between Swansea and
London. While the VPN service was partially configured, full validation could not be
completed within the available timeframe.

However, the required prerequisites for VPN operation, such as routing, firewall
configuration, and inter-site connectivity, were successfully implemented. This demonstrates
an understanding of secure network design principles and VPN deployment requirements.



VPN Partial setup:

File Machine View Input Devices Help
Dec1S 3:48PM

debian-server@debian: ~/pki

Machine View Input Devices Help

Dec15 3:53PM

debian-server@debian: ~/pki




)

Machine View Input Devices Help

File Machine View Input Devices Help

Dec15 3:54PM

debian-server@debian: ~/pki

debian-server@debian:

5 G @ & right

~>

W

1 < Network and Internet

Broadband Connection

Londan-KE2

Network Cannect

WEV2-Debian

snseal AN

oOm h ¥ m

@ Broadband Conn

OF VPN Connection

%F London-iK

9% Broadband Connection

OF IKEv2-Debian

Can't connect to IKEv2-Debian
Policy match error

QONE S BRUGE R



s o eoEw il

0

=3
°
©
T

<

File Machine View

File

Machine View

nput

Devices

Devices

Help

Control Panel

rtrol Panel Home

tem and Securit
Network and Internet
Hardware

Network and Internet

dband Connection

9% VPN Conn:

%% London-IKEv2

Can't connect o London-IKEv2

1 credentials are

Dec16

debian-server@debian: ~

SUP) N{MULT

=

@

Bl @ & right Al



Ammbzaon

) Use Exerable Ashartication Protocel (EA7
Microsalt: Secued passmord (EAP-MSCHAP v2) kncry
Propertes

T

oo mmm e

QeuFo HEOIGERght Al

anmm |

QREFo RO M right Al

7. Conclusion

The project successfully delivered a functional enterprise network with structured IP
addressing, inter-site routing, domain services, DNS resolution, and DHCP automation.
Although the VPN configuration was not fully finalised, the core infrastructure demonstrates
practical understanding of network operating systems, troubleshooting methodologies, and
enterprise networking concepts.
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