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[bookmark: _Toc535519468]INTRODUCTION 

[bookmark: _Toc535519469]Case Study
This report will make all assumptions relevant to ‘Hyper Fort’, an energy consultancy company contemplating the implementation of BYOD. The focus will be on wireless security as their network is predominantly wireless. Data protection and management will be a priority in all guidelines provided, as this is the company’s main concern.
[bookmark: _Toc535519470]What is Security 
Security is defined as the absence of danger or threat, Network security involves the protection of hardware, software and all the data it receives and transmits. Total network security considers technology, architecture and management policies. This type of security aims to maintain and protect the three fundamental laws; 
· Confidentiality
· Integrity  
· Availability
The legal obligation to protect the user in receipt of any service involved in handling their data whether public or private heightens the importance of network security, it is equally heightened by the organisation’s necessity of protecting their assets, both intellectual and physical.
[bookmark: _Toc535519471]What is BYOT
Bring Your Own Technology (BYOT) refers to the phenomena adopted by many organisations to allow their clients and employees to use their own devices to access the company’s network, enabling them access to corporate resources. The pressure on companies to provide device fluidity is reaching its epitome as employees and clients alike are demanding access.
There are myriad advantages to implementing BYOT, implementing BYOT in response to the high demand will surely increase employee morale. The diverse accessibility may prove more productive as users are typically more comfortable using their own devises. Innovation; clients of the company may feel compelled to switch to a provider which offers this access. 
The disadvantages consider the process and result of implementing BYOT. The process of adopting BYOD will require a complete system refurbishment, as well as the physical installation of such processes. The costly adaptation may expose the company to major threats and losses.
The evolution of cyber threat has dramatically shifted from highly trained cyber criminals with limited resources to abundant resources and low-level knowledge, thus the ability to attack systems has become relatively easy with such poisonous software available online, thus, highlighting the shortcomings involved in deploying BYOT.
[bookmark: _Toc535519472]RISK

Risk is defined as the potential impact caused by numerous factors both micro and macro. The negative connotations attached to risk derive from the consequences available as a subsequent of inadequate risk assessment and management, thus emphasizing its importance. 
[bookmark: _Toc535519473]The Security Matrix
The security matrix illustrates potential threats holistically. and offers protective measures against these threats. The afore mentioned elements involved in total security are categorised in the security matrix, these are accompanied by preventative, defensive and protective measures to uphold a system of total security.
The architectural aspect of this representation refers to the physical threats posed upon security, this includes damage to software because of environmental (e.g. floods, tsunami) or human (e.g. “smash-and-dash”) intervention. Virtual insecurity produces the largest threat as its presence can compromise data security. 
[bookmark: _Toc535519474]The British Standard 7799 Model
Risk can be assessed using the British Standard 7799 model (BS7799). This methodology of assessment encompasses ten areas of concern such as security policy, assets clarification and system development and security.
Contingency plans come hand in hand with risk assessments, commonly referred to as a redundancy plan, it is the product put in place in the event of a malfunction or failure. The unexpected interruption that is a direct result of a threat, May it be physical or virtual, may hinder continuity. The inability to implement a disaster recovery plan may lead to a stoppage. The downtown induced by this can be extremely costly, thus the importance of minimising it paramount.
CVE are strategies used by homeland security to identify threat. By identifying the single-point of failure a contingency plan can be applied to that entity rather than focusing on recovering the entire operation.
The n+1 equation elaborates on this, having an entity as well as its designated redundancy means that in the event of failure there is always a back up for each entity. Many strategies can be applied. RAID is an example of this. It is used to ensure data backup.
First hop redundancy models such as URRP, URRP and GLBP are another example of redundancy strategies. These protocols ensure continuity in the event of router malfunction, attack or failure. SANS and NOVA are frameworks for continuity plans.
Th wireless nature of Hyper Fort depends little on ISDN thus Frame Relay also becomes redundant as they both rely on single telephone lines as means of transmission. Thus, synchronous methods are the appropriate mode of CPU transfer. Synchronous methods can also be applied to location redundancy. There are many methods of backing up data for example;
· Synchronous Replication
· Asynchronous Replication
The figure below highlights their strengths and limitations.
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[bookmark: _Toc535519475]The five Nines
The term five Nines refers to 99.999% availability in systems and services, the downtime of such a system insure maximum of 5.26 minutes per year, whether it is planned or unplanned. This concept though costly insures high availability and is often adopted by the finance and health care industry as availability is crucial for maintaining capital and even a preventative measure of a potentially lethal situation.
[bookmark: _Toc535519476]Business Impact
Laws such as HIPPA and the US PATRIOT ACT of 2001 hold corporations liable for the misconduct of sensitive data. the charges imposed by legal action are unmatched with the tarnished reputation of the company as a result. As well as poor corporate image such negligence interferes with the productivity of the company. The public’s reprimand of data breaches is insouciant of the cause, thus meticulous methodology should be adopted to reduce such risk.
The breach of sensitive data highlights the company’s vulnerability to intrusion. Thus, endangering the intellectual properties of the corporation. Their reveal could fulfil benchmarking attempts by their rivals. The repercussions of network insecurity are not limited to a decrease of wealth but can equally be a threat to environmental and safety systems.
[bookmark: _Toc535519477]CIA Triad
Security is not about achieving freedom from risk but managing risk. The ability to manage risk is to establish the threats and vulnerabilities of a system and apply counter measures. The typology of security is categorised in three sections. Physical, virtual and data security. The implementation of BYOT will require revision of the ultimate security; Data security. The protection of data insures confidentiality, integrity and availability. 
Confidentiality prevents the disclose of sensitive information from unauthorized people, resources and processes, Integrity is the protection of data from Unauthorised modification, the accessibility of data, systems and processes when needed is referred to as availability. The combination of all three are conceptualized as the CIA triad. 
[bookmark: _Toc535519478]The McCumber Cube
The McCumber cube incorporates the CIA triad as one of its three dimensions, alongside counter measurements and information states. The Cube emphasises the problems surrounding the protection of data in all its states. Resting, in transit and processed. The third dimension describes the relevance of technology, policies and procedures and people. The implementation and careful consideration of how these impact securities could prove advantageous.

[bookmark: _Toc535519479]IMPLEMENTATION 
Having established the importance of risk assessment and management. And the areas that require attention. It is possible to elaborate on such models and effect techniques for network security hygiene.
[bookmark: _Toc535519480]The Cisco Model
The layered hierarchal design of the cisco model reflected similar concepts to that of the OSI  reference model. The three layers illustrate a conceptual framework for managing corporate network. The access layer also referred to as the door of the network is where traffic starts. The second layer collects and controls that traffic, it filters and directs in accordance with the policies defined. The core layer then transmits the data between core switches and routers in highspeed. End users are typically the genesis of this transmission process. Thus, safe user practice is paramount.
[bookmark: _Toc535519481]The User
Virtual attacks to any network are heightened when combined with user apathy. Staff must be trained and qualified to use the software they are given. They must adhere to the policy as stringently as possible as lack of this can lead to devastating repercussions. 
Cyber-attacks have become advanced in the art of disguise, the use of packet sniffing tools and rogue points have proved effective as it is a 15-billion-dollar industry. The simple methods adopted by hackers whether grey or black hat, have still infiltrated large corporations such as FedEx and NHS by luring their employers through the use of spam, pharming and sper phishing. Attackers use techniques like DoS Attacks and NIC examining Sniffing software. RF Jamming and Smishing. Having a clear training procedure in place to keep employers sharp is necessary alongside protective measures.
[bookmark: _Toc535519482]The three A’s
The three A’s account for authentication, authorisation and accountability. Customising access is advantageous in controlling who can have access to what, when and for how long. The client should not be able to view the data of other clients or any data which is not relevant to them. Similarly, the employee should not have access to a department they don’t belong to e.g. finance.
Thus, implementing role-based access (RBAC), deterrent controls and  implementing multi factor authentication such as passwords, fingerprint scanner, smart cars or fobs all aid in implementing the three A’s. Keeping these up to date is just as important, changing passwords and prompting the user when it is too simple. 
[bookmark: _Toc535519483]Prohibitions 

Certain acts should be limited, monitored and even prohibited. The ability to download any software should be completely prohibited, this can open an arena of threats to system and data security. 
Certain operations should be blocked such as screen printing and screen recording. Personal browsing should be limited to increase productivity and decrees data insecurity. Logout timers should be in place to reduce hacking strategies such as shoulder Surfing. 
Monitoring devices should be installed as a precautionary for any undesired behaviour. Location restrictions should be implemented, the inability to use network resources upon leaving the campus as such will counter measure the repercussions of the devices being stolen and or lost. As lock down is activated as soon as it is out of range.
[bookmark: _Toc535519484]MITIGATION 

	Threat 
	Solution 
	Strategy

	Integrity 
	
· Hashing 
· Data validation checks 
· Data consistency checks 
· Access controls 

	· Hashing algorithms such as MD5 and SHA to insure integrity. Salting in addition is hashing creates even more security.e.g. HMAC

· Digital signature and digital certificates are multi factor authentication strategies e.g. RSA 

 

	Availability 
	· System redundancy 
· System backups
· Increased system resiliency 
· Equipment maintenance 
· Recovery planning 

	







	· MAC Address Spoofing
· DoS Attacks 
· MITTM
· Zero Day Attacks 
· Keyboard Logging 
· Blujackiing and bluesnarfing 
· 
	· Disabling MAC Address broadcast
· Enabling MAC Filtering techniques 
· Requiring Digital signatures such as RSA 

	· Rogue Access Points 
	· Disable ‘Auto-Connect’ 
· Disable DHCP


	· Password Cracking
· Piggypacking 
· Tailgaiting 
· Dumpster diving 
· Hoaxes and impersanations 
· Sniffing 
· Spoofing 
· 

	· Frequent password and 
· Implement Hashing and Salting techniques to strengthen passwords. (HMAC, MD5,SHA) 
· An additional firewall between LAN and AP’s
· Data masking strategies may be applied to SSID as well as disabling SSID

	· Shoulder Surfing
	· Auto Logout, Screen filters. User awareness.

	· Theft and loss
	· Require VPN connection for offsite
· GPS
· 


	· WEP and WPA Attacks
· Buffer Overflow 
· Remote Code executions
· Code injection Attacks
· Active X controls 
· XSS
	· Enable encryption protocols such as NETSTUMBLER and DMZ
· Obscuring data via embedded data and stego Key 
· Adopting the layered approach 
· Using diferent algorithms for each layer 
· CIPHER TEXT
·  



	· Data loss 
	· Raid 
· Nas
· San


	· Data manipulation 
	· Point in time 
· Watermarks (software watermarks)
· Obfuscation
· Steganography
· Data masking
· 

	· 
	· 





	Attacks
	Mitigation
	Solution

	MAC Address spoofing 
	
	

	DoS
	
	

	Zero-Day-Attacks
	
	

	MITTM
	
	

	Keyboard Logging
	
	

	Blujacking
	
	

	Piggybacking
	
	

	Tailgating
	
	

	Dumpster Diving
	
	

	Sniffing
	
	

	Spoofing
	
	

	Buffer Overflow
	
	

	Remote Code Execution
	
	

	Code Injection
	
	

	Active X controls
	
	

	XSS
	
	

	Theft / Loss
	
	

	Environmental threat
	
	




· Disable command prompt, to avoid unauthorised network activity, implement intrusion prevention protocols such as monitoring devices. Apply domain name filtering content for restricting website access.
· Implement multifactor and multi-level authorisation by employing digital signatures biometrics, tokens and smart cards. 




[bookmark: _Toc535151707][bookmark: _Toc535519485]Device Management 

[bookmark: _Toc535151708][bookmark: _Toc535519486]MDM/ MAM/ MIM
Mobile device management (MDM) tools such as FancyFon, AmTel and MobileManger should all be incorporated in managing the diversity of devices connected. Mobile application management (MAM) such as VMware’s Airwatch could be tools used to manage the cob, Mobile Information Management (MIM)
[bookmark: _Toc535151709][bookmark: _Toc535519487]VIRTUALIZATION
Application and desktop Virtualisation such as Citrix, and VMware enable.

[bookmark: _Toc535519488]CONCLUSION

Through careful examination of the risks involved in BYOT it is strongly advised “Hyper Fort” adopts all the appropriate measures as defined under implementation. Though the risks of incorporating such a system is high risk, costly and time consuming. There is also capital to be gained from allowing customers and clients use their own technology. 






	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]No referencing done. Poor engagement with essential reading from peer review articles or credible sources. Heavily reliant on information gained through class contact. (Grade mark: 33.33%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]5

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Limited knowledge and understanding of thebasic concepts and principles. Heavily rely on class information (Grade mark: 40.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]6

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]The report covered a lot of content but has not really focus on specific areas of the assignment requirement.  Most of the content are of those covered in the lecture.  You need to demonstrate background reading/research, do a policy for the company recommend an appropriate software to track the BYOD devices in case lost or stolen.  Need to support emerging arguments and judgement within your discussion. (Grade mark: 45.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]18

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]A fully function and working diagram.  However, so security measures considered to support the design not even a basic password on the router. (Grade mark: 50.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]10

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]Your report flow and read well, could do with some justify alignment. Spell out all acronym first time used. (Grade mark: 60.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]45%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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