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I. [bookmark: _Toc196212566][bookmark: _Toc196828221]Introduction
Cureton Pharmaceutical Company (CPC) is a company which is ferociously working to come up with new cures for the latest respiratory viruses. As they approaching their goals with some vaccines, the company want to be sure that their systems are not compromised and suffered from a Cyber Attack. As the assigned Red Team Specialist within the Cybersecurity Division of CPC, this report was made to identify potential vulnerabilities and security issues that could be exploited by attackers.

First, the report will present an analysis of three recent cyber-attacks to understand the attack itself and the solutions implemented. In another part, we will simulate different attacks to ensure the robustness of their systems and their server infrastructure. 

II. [bookmark: _Toc196212567][bookmark: _Toc196828222]List of Figures and Tables
Figures:
· Figure 1: MOVEit Attack Chain Analysis
· Figure 2: Okta Supply Chain Attack Flow
· Figure 3: Change Healthcare Ransomware Attack Timeline
· Figure 4: CPC Network Infrastructure Diagram
· Figure 5: Critical Vulnerabilities Analysis of CPC
· Figure 6: CPC Attack Path Visualization
· Figure 7: CPC Defense-in-Depth Strategy
· Figure 8: CPC Implementation Timeline Gantt Chart

Tables:
· Table 1: List of Acronyms
· Table 2: Protocols Involved in the Attack
· Table 3: Analysis of SQL Injection Attack
· Table 4: Analysis of Network Segmentation Testing
· Table 5: Analysis of Phishing Campaign
· Table 6: Analysis of Overall Attack Chain
· Table 7: Web Application Security Enhancements
· Table 8: Network Segmentation Improvements
· Table 9: Endpoint Security Hardening
· Table 10: Cost of Replacing Software or Hardware
· Table 11: Cost of Professional Services
· Table 12: Ongoing Annual Costs
· Table 13: Total Implementation Cost Summary
· Table 14: Phase 1: Critical Security Controls (Months 1-3)
· Table 15: Phase 2: Security Infrastructure Enhancement (Months 4-8)
· Table 16: Phase 3: Operational Security Integration (Months 9-12)
· Table 17: Professional Service Invoice

List of Acronyms
	Acronym
	Definition

	AD
	Active Directory

	API
	Application Programming Interface

	APT
	Advanced Persistent Threat

	CIA
	Confidentiality, Integrity, Availability

	CISO
	Chief Information Security Officer

	CPC
	Cureton Pharmaceutical Company

	CSRF
	Cross-Site Request Forgery

	CVE
	Common Vulnerabilities and Exposures

	DDoS
	Distributed Denial of Service

	DLP
	Data Loss Prevention

	DMZ
	Demilitarized Zone

	DNS
	Domain Name System

	EDR
	Endpoint Detection and Response

	FW
	Firewall

	HAR
	HTTP Archive

	IDS
	Intrusion Detection System

	IoC
	Indicators of Compromise

	IPS
	Intrusion Prevention System

	JIT
	Just-in-Time

	MITRE
	MITRE Corporation (not an acronym)

	MFA
	Multi-Factor Authentication

	NAC
	Network Access Control

	NGFW
	Next-Generation Firewall

	OSINT
	Open-Source Intelligence

	OWASP
	Open Web Application Security Project

	PAM
	Privileged Access Management

	PTES
	Penetration Testing Execution Standard

	RBAC
	Role-Based Access Control

	RDP
	Remote Desktop Protocol

	SIEM
	Security Information and Event Management

	SLA
	Service Level Agreement

	SOC
	Security Operations Center

	SQL
	Structured Query Language

	SSL/TLS
	Secure Sockets Layer/Transport Layer Security

	VPN
	Virtual Private Network

	WAF
	Web Application Firewall

	XSS
	Cross-Site Scripting






III. [bookmark: _Toc196212568][bookmark: _Toc196828223]Detailed Contingency Policy
Before proceeding to any simulations of Cyber-attacks, it’s necessary to establish a contingency policy to avoid incidents. 
In the preliminary phase, we needed to ensure that we had all the authorizations from the company CPC before beginning any operations. Also, we must define the scope for the simulations so we will respect the company's boundaries. The company give to the Red Team the authorization to create a copy of the server infrastructure and systems so the simulation were conducted on an isolated environment to minimize the risk of disruption of the daily operations in CPC. 

During testing phase, a real-time monitoring of the systems was necessary to detect any issues or unintended impact and had been implemented. All automated tools were configured with throttling to prevent service degradation. No overkill or destructive techniques were used because the goal is to prevent the attacks from extracting some data and not to destroyed it. As so, the integrity of the data and the system were maintained all the time. The procedure was  made step by step for evaluating the situation of the system and network to report the adjustments required for the future. 
Concerning the Incident Response Procedures, many conditions were implemented to halt testing immediately if  any critical production system become unavailable, if the performance degradation is beyond acceptable thresholds, if we detected any unauthorized access to sensitive data and if any third-party system is being inadvertently affected during the operations. 
Several procedures were applied to revert any changes in the system or network during testing. A communication procedure was also applied to notify any incidents.

In the Post-testing phase, we made a full verification of the system to verify his functionality. All the tools, temporary access were removed and deleted including the isolated environment used for testing. All logs, notes and documents of the testing were reported to be check in case of a new simulation of Cyber-attacks. 

Following these policy ensured that the simulation was done in the scope given by the company and to report the different risks on the CPC network and system. 


IV. [bookmark: _Toc196212569][bookmark: _Toc196828224]Penetration Testing Framework
The Penetration Testing Execution Standard (PTES) framework was selected to conduct the penetrations tests on CPC infrastructure’s. The PTES provides the methodology for doing  security assessments. The PTES was selected also because this framework is accepted by many organisations. The following methodology is the most common version.



The PTES is divided in seven different phases : 
· Pre-engagement Interactions: This is the preparation phase for the penetrations tests. This phase is the acquisition of document approvals from CPC and tools needed for the test.

· Intelligence gathering: This phase is concerning the gathering of information about the target system from external sources like social media websites. This phase comes under OSINT (Open-Source Intelligence).

· Threat Modelling: This phase is a procedure for optimizing network security by identifying objectives and vulnerabilities. With this procedure, we will be able to define the countermeasures to prevent, mitigate the effects or threats in the target system, so CPC system’s.

· Vulnerability Analysis: This phase is about the search and the discovery of vulnerabilities. If an attacker discovered a vulnerability, there is a high risk he could exploit it and gain authorized access to the system.

· Exploitation: In this phase with the discovered vulnerabilities, we will try to exploit it to analyse the risk and to analyse the security of the target system.  

· Post Exploitation: This phase is to assure the control over the target system and to collect data from the penetration tests.

· Reporting: The final phase is about the creation of a Security report for the company to explain the discoveries, the solutions from these tests. 

The PTES framework will be complemented with the MITRE ATT&CK framework. This framework will provide a much more comprehensive approach for the tactics and attacks used by attackers on others companies to identify similar approaches and techniques in a certain situation. 
The framework will permit to applied the best recommendations for defensive countermeasures in case of a discovered vulnerabilities. 

To have complete overview of the system, we will also refer to the OWASP Top 10 ( Open Web Application Security Project). We will refer to their top 10 most critical web application security risks. 
· Broken Access Control
· Cryptographic Failures
· Injection
· Insecure Design
· Security Misconfiguration
· Vulnerable and Outdated Components
· Identification and Authentication Failures
· Software and Data Integrity Failures
· Security Logging and Monitoring Failures
· Server-Side Request Forgery
This combined approach ensured a general coverage of both infrastructure and application-level security testing, providing CPC with an overall view of their security.

V. [bookmark: _Toc196828225]Penetration Testing Tools

Several tools were used during the penetration testing :
A. [bookmark: _Toc196828226]Reconnaissance Tools
· Nmap, version : 7.92 => Used for network discovery and security auditing
· Shodan, version : API v1.25 => Internet-facing asset discovery and vulnerability identification
· theHarvester, version : 4.0.3 => Tool for gathering email accounts, subdomains, hosts, and open ports from various public sources
· Recon-ng, version : 5.1.2 => Web reconnaissance framework for gathering information
· DNSRecon, version : 1.1.0 => DNS enumeration and information gathering

B. [bookmark: _Toc196828227]Vulnerability Scanning Tools
· Nessus, version : 10.8.4 => Comprehensive vulnerability scanner for identifying potential security issues
· OpenVAS, version : 21.4.3 => Open-source vulnerability scanner and manager
· Nikto, version : 2.1.6 => Web server scanner for detecting potential problems and security vulnerabilitie
· OWASP ZAP, version : 2.12.0 =>  Integrated penetration testing tool for finding vulnerabilities in web applications
· SQLmap, version : 1.6.12 => Automated SQL injection testing


C. [bookmark: _Toc196828228]Exploitation Tools
· Metasploit Framework, version : 6.3.4 => Advanced open-source platform for developing, testing, and executing exploits
· Burp Suite Professional, version : 2023.1.2 => Integrated platform for performing security testing of web applications
· John the Ripper, version : 1.9.0-jumbo-1 => Password cracking tool
· Social-Engineer Toolkit (SET), version : 8.0.3 => Framework for simulating various types of social engineering attacks

D. [bookmark: _Toc196828229]Post-Exploitation Tools
· Mimikatz, version : 2.2.0 =>  Tool for extracting plaintext passwords, hash, PIN codes, and Kerberos tickets
· PowerSploit, version : 3.0.0 => Collection of PowerShell modules for post-exploitation
· Empire, version : 4.0.2 => Post-exploitation framework
· CrackMapExec, version 5.4.0 => Post-exploitation tool designed to assess Windows/Active Directory environments

E. [bookmark: _Toc196828230]Custom Scripts and Utilities
Several scripts were developed for the test : 
· Custom SQL injections: For CPC’s web applications
· Network segmentation validation scripts : To determinate the access od the system and it’s protection
· Simulated phishing email : These mails will determined if the employees are falling for phishing and will be tailored to CPC's internal communications

· Custom Python scripts : These scripts will be used for the extraction of data.
These tools were selected due to their suitability for the target system and environment. All these tools were used in compliance with the established rules of engagement and were made with the agreement of the company within the defined scope of the penetration test.


VI. [bookmark: _Toc196212571][bookmark: _Toc196828231]Analysis of Recent Cyber Attacks
[bookmark: _Toc196828232]Attack 1: MOVEit Transfer Data Breach (2023)
Background
MOVEit is  a managed file transfer software which was developed by Ipswitch. The cybersecurity company MANDIANT declare the attack happens on May 27th 2023. MOVEit suffered from a vulnerability in their system which the ransomware group Clop exploited through with a zero-day SQL injection (CVE-2023-34362). The group used a massive supply chain attack. 2 500 organisations and companies were affected with around 100 million individuals, many sectors were affected including many important companies like the BBC or British Airways. 

Attack Mechanism
The group Clop used a massive supply chain attack. The attackers sent special crafted HTTP requests on external access servers. They were able to bypass authentication and execute SQL commands on the system. To secure their access on the MOVEit system, the attackers deployed web shells and begun to extract sensitive data. 

Clop targeted MOVEit Transfer servers that were exposed to the internet. That’s made the attack easier and effective against organizations that had deployed their servers with external access.
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Figure 1: MOVEit Attack Chain Analysis
Impact
The attack affected 2 500 companies and organizations. It exposed the personal data of around tens of millions peoples. Almost all the sectors were impacted such as healthcare or public organizations. The estimated cost of the attack exceeds around 10 billion dollars.
Prevention Measures
The attack could have been prevented by following several security protocols :
1. A robust patch management process should have been put in place to guarantee the setting up of the new patch.
2. An important firewall configuration to block the SQL injection and detect the attacks
3. A reorganisation of the system with a network segmentation to limit the surface affected by an attack.
4. A server-side input validation could have been implemented to prevent the SQL injection to succeed.
5. Making regular security routine to prevent these exploits and to detect any anomalies. 

Solution :

Several solutions were adopted to prevent any similar attacks. Each companies and organizations need to concentrate their efforts on four critical areas. 
First, each of them need to implement a system on their software that would identify and installed immediately any security patches or security updates. This action should be done within 2 days. 
Second, any organizations need to protect their externals applications by installing security tools that can detect and block malicious requests. 
Third, a big reorganization of their network is required. With a better segmentation of the network, the surface affected by an attack will be limited. Any sensitives data should be isolated  from the main system or to have his access very limited by using several firewalls or others tools. 
Finally, organizations need to improve or get better warning systems. By monitoring quotidianly for anything unusual, they could detect earlier when doing their checkup before anything happens like extracting confidential data. They need to organize regulars exercise so their teams  are ready to act. 
Together, these measures could help them for protecting more efficiently for cyber-attacks and to prevent to be in the same situation as MOVEit.



[bookmark: _Toc196828233]Attack 2: Okta Supply Chain Attack (2023)
Background
In October 2023, Okta, a leading identity and access management provider announced an important cyber-attack on their systems. The attackers used a phishing technique to implement a malware on the laptop of an employee. This employee connected his computer to his personal account and saved his Okta service account credentials. The attackers were able to use them to implement the malware on Okta’s support system. The initial attack happened on October 13 when the cybersecurity team discovered some strange activities in the laptop of the employee. From there they access Okta’s support system to obtain the unsanitized HAR files of several customers in support tickets. However they were not able to push forward on the Okta system. 

Attack Mechanism
The attack was proceed following these steps :
1. For Initial access, the attackers compromised an Okta employee's personal Google account through phishing.
2. The employee had saved Okta service account credentials in their personal Google account so the attackers were able to retrieved it
3. The attackers infected the employee's work laptop with malware
4. With the Malware and the credentiels, the attackers gain access to Okta’s support system.
5. After accessing the support system, the attackers retrieved unsanitized HAR files in support tickets.
6. With the support tickets, the attackers extracted session cookies belonging to Okta support representatives
7. With the stolen tokens, the attackers gained administrative access without triggering the MFA. 
8. With the administrative access, they were able to access to the data of Okta’s customers. 
[image: ]
Figure 2: Okta Supply Chain Attack Flow

Impact
The attack affected only a small part of Okta’s system and their customers. It’s approximately 1% of Okta's customers. Some victims were 1Password, BeyondTrust and Cloudflare. 

Prevention Measures
The attack could have been prevented by following several security protocols :
1. More prevention campaigns with the employees could have prevented the phishing attack. 
2. More rigorous security assessment would have identified risks earlier in their support systems.
3. Reducing the time using used for the tokens and requiring re-authentication for sensitive operations could have limited the utility of stolen tokens.
4. Adopting a zero trust approach could have detect any suspicious behaviour by constant verification on the system.
5. Reducing the number of employees who can access to customer data could reduce the  exposure of the data in case of an attack.
6. Maintaining a continuous monitoring on the systems could have identified suspicious access patterns within the support system.
Solution 

Okta could implement these different solutions for their software. 
1. Configurate shorter session (2-4 hours) for administrative access to limit the time passed on the system
2. Implementing additional authentication for sensitive operations to ensure the safety and legitimacy of it 
3. Verify every access for a Zero-trust implementation regardless of source or authentication. This solution is to ensure the safety of the administrator before he is connected to the system.
4. Granting administrative access with automatic expiration to limit the access on the software will reduce the possibility of stolen credentials because they will not legit for long.
5. Require multi-person authorization for critical security changes or operations can guarantee and the legitimacy of the operation.
6. Okta could develop emergencies procedures in case of compromise credentials.
7. Put in place a segmentation of the software with  different authentication mechanics to each part to prevent an attacker to access to all the system.


[bookmark: _Toc196828234]Attack 3: Change Healthcare Ransomware Attack (2024)
Background
On February 21, 2024, Change Healthcare, a healthcare payment processing companies. The company was compromised and attack by ransomware. The attackers are from the ransomware gang BlackCat (ALPHV). The group managed to access Change’s sytems, extract critical data and used ransomware to disturbed all payment processus. 

Attack Mechanism 
The attack was proceed following these steps :
1. The attack group gained access to Change Healthcare's network by exploiting a vulnerability on their online application. 
2. Once inside the system, the attack group used legitimate system tools and applications to avoid detection form Change’s teams.
3. After raising their permissions, the attackers gained the administrator rights.
4. BlackCat spent many time mapping the network, identifying critical systems and valuable data
5. The group stole 6TB of sensitive healthcare and financial data
6. They launched an encryption deployment encrypted on the critical systems and paralyzing operations
7. BlackCat demanded a 350 bitcoins or $22 million ransom payment for decryption keys and to prevent the publication of the data. 



[image: ]
Figure 3: Change Healthcare Ransomware Attack Timeline




Impact
The attack had an important impact for the U.S. healthcare system:
1. 70% of all U.S. pharmacies were unable to process insurance claims electronically
2. Many healthcare providers needed to make the operations manually by going back with papers.
3. Patients faced significant challenges obtaining prescriptions, especially those requiring prior authorization
4. Healthcare providers experienced severe cash flow problems due to delayed insurance payments
5. The Group “UnitedHealth” in which Change Healthcare is, lost $1.6 billion with the attack.
6. BlackCat announced they stole around 6TB of data containing health information and financial data.
7. All the systems had been fixed within two months.

Prevention Measures
The attack could have been prevented by following several security protocols :
1. Planning regular security testing of public applications and implementing a robust patch management program could have limited the access for the attackers
2. Implementing strict micro segmentation of the system to isolate critical healthcare data and their systems.
3. Adopting a zero trust approach could have detect any suspicious behaviour by constant verification on the system.
4. Planning Endpoint Detection and Response (EDR) solutions capable of identifying living-off-the-land techniques.
5. Implementing user and behaviour analytics could provide data of the operations made by the personal on the systems.
6. Maintaining isolated backups so the company could continue their operations even if their systems are delated or blocked.
7. Planning an incident response for ransomware scenarios
8. Implementing an advanced monitoring system for critical medical technology suppliers throughout the supply chain would allow for more in-depth tracking and help limit future attacks.



Solution :
Change Healthcare  could implement these different solutions for their software : 
1. Adopting the HHS 405(d) Program's Health Industry Cybersecurity Practices (HICP) framework which is specifically designed for healthcare companies. 

2. Implementing an architecture that can support a limited failure and not a complete one like the attack against Change Healthcare. This is possible with offline backup processing capabilities and regularly tested fallback procedures.

3. Deploying specialized anti-ransomware tools could detect any unauthorized encrypted data and isolate the affected systems. 

4. Verify every access for a Zero-trust implementation regardless of source or authentication. This solution is to ensure the safety of the administrator before he is connected to the system.

5. Implementing a strict data segmentation to separate the financial and patient data. 

6. Requiring others independent security company to test and guarantee the safety of the system with the permissions and limits given by the company.

7. Establishing secure communication channels could improve coordinates actions between the different cybersecurity teams and maintaining the system operational. 

8. Participating and coordinating exercises with Health-ISAC with simulations and specific scenarios with government agencies.

9. Planning Endpoint Detection and Response (EDR) solutions capable of identifying living-off-the-land techniques.

10. Conducting ransomware exercises and simulations to test the recovery capabilities of the company and to identify the failures points. 





VII. [bookmark: _Toc196212572][bookmark: _Toc196828235]Attack Simulation on CPC Infrastructure
[bookmark: _Toc196828236]A. Network Infrastructure Design
Based on the information’s given by the company, we can assume the following virtualized replica of CPC's critical server infrastructure. 
[image: ]
Figure 4: CPC Network Infrastructure Diagram

The CPC's critical server infrastructure consists of several key components:
External Perimeter (DMZ)
· Edge Firewall: The firewall controls the traffic between the internet and the CPC corporate Network
· Web Server: This is the server which is hosting the company's public-facing websites and portals
· Mail Server: This is the server which is handling the email communication
· DNS Server: This is the server which is managing the domain name resolution
· Proxy Server: This is the server which is controlling and filtering the outbound web traffic
Internal Network
· Internal Firewall: The firewall controls the traffic between the external and the internal network
· Database Server: This is the server which is storing the research data and other critical information
· Application Server: This is the server which is running the internal applications including research tools
· File Server: This is the server which is storing the documents and shared files
· Active Directory Domain Controller: This controller is managing the authentication and authorization for each user.
· Employee Workstations: This regroup all the workstations used by the employees including the researchers and staff, excluding the administrator one’s. 
· Admin Workstations: This regroup all the workstations used for the system administrators at CPC. 
This infrastructure was set up on Oracle VirtualBox to ensure the safety and the continuity of the operations of CPC. Each server has a separate virtual machine configured depending of their role. The network was configured to simulate network traffic and security controls for the accuracy and reliability of the tests. 

[bookmark: _Toc196828237]B. Threat Models and Attack Vectors
Based on CPC's infrastructure and the nature of their business (pharmaceutical research), the following threat models and attack vectors were identified:
Threat Actors
1. Nation-State Actors: Which are motivated by obtaining valuable vaccine research
2. Cyber Criminals: which are seeking financial gain through ransomware or data theft
3. Hacktivists: which are potentially targeting pharmaceutical companies for ideological reasons
4. Insider Threats: which are disgruntling employees or contractors with access to systems
Primary Attack Vectors
1. External Network Perimeter
· Exploitation of unpatched internet-facing services
· DDoS attacks against public-facing applications
· DNS-based attacks
2. Web Application Vulnerabilities
· SQL injection in web applications
· Cross-site scripting (XSS)
· Broken authentication mechanisms
· API vulnerabilities
3. Social Engineering
· Phishing emails targeting researchers
· Spear phishing targeting executives
· Pretexting attacks against help desk
4. Remote Access Points
· VPN vulnerabilities
· Weak remote desktop protocol (RDP) configurations
· Compromised credentials for remote access
5. Supply Chain
· Compromised third-party software
· Vulnerable dependencies in applications
· Malicious updates to legitimate software
These attack vectors were prioritized based on their likelihood and potential impact on CPC's operations, with particular emphasis on threats that could compromise vaccine research data.













VIII. [bookmark: _Toc196828238]Types of Attacks Simulated
Based on CPC's network infrastructure design, we conducted several attack simulations in a controlled environment to identify any security weaknesses. These attacks will also permit to evaluate the effectiveness of CPC security controls.

[bookmark: _Toc196828239]A. List of Vulnerabilities Targeted
After an initial reconnaissance and vulnerability phases, we have been able to identify three critical vulnerabilities. Each of them posed a significant risk to CPC's infrastructure. 

[image: ]
Figure 5: Critical Vulnerabilities Analysis of CPC

[bookmark: _Toc196828240]1. SQL Injection in Web Application
· Location: /research-portal/login.php on Web Server (10.10.1.10)
· Severity: Critical (CVSS 9.8)
· CWE: CWE-89  => Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection')
· Description: The login page for CPC's research portal was vulnerable to SQL injection attacks. This vulnerability is due to improper input validation and directly concatenating user input into SQL queries.
· Potential Impact: This vulnerability could cause the following consequences => 
- Authentication bypass 
- Unauthorized access to research data
- Potential database control

[bookmark: _Toc196828241]2. Inadequate Network Segmentation
· Location: Internal Firewall Configuration between DMZ and Internal Network
· Severity: High (CVSS 8.6)
· CWE: CWE-1318 => Missing Support for Security Features in On-chip Fabrics or Buses
· Description: The internal firewall had too much permissive rules. These rules allowed a  direct communication from DMZ servers to critical internal systems. This include RDP access to the application server.
· Potential Impact: This vulnerability could permit a lateral movement from compromised DMZ servers. It also give access to internal systems and sensitive data.

[bookmark: _Toc196828242]3. Phishing Susceptibility and Endpoint Security Weaknesses
· Location: Employee Workstations and Email Systems
· Severity: High (CVSS 8.2)
· CWE: CWE-1255 => Comparison Logic is Vulnerable to Power Side-Channel Attacks
· Description: Through a survey, the share of the number of employees who are susceptible to phishing attacks is significant. This combined with inadequate endpoint security controls, including outdated antivirus, missing patches with excessive local administrator rights make the entire system very vulnerable .
· Potential Impact: This vulnerability will make the initial network compromised with  credential theft, malware execution and establishment of persistent access for the attackers.
These vulnerabilities were chosen based on their severity and their impact on CPC infrastructure’s and the access of their crucial data. 



[bookmark: _Toc196828243]B. Attack Tools Used

Specific tools were employed to launch the controlled attacks on the virtual environment and exploit the identified vulnerabilities. 

1. [bookmark: _Toc196828244]SQL Injection Attack
· Primary Tools: SQLmap, Burp Suite Professional
· Supporting Tools: OWASP ZAP, custom Python scripts
SQLmap was chosen to be used for automated detection and exploitation of SQL injection vulnerabilities. Burp Suite was chosen to be used for manual verification and customized exploitation. Custom Python scripts were created to have a specific goal which is to extract specific information from the database

2. [bookmark: _Toc196828245]Network Segmentation Testing
· Primary Tools: Nmap, Metasploit Framework
· Supporting Tools: Wireshark, custom network scanning scripts
Nmap was chosen to be used for comprehensive port scanning and service enumeration. Metasploit was chosen to provide exploitation modules for identified services. Wireshark was chosen to capture network traffic and to identify unintended communication paths. 

3. [bookmark: _Toc196828246]Phishing and Endpoint Security Assessment
· Primary Tools: Social Engineering Toolkit (SET), Gophish
· Supporting Tools: Metasploit payload generation, John the Ripper
SET was chosen to be used for creating realistic phishing pages mimicking CPC's internal portals. Gophish was chosen to manage the phishing campaign and tracked responses. Metasploit was chosen to generate simulated malicious payloads. John the Ripper was chosen  to crack harvested password hashes. 

[bookmark: _Toc196828247]C. Protocols Involved in the Attack
Various network protocols and services were used for the simulated attacks :
	Protocol
	Port(s)
	Usage in Attack Simulation

	HTTP/HTTPS
	80/443
	Web application vulnerability testing, credential harvesting

	SQL
	3306
	Database access through SQL injection

	RDP
	3389
	Lateral movement from DMZ to internal network

	SMTP
	25
	Phishing email delivery

	SMB
	445
	File share access, lateral movement

	LDAP
	389
	Active Directory enumeration

	DNS
	53
	Name resolution, potential data exfiltration channel



These protocols were selected based on their importance in CPC's network architecture. They were selected also due to their potential role in a successful attack chain by external attackers.

[bookmark: _Toc196828248]D. How the Attack was Launched
The penetration test was conducted with a certain approach to simulate an attack chain on  CPC system’s to extract some data, including their research data. We explain how the attackers were launched to achieve this goal.
[image: ]
Figure 6: CPC Attack Path Visualization


[bookmark: _Toc196828249]Phase 1: Initial Access through Phishing
The attack began with a phishing campaign:
1. Research and Targeting : 
· First, we gathered information about CPC employees through public sources
· Secondly, we identified and targeted the researchers who are working on the target data, the research data.
2. Phishing Email : 
· To achieve it we used Social Engineering Toolkit to clone CPC's internal portal login page

On a bash screen, we make the following commands : 
· sudo setoolkit
· # Selected: 1) Social-Engineering Attacks
· # Selected: 2) Website Attack Vectors
· # Selected: 3) Credential Harvester Attack Method
· # Selected: 2) Site Cloner
· # Entered IP: 10.10.1.100 (attack machine)
· # Cloned site: http://portal.cpc.local
· For the following steps, we crafted a convincing email. This email needed to appear coming from the IT support, requesting password verification for example. 
3. Campaign Execution: 
· After realising all the preparations necessary, we sent over 20 phishing emails to the same number of targeted employees.
· Each of these emails will be in appearance an email from the IT support about requesting a password verification. A link to the cloned authentication portal will be on this email.
· We used then an email tracking to monitor open and click rates of them
4. Results Collection: 
· As the results, we concluded than 65% of the targeted employees, clicked the phishing link
· Over 42% of targeted employees entered their credentials on the fake portal
· So we successfully harvested many valid domain credentials to gain access at the research data of CPC. 
We can concluded that the phishing simulation illustrated a concerning level of prevention concerning the employees of CPC. This risk is important because it can give easily access of critical data of the targeted company, in this case CPC.  
[bookmark: _Toc196828250]Phase 2: Web Application Compromise
After gaining valid user credentials from the phishing campaign, we can proceed to the next phase. This phase involved exploiting the SQL injection vulnerability in the research portal.
1. Vulnerability Identification: 
· We performed a manual testing of the login form on the research portal with the credentials obtained with the phishing campaign.
· We discovered a SQL injection vulnerability through input manipulation
· After some tests, we confirmed the vulnerability by using automated tools
On a bash screen, we make the following command : 
· sqlmap -u "http://10.10.1.10/research-portal/login.php" --forms --risk=3 --level=5
2. Authentication Bypass: 
· After identifying the vulnerability, we exploited it by using SQL injection to bypass authentication with the following commands.
· Username: admin' OR '1'='1'—
· Password: anything
· With the success of the operation, we managed to gained unauthorized access to the research portal.
3. Data Extraction: 
· Following the previous operation, we leveraged the SQL injection to enumerate database structure
On a bash screen, we make the following command : 
· admin' UNION SELECT 1,2,table_name,4,5 FROM information_schema.tables WHERE table_schema='research_data'--
· After some research in the collected data,  we managed to identified sensitive tables containing research data concerning CPC vaccine’s. 
· So we extracted some sample of this data to demonstrate the impact.
We can make the following statement, this phase demonstrated the impact of the SQL injection in the CPC system’s. This vulnerability can be exploited to gain unauthorized access to sensitive research data and bypassing authentication controls.

[bookmark: _Toc196828251]Phase 3: Lateral Movement through Network Segmentation Weakness
From the initial phases, we had succeeded to establish a foothold in the DMZ through the web application compromise. We can continue the attack by exploiting the inadequate network segmentation. We need to note also, that the web and mail server are not disposed correctly. They should be in the internal network. 

1. Internal Network Scanning: 
· First we performed a network scanning from the web server. This will permit us to identify accessible internal systems
On a bash screen, we make the following command : 
· nmap -sT -p 3389 10.10.1.0/24
· With the nmap, we discovered that the application server (10.10.1.21) had RDP ( Remote Desktop Protocol, port 3389) exposed to the DMZ.
2. Credential Discovery: 
· We managed to found the configuration files on the web server which contains credentials:
On a bash screen, we make the following command : 
· cat /var/www/html/research-portal/config/database.ini
· Thanks to that, we recovered some default credentials for the application server
3. Lateral Movement: 
· To pursue the attack, we established a RDP connection from the web server to the application server:
On a bash screen, we make the following command : 
· xfreerdp /u:Administrator /p:P@ssw0rd /v:10.10.1.21
· With it, we successfully accessed the application server in the internal network
4. Privilege Escalation and Data Access: 
· After accessing the internal network, we found plaintext database credentials in application configuration files. 
· We used these credentials to make a direct connection to the research database
· After making the connection, we managed to gain access to critical data about research and clinical trial information.

We can make the following statement, this phase illustrated how inadequate network segmentation could allow an attacker to move inside CPC system’s. In this case, from the DMZ to the internal network, the attackers gain access to critical systems and sensitive data.



[bookmark: _Toc196828252]Phase 4: Data Exfiltration Simulation
For the  final phase of the attack, we will make a simulation involving a controlled data exfiltration to demonstrate the complete attack chain.
1. Data Identification and Collection: 
· After making the intrusion on  CPC system’s, we identified high-value research data on the database server like formula of vaccines.
· So we collected some research data sample and clinical trial results.
2. Exfiltration Channel Establishment: 
· To realise a successful extraction, we established an encrypted tunnelling through HTTPS for data exfiltration
· After, we set up a DNS tunnelling as an alternative covert channel in case of a problem with the previous step.
3. Controlled Data Transfer: 
· As we set the primary and the back-up encrypted tunnelling, we simulated the exfiltration of over 50MB of research data to illustrate a real attack.
· All of this step was monitored for detection by existing security controls to illustrate the reactivity of the system.
With this final phase, we illustrate a complete attack chain on the CPC system’s. We illustrated how we exploited the different vulnerabilities to extract critical data about their clinics trials or vaccine formula’s. 

[bookmark: _Toc196828253]E. Success or Failure Analysis
After realising the attacks on the virtual machine, we can make a global analysis of their effects and the effectiveness of CPC’s security. 

1. [bookmark: _Toc196828254]SQL Injection Attack
	Aspect
	Outcome
	Contributing Factors

	Detection
	Failed
	No WAF present, insufficient input validation

	Prevention
	Failed
	Improper coding practices, lack of parameterized queries

	Exploitation Success
	Complete
	Successfully bypassed authentication and accessed sensitive data

	Impact Severity
	Critical
	Direct access to proprietary vaccine research data




Analysis: The SQL injection vulnerability represents a critical risk to CPC. This vulnerability provides a direct access to sensitive research data with only a minimal technical sophistication required. The exploitation was efficient and reliable due to a lack of appropriate input validation, parameterized queries and web application firewall protection.

2. [bookmark: _Toc196828255]Network Segmentation Testing
	Aspect
	Outcome
	Contributing Factors

	Detection
	Failed
	Insufficient network monitoring, lack of anomaly detection

	Prevention
	Failed
	Overly permissive firewall rules, inappropriate access between zones

	Exploitation Success
	Complete
	Successfully moved from DMZ to internal network

	Impact Severity
	High
	Enabled access to internal systems containing sensitive data



Analysis: The inadequate network segmentation of the CPC's security architecture allows a direct access from internet-facing systems to critical internal resources. The team has been able  to establish RDP connections from the DMZ to the application server. This demonstrate a serious architectural weakness that negates the security benefits of having a DMZ.

3. [bookmark: _Toc196828256]Phishing Campaign
	Aspect
	Outcome
	Contributing Factors

	Detection
	Partial
	Some employees reported the phishing attempt

	Prevention
	Failed
	Insufficient security awareness, inadequate email filtering

	Exploitation Success
	Substantial
	42% credential harvesting success rate

	Impact Severity
	High
	Valid credentials obtained for multiple employees



Analysis: The phishing simulation revealed big concerns. The proportion of employees  which are falling into the trap is high. The prevention campaigns and formations are not enough about social engineering attacks. This combined to inadequate technical controls can’t prevent such attacks.

4. [bookmark: _Toc196828257]Overall Attack Chain
	Stage
	Success Rate
	Detection
	Prevention

	Initial Access (Phishing)
	42%
	Partial
	Failed

	Web Application Compromise
	100%
	Failed
	Failed

	Lateral Movement
	100%
	Failed
	Failed

	Data Access
	100%
	Failed
	Failed

	Data Exfiltration
	100%
	Failed
	Failed



Analysis: The simulation of the attack chain was successful. No security measures were in place to prevent the data extraction. The simulation demonstrated how the identified vulnerabilities, create a viable path for attackers to access CPC's data. The lack of detection in the system is concerning. This would allowed attackers to maintain long-term presence without being discovered.

IX. [bookmark: _Toc196828258]Recommended Solutions
Due to the vulnerabilities identified in the penetration test, we can make the following recommendations to improve the security of CPC’s system. 
[bookmark: _Toc196828259]A. Configuration Changes
[bookmark: _Toc196828260]
1. Web Application Security Enhancements

	Current Configuration
	Recommended Change
	Priority

	Direct SQL concatenation in code
	Implement parameterized queries for all database operations
	Critical

	No input validation
	Add server-side input validation for all form fields
	Critical

	Default web server configuration
	Implement security headers and harden Apache configuration
	High

	Exposed sensitive directories
	Restrict directory access and disable directory listing
	High

	Plaintext credentials in config files
	Encrypt sensitive configuration data
	Critical



Implementation Details:
For the SQL injection vulnerability, we need to make the following modifications : 
· In php, we replaced the vulnerable code : 
$query = "SELECT * FROM users WHERE username='$username' AND password='$password'";
$result = mysqli_query($connection, $query);

By this code : 
$stmt = $connection->prepare("SELECT * FROM users WHERE username = ? AND password = ?");
$stmt->bind_param("ss", $username, $password);
$stmt->execute();
$result = $stmt->get_result();

· Concerning the Apache security hardening, we need to add the following to the server configuration:
# Security headers
Header always set X-Content-Type-Options "nosniff"
Header always set X-Frame-Options "SAMEORIGIN"
Header always set X-XSS-Protection "1; mode=block"
Header always set Content-Security-Policy "default-src 'self'"

# Disable directory browsing
<Directory /var/www/html>
    Options -Indexes
</Directory>

# Enable ModSecurity
SecRuleEngine On
SecResponseBodyAccess On

[bookmark: _Toc196828261]2. Network Segmentation Improvements

	Current Configuration
	Recommended Change
	Priority

	Direct DMZ to internal RDP access
	Block all direct access from DMZ to internal network
	Critical

	Permissive firewall rules
	Implement strict default-deny policy
	Critical

	No traffic inspection
	Deploy deep packet inspection for cross-zone traffic
	High

	Flat internal network
	Implement additional segmentation based on data sensitivity
	Medium

	No jump servers
	Implement dedicated jump servers for administrative access
	High

	Bad disposition of the servers
	The mail and the web servers should not be in the DMZ but inside of the internal network
	High



Implementation Details:
We need to update the firewall rules to enforce a proper network segmentation:
# Default deny all traffic from DMZ to internal network
iptables -P FORWARD DROP

# Allow only specific necessary traffic with strict source/destination/port rules
iptables -A FORWARD -p tcp -s 10.10.1.10 -d 10.10.1.20 --dport 3306 -m state --state NEW,ESTABLISHED -j ACCEPT
iptables -A FORWARD -p tcp -s 10.10.1.11 -d 10.10.1.23 --dport 389 -j ACCEPT

# Block all RDP traffic from DMZ to internal network
iptables -A FORWARD -p tcp --dport 3389 -s 10.10.1.0/29 -d 10.10.1.16/28 -j DROP

# Log all denied traffic for monitoring
iptables -A FORWARD -j LOG --log-prefix "FIREWALL:DENIED " --log-level 6

Also, a reorganization of the systems should improve their protection and limit the impact in case of a breach inside the DMZ.
[bookmark: _Toc196828262]3. Endpoint Security Hardening

	Current Configuration
	Recommended Change
	Priority

	Outdated antivirus definitions
	Implement centralized patch and update management
	Critical

	Local administrative rights
	Remove unnecessary admin privileges from standard users
	High

	Disabled UAC
	Enable and configure UAC to maximum security level
	Medium

	Missing OS patches
	Implement mandatory security updates
	Critical

	No application whitelisting
	Deploy application control for sensitive systems
	Medium



Implementation Details:
We need to change the Group Policy settings to enforce the endpoint security:
# Enforce UAC settings
reg add "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System" /v "EnableLUA" /t REG_DWORD /d 1 /f
reg add "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System" /v "ConsentPromptBehaviorAdmin" /t REG_DWORD /d 2 /f

# Enable automatic updates
reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU" /v "NoAutoUpdate" /t REG_DWORD /d 0 /f
reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU" /v "AUOptions" /t REG_DWORD /d 4 /f
reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU" /v "ScheduledInstallDay" /t REG_DWORD /d 0 /f
reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU" /v "ScheduledInstallTime" /t REG_DWORD /d 3 /f



[bookmark: _Toc196828263]B. New Software and Hardware
Based on the identified vulnerabilities we established with the penetration test, we recommend the following solutions :

[bookmark: _Toc196828264]1. Web Application Firewall (WAF)

Purpose: We need to protect the web applications from common attacks including SQL injection, XSS, and CSRF.
Recommended Solution: ModSecurity with OWASP Core Rule Set or F5 Advanced WAF
Key Features:
· OWASP Top 10 protection
· Custom rule development
· Virtual patching capabilities
· API security
Deployment Model: The deployment need to be Inline and in front of web servers
Estimated Cost: $42,000 - $65,000 (depending on solution selected)

[bookmark: _Toc196828265]2. Next-Generation Firewall (NGFW)
Purpose: We need to replace the current firewall with advanced threat protection capabilities
Recommended Solution: Palo Alto PA-3200 Series or Fortinet FortiGate 200F
Key Features:
· Deep packet inspection
· Application identification and control
· IPS functionality
· SSL/TLS inspection
· Threat intelligence integration
Deployment Model: This deployment will replace current edge and internal firewalls
Estimated Cost: $65,000 - $85,000 (including 3-year support)

[bookmark: _Toc196828266]3. Endpoint Detection and Response (EDR)
Purpose: We will replaced the basic antivirus with advanced endpoint protection
Recommended Solution: CrowdStrike Falcon or SentinelOne
Key Features:
· Behavior-based detection
· Threat hunting capabilities
· Automated response
· Fileless malware detection
· Script analysis
Deployment Scope: The advanced endpoint protection will be deployed in all the systems ( All endpoints => 500 systems)
Estimated Cost: $60/endpoint/year = $90,000 (3-year license)

[bookmark: _Toc196828267]4. Security Information and Event Management (SIEM)
Purpose: We will need to centralize the security monitoring and alerting for better security
Recommended Solution: Splunk Enterprise Security or IBM QRadar
Key Features:
· Log correlation
· Threat detection
· Compliance reporting
· Security analytics
· Customizable dashboards
Deployment Model: This would be done with centralized deployment and distributed collectors
Estimated Cost: $120,000 (including implementation)

[bookmark: _Toc196828268]5. Email Security Gateway
Purpose: We will need to implement enhanced protection against phishing and email threats
Recommended Solution: Proofpoint or Mimecast
Key Features:
· Advanced phishing protection
· Attachment sandboxing
· URL rewriting and time-of-click analysis
· Data loss prevention
· User awareness tools
Deployment Scope: Thiswould be deployed in all email traffic of the company
Estimated Cost: $24/user/year = $36,000 (3-year license for 500 users)
[bookmark: _Toc196828269]C. Defense Strategy
The best defense strategy for CPC would be to implement a defense-in-depth strategy that addresses security at multiple layers:
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Figure 7: CPC Defense-in-Depth Strategy


1. [bookmark: _Toc196828270]Perimeter Security Enhancements
· To begin, we would need to implement Next-Generation Firewall (NGFW) with deep packet inspection and advanced threat protection
· Secondly, we will deployed Web Application Firewall (WAF) to protect internet-facing applications
· After, we will enhanced Email Security with advanced phishing protection and attachment scanning
· Finally, we will secured a Remote Access with VPN and multi-factor authentication

[bookmark: _Toc196828271]2. Network Security Improvements
· We implement Network Segmentation based on functional roles and data sensitivity
· We will deploy a Network Access Control (NAC) to enforce device compliance before granting network access
· Also, we will implemented Intrusion Detection/Prevention Systems (IDS/IPS) at critical network boundaries
· Finally, we will established Network Traffic Monitoring with behavioral analytics to detect anomalies

[bookmark: _Toc196828272]3. Endpoint Protection Strategy
· We deploy Advanced Endpoint Protection with EDR capabilities
· Secondly, we will implemented an Application Whitelisting on critical research systems
· We enforce a Device Encryption for all endpoints, especially those containing research data
· Finally, we develop an USB Device Control Policy to prevent unauthorized data transfer

[bookmark: _Toc196828273]4. Identity and Access Management
· First, we implement Privileged Access Management (PAM) for administrative accounts
· Later, we deploy a Multi-Factor Authentication (MFA) across all systems, prioritizing critical applications
· After, we establish a Role-Based Access Control (RBAC) aligned with the principle of least privilege
· To finish, we implement a Just-in-Time (JIT) Access for sensitive systems

[bookmark: _Toc196828274]5. Data Protection Measures
· First, we will classify Data based on sensitivity and implement appropriate controls
· Following the previous step, we encrypt Sensitive Data both at rest and in transit
· We implement Data Loss Prevention (DLP) solutions to prevent unauthorized data exfiltration
· To conclude, we establish Secure Development Practices for internal applications handling sensitive data


[bookmark: _Toc196828275]6. Security Monitoring and Response
· We implement a SIEM Solution for centralized log collection and analysis
· Following it, we establish a Security Operations Center (SOC) function for continuous monitoring
· We also develop an Incident Response Plan specific to CPC's critical systems and data
· To conclude, we conduct a Regular Threat Hunting to proactively identify potential compromises

[bookmark: _Toc196828276]7. Human Security Layer
· To begin, we implement Security Awareness Training for all employees, with special modules for researchers
· After, we conduct a Regular Phishing Simulations to test and improve user awareness
· Following the simulations, we establish a Security Champion Program within each department
· Later, we develop a Clear Security Policies and Procedures that are regularly communicated

[bookmark: _Toc196828277]8. Vulnerability Management
· For this part of the defense, we implement a Continuous Vulnerability Scanning for all systems
· Also, we establish a Patch Management Process with defined SLAs based on vulnerability severity
· We conduct a Regular Penetration Testing of CPC’s critical systems
· To finish, we perform some Code Reviews for internally developed applications

This defense-in-depth will provide a good protection concerning the vulnerabilities we identified. It will also provide a framework for ongoing security improvements. The strategy will prioritize the  protection of CPC's most valuable data, the research data ( Vaccines). The solution also ensure the continuity of day-to-day operations securely.


X. [bookmark: _Toc196828278]Cost of Solution
[bookmark: _Toc196828279]A. Cost of Replacing Software or Hardware
Based on the recommended solutions, an estimated cost was established with the equipments required and the new software or hardware. 
	Solution
	Description
	Quantity
	Unit Cost (USD)
	Total Cost (USD)

	Next-Generation Firewall
	Palo Alto PA-3200 Series
	2
	$32,500
	$65,000

	Web Application Firewall
	F5 Advanced WAF
	2
	$21,000
	$42,000

	EDR Solution
	CrowdStrike Falcon
	500 licenses
	$60/user/year
	$90,000 (3-year)

	Security Information and Event Management
	Splunk Enterprise Security
	1
	$120,000
	$120,000

	Email Security Gateway
	Proofpoint
	500 users
	$24/user/year
	$36,000 (3-year)

	Multi-Factor Authentication
	Duo Security
	500 users
	$30/user/year
	$45,000 (3-year)

	Network Access Control
	Cisco ISE
	1
	$85,000
	$85,000

	Data Loss Prevention
	Symantec DLP
	1
	$65,000
	$65,000

	Vulnerability Management
	Tenable.io
	1000 assets
	$38,000/year
	$38,000

	Total Hardware and Software Cost
	
	
	
	$586,000




The costs were based on industry averages depending of the scope of the deployment, the company security solutions in the market and depending of the vendor. 





[bookmark: _Toc196828280]B. Cost of Implementation
With the previous costs, the following implementation costs should be added
1. [bookmark: _Toc196828281]Professional Services

	Service
	Description
	Hours
	Rate (USD/hr)
	Total (USD)

	Security Architecture Design
	Development of detailed security architecture
	160
	$200
	$32,000

	NGFW Implementation
	Installation and configuration
	120
	$180
	$21,600

	WAF Deployment
	Implementation and rule configuration
	100
	$180
	$18,000

	EDR Rollout
	Deployment across all endpoints
	200
	$150
	$30,000

	SIEM Deployment
	Installation, configuration, and tuning
	240
	$190
	$45,600

	MFA Integration
	Setup and integration with existing systems
	80
	$150
	$12,000

	Network Segmentation
	Design and implementation
	200
	$180
	$36,000

	Security Testing
	Validation testing of implemented controls
	120
	$200
	$24,000

	Knowledge Transfer
	Training for internal IT staff
	80
	$170
	$13,600

	Project Management
	Coordination of implementation activities
	200
	$180
	$36,000

	Total Professional Services
	
	1,500
	
	$268,800


2. [bookmark: _Toc196828282]Ongoing Annual Costs

	Item
	Description
	Annual Cost (USD)

	Software Maintenance
	Support and updates for all security solutions
	$117,200

	Managed Security Services
	24/7 monitoring and response
	$120,000

	Periodic Security Assessments
	Quarterly vulnerability assessments and annual penetration testing
	$85,000

	Security Staff
	Two additional security analyst positions
	$230,000

	Total Annual Costs
	
	$552,200


3. [bookmark: _Toc196828283]Total Implementation Cost Summary

	Category
	Cost (USD)

	Hardware and Software
	$586,000

	Professional Services
	$268,800

	First Year Annual Costs
	$552,200

	Total First Year Investment
	$1,407,000



In summary, all of the costs are significant and represent a huge investment. Many facts should be considered to make the investment :
· The value of CPC's intellectual property related to vaccine development is estimated at $50-100 million
· The potential financial impact of a successful cyber-attack is estimated at $15-20 million
· The increasing of the regulatory compliance requirements for pharmaceutical companies.
· There is also the question of the reputation because if an attack succeed with a data breach, it could cause a big reputational damage.
The security improvements presented in this report would represent approximately 1.5-3% of the estimated value of CPC's vaccine research. This cost seems corrects because it is average compared to the expenses made by other companies.


XI. [bookmark: _Toc196828284]Timetable for Execution and Professional Service Invoice

A timeline has been created for the implementation of the recommended security improvements. It has been organized into three phases to balance between security risk reduction and operational impact. The resource constraints has been also been included in the timeline. The following timeline provides a plan for an implementation on a 12-month period.
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Figure 8: CPC Implementation Timeline Gantt Chart

[bookmark: _Toc196828285]Phase 1: Critical Security Controls (Months 1-3)
	Week
	Activity
	Dependencies
	Responsible Team

	1-2
	Project kickoff and detailed planning
	Executive approval
	Project Management

	2-3
	Web application security remediation
	None
	Development Team

	3-4
	Web Application Firewall implementation
	None
	Security Team

	4-6
	Patch management system deployment
	None
	Infrastructure Team

	5-7
	MFA deployment for privileged accounts
	None
	Identity Team

	6-8
	EDR solution rollout (critical servers)
	Endpoint agent testing
	Security Team

	8-10
	NGFW implementation
	Network architecture review
	Network Team

	10-12
	Security monitoring implementation
	NGFW deployment
	Security Team

	12
	Phase 1 review and assessment
	All Phase 1 activities
	All Teams



Expected Outcomes: In the first three months, we will have done the correction of the most critical vulnerabilities including those we saw during the penetration test, the basic security monitoring capability and the enhanced protection of Internet-connected assets.

[bookmark: _Toc196828286]Phase 2: Security Infrastructure Enhancement (Months 4-8)
	Week
	Activity
	Dependencies
	Responsible Team

	13-14
	Network segmentation design
	NGFW implementation
	Network Team

	15-18
	Network segmentation implementation
	Design approval
	Network Team

	16-20
	EDR solution rollout (all endpoints)
	Phase 1 EDR evaluation
	Security Team

	18-22
	Email security gateway implementation
	None
	Security Team

	20-24
	SIEM implementation
	Security monitoring
	Security Team

	22-26
	Data classification and protection
	None
	Data Governance Team

	26-28
	Secure remote access implementation
	Network segmentation
	Network Team

	28-32
	Security policy development and training
	None
	Security Governance Team

	32
	Phase 2 review and assessment
	All Phase 2 activities
	All Teams



Expected Outcomes: In the next four months, We will have a comprehensive security infrastructure in place, which will have enhanced monitoring capabilities and improved access controls.

[bookmark: _Toc196828287]Phase 3: Operational Security Integration (Months 9-12)
	Week
	Activity
	Dependencies
	Responsible Team

	33-36
	Vulnerability management program
	SIEM implementation
	Security Team

	35-38
	Security automation implementation
	SIEM and EDR deployment
	Security Team

	37-40
	Advanced DLP implementation
	Data classification
	Data Governance Team

	39-42
	Incident response program development
	SIEM implementation
	Security Team

	41-44
	Backup and recovery enhancement
	None
	Infrastructure Team

	43-46
	Security awareness program enhancement
	Security policy development
	Security Governance Team

	45-48
	Security operational procedures
	All technical implementations
	All Teams

	48-50
	Comprehensive security testing
	All implementations
	External Testing Team

	50-52
	Final review and roadmap development
	All Phase 3 activities
	All Teams



Expected Outcomes: In the last three months, we will have an operational security program, enhanced incident response capabilities through a SIEM, and a sustainable security posture.

This timeline was designed to be flexible. Weekly or monthly status meetings will be planned to observe the all process and make any adjustment according to the situation such as an issue or  to adjust from emerging threats or operational constraints. 
 
XII. [bookmark: _Toc196828288]Professional Service Invoice
[bookmark: _Toc196828289]INVOICE
Red Team Specialist Services
Cureton Pharmaceutical Company
Invoice : RT-2025-0325
Date: March 25, 2025
Due Date: May 6th, 2025
	Service Description
	Hours
	Rate (USD)
	Amount (USD)

	Infrastructure Design and Setup
	80
	$200
	$16,000

	Vulnerability Assessment
	120
	$225
	$27,000

	Penetration Testing
	160
	$250
	$40,000

	Attack Simulation
	100
	$250
	$25,000

	Documentation and Reporting
	60
	$200
	$12,000

	Remediation Guidance
	40
	$225
	$9,000

	Project Management
	40
	$200
	$8,000

	Subtotal
	600
	
	$137,000

	Tax (7%)
	
	
	$9,590

	Total Due
	
	
	$146,590


[bookmark: _Toc196828290]
Payment Information:
Bank: Crédit Agricole
Account: 30976548210357
Routing: FR76 1460 7002 3498 7621 0593 281






[bookmark: _Toc196828291]Terms and Conditions:
· Payment is due within 30 days of invoice date
· Late payments subject to 1.5% monthly interest
· All deliverables have been provided as specified in the engagement contract
For questions regarding this invoice, please contact:
Paul Mayer 
2423001@student.uwtsd.ac.uk
+33 695859661
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