- ] Prifysgol Cymru
% N\ Y Drindod Dewi Sant
Y University of Wales
Trinity Saint David

Basic Digital Safety a

What Is Digital Safety?

The term "digital safety"
describes the steps taken to
prevent harm to one's data,
gadgets, and personal
Information while using the
Internet. This includes
safeguarding against viruses,
phishing, and identity theft.
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In a world when everything
IS becoming digital, it covers
methods and standards for
keeping digital assets

private, intact, and
accessible at all times.

How Can We Secure?
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Make your password difficult to guess by using a mix of letters,
numbers, and symbols.

Never use a birthdate, a name, or a phrase that anybody can
guess.

Rules for a Strong Password

Upper and Lowercase Letters No Personal Data, Like Your Birthday
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At Least 12 Characters Symbols Varied, Non-Sequential Numbers No Dictionary Words

Examples of Weak Passwords

BOu#L spidercat9 xcf01234

Too Short Contains Dictionary Words Has Sequential Numbers

A password made of random words may provide an extra layer of
protection.

2. Two-Factor Authentication

3. Secure Wi-FI Connections

To prevent unauthorised individuals from intercepting your data,
utilise an encrypted Wi-FI network, ideally one that uses WPAZ2 or
WPAS.

Unless you are utilising a Virtual Private Network (VPN), it Is not a
good idea to connect to public Wi-Fi networks for sensitive activity.

If you want to keep unwanted people out of your home or business

network, you should change the default passwords and activate
network encryption.

4. Keep Software Updated

Updating your OS, antivirus, and apps on a regular basis will fix
security holes.

To stay safe from the most recent dangers, enable automatic
updates whenever you can.

Hackers often target computers running outdated software.

5. Be Wary of Phishing

o Always use caution when opening files or clicking on links
from unknown senders.

o Beforeresponding to an email, be sure it is legitimate,
particularly if it requests personal information.
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you@email.domain Password Expiry Notice! inbox »

o email.domain Feb 23, 2023 at 1:38 AM
To: you@email.domain SO

0 Reply To: info@beatzaddy.com

Password Expired

© Hi you@email.domain,

Your account password expires today, Thursday. February 23rd 2023
© Email service operations such as "send and receive" may be limited if
action is not taken.

Click maintain password to continue using current password.

(4]  MAINTAIN CURRENT PASSWORD

QSee full terms and conditions.

O Copyright © emait.domain 2023 Email server

| https://d374xk04.eul.hubspotlinks.com/Ctc/20+113/d374xk04/VVLKZK3y...DczxWA4FR_c4DpzSXN8wvBh2ccY2NVbLavzagNYd7WSFdKB8Q7bjyg0321Y1

6. Backup Data Regularly

Make a copy of all crucial files and data and save it
somewhere safe.

Data restoration is an option in the event that virus or
hardware failure occurs.

Steps of Data Backup:

/. Privacy Settings

Take a look at your internet accounts' privacy settings and make
any necessary adjustments.

Restrict the quantity of private information that is made public
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“Stay Safe, Stay Secure”
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