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[bookmark: _Toc200204114]Executive Summary 
A business consultancy helps to improve an organisation by solving its problems through offering resources such as expert advice and proper guidance. Consultancies help their clients to identify the problem within their businesses while offering viable solutions. They also aid in describing the depth of the challenges, offering specific solutions for improvement, and implementing those strategic measures to overcome those challenges and reach the business goal. International Hotel Group is a multinational brand, which manages more than 6,028 hotels in almost 100 different countries, whereas it has 1,800 hotels under construction (Bbc.com, 2025). Maximum hotels from that brand should be conscious about their database for managing the booking information and other online works. Because one cyber-attack can make multiple crises to the hotel, integrating a strong security system can be beneficial for the brand to avoid unforeseen challenges such as data breach, data theft, or unauthorised entry. Furthermore, financial transaction of the hotel, confidential insights of its clientele can also be hacked by the cybercriminals, which in turn makes a negative impact on the brand image.
[bookmark: _Toc200204115]Problem Identification
Boston Consulting Group, a renowned business consulting firm in the UK, has asked to consult about one genuine issue of Holiday Inn, Old City Hotel & Resorts in Istanbul, Türkiye. The parent brand of this selected hotel named as Holiday Inn is International Hotels Group. Holiday Inn comes across a ruinous cyberattack that demolishes the business operations in a blink of an eye. Boston Consulting Group has to provide a complete consultancy report for Holiday Inn to overcome the issue. In August of 2022, a ransom cyberattacks happened at Holiday Inn, Old City, Istanbul, Türkiye (Bbc.com, 2025). The higher management of IHG has clarified that the reason for the cyber-attack was the unauthorised data management. The cyber-attack happened on the hotel by LockBit group, and the confidential data of the hotel was stolen. This incident was a reminder of the upcoming threats to another hotel brands. The hotel did not confirm any personal data loss of their consumers. However, the hacker did this cyber-attack to access the internal information of the hotel. The cybercriminals have extorted the hotel owners and the guest of the hotel regarding the data-base breach by demanding a high amount of money from them. According to BBC, the hackers have restored those data and accessed the hotel’s internal information such as Microsoft team chats, outlook emails, server direction, and others. 
[bookmark: _Toc200204116]Findings
The hotel and management industry has been facing major problems regarding cyberattacks for a long time. In 2022, at the time of September, IHG Vietnam faced a cyberattack, that destroyed their booking information and confidential data. The hotel asked for help from the London Stock Exchange after this attack and they helped to restore that important data. From the research, it has been observed that, a Vietnamese couple called TeaPea has attempted that attack. The attacker couple wanted to attempt an extortion Trojans, but they deployed rouge software and destroyed a lot of essential data of the hotel. While these two cyber-attacks were not connected with each other. The percentage of cyber-attacks is increasing daily due to emerging growth of digitalisation (Cengiz and Demir, 2022). Hotel management should be more concern to secure their data. A proper business plan for improvement can help the hotel to rescue data from previous attacks. This report has elaborated the needed strategies to improve the technological service of the hotel through SWOT, TWOS, and STEEPLED analysis that help to understand the capacity of hotels to implement planning. In addition, the SIX SIGMA model helps to improve the loss of cyber-attacks and the business strategies to overcome in Holiday INN and the action way of reducing the impacts of cyber-attacks. Stakeholder mapping helps to understand the stakeholder’s expectations and the way of fulfilling the demand of all stakeholders that secure the brand image after the massive cyber-attack. Change management provide implement suitable changes in the business to overcome the challenges and negative effects of cyber-attacks. The process of stakeholder management, change management and their importance have been discussed in this report. Finally, a proper action plan based on the identified problems also have been provided in this report.
[bookmark: _Toc200204117]Recommendation
To avoid cyber-attack in future, Holiday Inn should take some steps over their management, security, and technological team. Hotels are required to provide Wi-Fi to their guests to make their customer service more satisfactory (Cheng et al., 2023). However, cybercriminals can make data breach to access the guests’ laptops and phones or the hotel Wi-Fi network. Wi-Fi hacking can make data breaches and destroy the hotel technological management. Deployment of ransom ware can help the hackers to track the confidential data and make data breach. Hotels also raising their Internet of Things to increase consumer experience. Such innovations are, using a facial lock to enter hotel rooms, LED lighting, smart thermometers to reduce energy costs, and digital screens where consumers can receive customised messages regarding weather, greetings, and local information. Cyber security framework can ensure cyber protection to the employees, partners, investors, and customers of the hotel. Hotel can establish their cybersecurity strategies, business systems, policies, and technological system to reduce risk assessments. Developing values and norms regarding cyber security can provides long-lasting protection for cyber-attacks. A proper cyber security management can happen to establish technological knowledge, leadership management, change business policies and proper training to all employees (Karadayi-Usta, 2024). Also, continuous monitoring, updating hardware and software, control access, threat intelligence, strong passwords, data limitation, and testing cybersecurity can improve cybersecurity more. 
[bookmark: _Toc200204118]Conclusion
Cyber-attacks in the hotel industry have been a widespread problem for years. Holiday Inn, Istanbul faced a massive cyber-attack in 2022 which was attempted by LockBit. This report has discussed the damage for cyber-attacks and provide multiple strategies to overcome the crisis. In addition, this report has provided a clear idea about the hotel’s strengths and possibilities for improvement and making changes. Also, this report has portrayed relevant ideas about change management and stakeholder mapping to implement new plans for overcoming the crisis. An action plan has also been incorporating in the report, which will further aid the hotel to meet customer demand and achieve its business objectives. 


[bookmark: _Toc200204119]Introduction
[bookmark: _Toc200204120]Hotel Background 
One of the iconic hotel chains namely Holiday Inn, which is well-known and established for its reliability and customer-centric business approaches. In terms of catering the global consumers as per their preferences, Holiday is current operating more than 1,200 hotels spread across more than 76 countries. (Ihgplc.com, 2025). The specific brand focused on in this consultancy report is Holiday Inn Istanbul - Old City by IHG situated in Istanbul, Türkiye. The concerned hotel was established to cater all segments of consumers such as businessperson, families, students, youngsters, and individuals from diverse societal dimensions. The Old City-based Holiday Inn hotel has more than 100 rooms with modern amenities (Ihg.com, 2025). The hotel is conveniently located near some of the major transportation hubs and popular city attractions. Despite the brand value and its formidable reputation, the hotel was impacted in September 2022 by a cyberattack (Bbc.com, 2025). On September 6th, the hotel has been targeted by a LockBit ransomware cyberattack (Temara, 2024). As a result, the hotel has to deal with compromise with its confidential databases as a result the hotel had to suffer with bookings disruption which caused damage in its reputation. 
[image: ]
	Figure 1: Holiday Inn Istanbul- Old City	
(Source: Ihg.com, 2025)
[bookmark: _Toc200204121]Consultancy Firm Overview and Role
Boston Consulting Group (BCG) is one of the world’s leading consultancy firms, known for providing solutions to businesses and their complex challenges (Bcg.com, 2025). The company provides its services across various industries such as hospitality, technology, healthcare, and energy (Bcg.com, 2025). Founded in 1963, BCG has its headquarters in Boston, Massachusetts (Bcg.com, 2025). The UK division of BCG is headquartered in London, and they work closely with major hospitality brands to support their digital security and operational efficiency. BCG has been appointed for the Holiday Inn Istanbul - Old City case as an external consultancy partner. They are appointed to assess the current cybersecurity-related vulnerabilities with an understanding of the internal and external risks. BCG also need to develop a comprehensive recovery plan and a prevention strategy for the hotel brand (Bcg.com, 2025). The recommendation plan by BCG has also covers the unique needs of the hotel which can help the hotel in future to not get affected by any kind of cyberattack.
[image: Boston Consulting Group - Wikipedia]
Figure 2: Boston Consulting Group
(Source: Bcg.com, 2025)
[bookmark: _Toc200204122]Issue identification
A major ransomware attack has taken place on September 2022 at The Holiday Inn in Istanbul’s Old City. This attack has been made by the LockBit group which is one of the infamous groups for their complex cybercriminal network (Johnstone et al., 2024). The attackers have somehow managed to break the encrypted systems of the hotel, including the booking engines and customer databases. The attackers also demanded a large amount of money to restore access. This incident caused not only a big operational downtime for the hotel but also a loss of sensitive data, which further hamper the reputational of the brand. This major attack from the LockBit has affected the IHG group and its business from a boarder perspective. The current issue highlights the lack of preparedness for cybersecurity, which has raised questions about the consistency of risk management, staff awareness and data recovery plans. 
[bookmark: _Toc200204123]Theoretical Framework for Analysis
To develop this clear actionable consultancy report, a combination of strategic and diagnostic frameworks will be applied. This framework will analyse the situation, explore the actual causes, and propose the best solutions. First, the STEEPLED framework will be used to examine the factors that might worsen the vulnerabilities of cybersecurity. Then an internal SWOT analysis will identify the hotel’s strengths, weaknesses, opportunities, and threats. A TOWS matrix will then be used for understanding those insights for managing the cyberattack and planning for long-term resilience (Whittington et al., 2019). Along with some few other analyses will be used such as McKinsey 7S model and Six Sigma, stakeholder mapping. Together the use of all these tools will ensure that the solutions are both strategically aligned with the organisation and operationally feasible.
[bookmark: _Toc200204124]Comprehensive Analysis 
[bookmark: _Toc200204125]Impact of the Cyberattack
The primary issue was a ransomware cyberattack faced by the Holiday Inn Istanbul - Old City in September 2022, which was orchestrated by the LockBit group. This attack has affected the companies’ internal systems, including booking management and customer data storage. This led to a temporary service disruption for the hotel brand. The impact was multi-dimensional in several ways which are mentioned as follows-
[bookmark: _Toc200204126]Operational Disruption: This breach caused a temporary system outage that disrupted bookings, check-ins, and communications. For a hotel as big as Holiday Inn this meant immediate revenue loss when especially the hotel is located in a high-tourism city like Istanbul.
[bookmark: _Toc200204127]Reputation Damage: In result of the attack guests lost their trust in Holiday Inn’s data security protocols. Customer expectations for digital safety are extremely high with the current GDPR regulations (Gdpr.eu, 2025). Hotels that fail to protect their visitor’s data are quickly removed from the visitors’ wish list.
[bookmark: _Toc200204128]Financial Implication: IHG did not disclose the exact loss amount but the average cost of such attacks in the hospitality sector are around £2.8 to £3.2 million per incident (Statista.com, 2025). These costs include legal costs, customer compensation, and system restoration expenses. 
[image: ]
Figure 3: Average Cost of Data Breach
(Source: Statista.com, 2025)
[bookmark: _Toc200204129]Feedback and Transparency Gaps: IHG’s communication during the crisis was so poor that it caused a delay and an intensified backlash among the visitors. Social media sentiment analysis shows spikes in negative feedback between September to October 2022 (Bbc.com, 2025). Customers have demanded transparency during the moment of crisis which was lacking very much from the company and their management. 
[image: ]
Figure 4: Negative social media outrage 
(Source: Bbc.com, 2025)
[bookmark: _Toc200204130]STEEPLED Analysis 
[bookmark: _Toc200204131]Social: 
Social trust gets impacted by the digital accessibility and security offered by any hotel brand. Guests in the hotels expect fast and secure Wi-Fi access with encrypted data safety protection. According to research by Statista.com (2025), 84% of customers are unlikely to return to those hotels that had suffered a data breach in its past times. Holiday Inn faces reputation rebuilding after the attack.
[image: ]
Figure 5: Annual number of data compromises and individuals impacted
(Source: Statista.com, 2025)
[bookmark: _Toc200204132]Technological:
The cyberattack exposed the weaknesses in Holiday Inn’s cybersecurity infrastructure. Recent technologies like AI-based intrusion detection and end-to-end encryption are critical for the brand infrastructure. One of the key competitors of Holiday Inn, named as Marriott has adopted stronger biometric login systems after their own 2018 breach (Bbc.com, 2025). Holiday Inn’s current systems must be upgraded to match the industry standards while avoiding adverse effects of cyberthreats.
[bookmark: _Toc200204133]Economic:
Cyberattacks affect economically in data recovery, lawsuits, customer compensation, and loss of bookings. According to Ibm.com (2025), the average cost of a hotel breach is £3.6 million. In parallel with Türkiye’s struggling economy, this economic loss is even more damaging. 
[image: IBM Report: Half of Breached Organizations Unwilling to Increase Security  Spend Despite Soaring Breach Costs]
Figure 6: IBM Report 
(Source: Ibm.com, 2025)

[bookmark: _Toc200204134]Environmental:
Breaches are not directly affected to the environment. Systems going offline may result in a waste of energy which may break the sustainability targets. Hotels in recent times started to link cybersecurity resilience with their green credentials.
[bookmark: _Toc200204135]Political:
The hotel was pressured to report the breach within 72 hours under guidelines of GDPR (Bbc.com, 2025). The incident raises questions about compliance readiness in IHG and their operations. Increasing political pressure from the EU digital regulators may result in heavy penalties for Holiday Inn.
[bookmark: _Toc200204136]Legal:
Holiday Inn may face lawsuits from affected their guests or third-party vendors. Under GDPR, they risk fines of up to £16 million or 4% of global turnover (Gdpr-info.eu, 2025). If data encryption or consent procedures are missing, then legal risks can be stepped up.
[bookmark: _Toc200204137]Ethical:
It is often seen that a large number of guests trust hotels with a better personal data system. Breaches are seen as ethical failures, especially when customers are not informed transparently (Rodrigues et al., 2024). IHG’s response lacked clarity in an initial phrase which drew criticism in media.
[bookmark: _Toc200204138]Demographic:
People are more likely to reject those hotel brands with weak cyber protocols. They prefer booking with brands which are privacy conscious.
[bookmark: _Toc200204139]SWOT analysis
	Strengths
· Strong brand reputation of IHG in the global market. 
· High customer reviews and loyalty.
· Prime location in the tourism sector in Istanbul.
	Weaknesses
· Lack of a new level of digital infrastructure. 
· Poor management after the incident occurs (Statista.com, 2025).
· Cybersecurity investment.

	Opportunities
· Invest in new-gen advanced cybersecurity.
· Rebuild the with transparency & PR campaigns among their customers. 
· Improve automated processes with digital amenities. 
	Threats
· Global cybercrime threats have risen in recent years. 
· Legal risks by GDPR.
· Competitors’ data security mechanism in the competitive market.


Table 1: SWOT analysis
[bookmark: _Toc200204140]Analysis 
From the strength perspective, Holiday Inn Istanbul – Old City is a part of the IHG network, a company that holds global recognition for its services. The old city hotel is set in a prime location in one of the world’s most visited cities. With the best service, the guest gets satisfaction which leads to guest loyalty and consistent occupancy rates (Karim et al., 2022). In September 2022, ransomware attacks exposed weaknesses, especially in the digital infrastructure. Competitors of Holiday Inn have invested in cybersecurity, but the subject hotel systems were outdated for modern threats. The hotel also lacks proper transparency in terms of mitigating the massive gaps in communication. For opportunities, the incident is a chance for the hotel to build a strong cybersecurity hub in the hospitality industry and set an industry example as a leader. Threats are like an increased volume of cyberattacks, ensuring transparency and not safeguarding confidential database can also hamper the hotel’s value again (Hbr.org, 2025). GDPR compliance failures can cause some severe fines. Competitors with better cybersecurity may use this gap as a competitive edge. In conclusion, Holiday Inn must proactively figure out its weaknesses to restore its operational strength and brand integrity.
[image: Istanbul: number of foreign tourist arrivals 2024| Statista]
Figure 7: Istanbul annual tourist visits
(Source: Statista.com, 2025)
[bookmark: _Toc200204141]TOWS Analysis
	Internal Factors

	External Factors
	
	Strengths (S)
	Weaknesses (W)

	
	Opportunities (O)
	(SO)
The benefits the Holiday Inn gets are from their strong global brand presence, their customer loyalty and having a prime location. These benefits can be used to promote their comeback after the cyberattack. The hotel can use its existing reputation and IHG’s global trust to support the new cybersecurity upgrades. Assured data protection can reassure the guests to return (Pisa et al., 2021). Investing in modern digital infrastructure such as secure online bookings and automated check-ins can attract more travellers.
	(SW)
Holiday Inn can eliminate any future cyber threats by capitalising on the IT and support department of IHG (Ruohonen and Hjerppe, 2022). A useful cybersecurity which is paired with other cybersecurity companies can prevent any further incidents. It also helps the hotel to have influence in the hospitality market. Better customer service with Strategic PR can mitigate reputational damage that occurred due to the cyberattack. 

	
	Threats (T)
	(ST)
The cyberattack highlighted several weaknesses in the hotel management such as poor digital readiness and weak communication in crisis moments. These lacks can be turned into growth opportunities. For that, the company can invest in staff training, AI-enabled threat detection systems and implementing a 24/7 IT monitoring team (Reddy, 2021). Collaborating with cybersecurity firms can also enhance brand trust among the normal people. The hotel can use this incident as a learning curve part and use it as a case study for growth opportunities.
	(WT)
If the weaknesses are not addressed properly the threats such as future cyberattacks and customer loss will happen again. The hotel needs to develop a strict data monitory policy, use end-to-end encryption for customer data, and review GDPR compliance regularly (Aberkane et al., 2021). Without restructuring the internal management and must needed technological upgrades, the hotel cannot be able to compete in a digitally focused hospitality market.



Table 2: TOWS analysis

[bookmark: _Toc200204142]McKinsey 7S model 
	Factors
	Description

	Strategy
	After the massive cyberattack, Holiday Inn must focus on strategies such as transformation in digital media. This strategy includes securing data with transparent communication with guests and introducing smart hotel tech to gain customer trust.

	Structure
	IHG follows a structure which is totally decentralised. Istanbul’s Old City branch must now integrate with IHG’s global IT protocols. 

	Systems
	Systems that can be included are digitalised check-in/check-out tech and a professional CRM platform. 

	Shared Values
	IHG’s brand values are trust, care, and responsibility towards its customers (Ihgplc.com, 2025). These values must be highlighted through internal training of the staff and external communication. 

	Skills
	Leadership is necessary skill that is required for a more transparent and digitally aware approach (Roberson and Perry, 2022). Other skills that are also needed are Crisis management, timely updates, and proper communication.

	Style
	Focus on hiring or training hospitality staff with new tech knowledge. This kind of staff can be helpful in handling both guest experience and digital hygiene.

	Staff
	Staff that are properly skill-equipped in risk management, tech operations, and secure digital handling must be prioritised in the job roles. These staff are needed to support certifications in cybersecurity compliance for hospitality staff.


Table 3: McKinsey 7S model analysis
The McKinsey 7S model clearly highlights the lack of Holiday Inn’s Istanbul operations, especially in their systems, staff, and skills. The cyberattack heavily exposed a lack of precaution, which indicates gaps in digital skills and leadership. While the hotel has strong global backing from the IHG, but the branch structure needs optimisation. Aligning new strategies with needed systems and giving proper training to the staff can position the brand with much more trust. 
[bookmark: _Toc200204143]5 Why’s 
Problem identification: Holiday Inn Istanbul has experienced a ransomware cyberattack in 2022 (Advantage.co.uk, 2025).
1. Why did the cyberattack happen?
The hotel’s IT systems were outdated and lacked in protection against ransomware threats and data breaches.
2. Why were the IT systems vulnerable?
There were cybersecurity protocols which were not sufficient and no on-time threat detection system of software to identify any issue.
3. Why were cybersecurity protocols insufficient?
The protocols were insufficient because the hotel had not conducted a daily basis IT risk assessment and there is no incident response plan in the protocol.
4. Why was there no daily basis risk assessment?
For the hotel, the cybersecurity had not been prioritised in the first place in the. The hotels also lack in strategic planning or staff training in cybersecurity.
5. Why was cybersecurity not prioritised?
In general, the digital security has been seen as a technical issue very few companies in hospitality see this as a strategic or operational requirement.
Conclusion of 5 Whys
The main reason for these breaches is in the oversight of cybersecurity. These cybersecurity issues were viewed as a backend IT task although, it is not seen as an integral part of customer service and operational continuity.
[bookmark: _Toc200204144]Recommendation and Change Management 
[bookmark: _Toc200204145]Six SIGMA 
Six SIGMA is a concept that sets methodologies and provides tools to developing the business process. It reduces problems and challenges while minimising variation and identifying defects which helps in the development of the quality and efficiency of a business (Patel and Patel, 2021). The objective of this concept is to achieve the targeted goal with quality for the business competitive landscape (Tsung and Wang 2023). Six SIGMA uses a planned data-driven strategy, named DMAIC to identify problems and reduce the causes of defects to boost business profits. The Six Sigma concept first focuses on the problem that a company is facing to meet its success goal. The consultant has provided smart model objectives to define the business goal parallelly. The observer gathers information to measure and understand the current performance of the company and provides a workable baseline for improvement. The Six Sigma model helps to identifying specific factors responsible for the defects and provide implement to improve. Six Sigma counts on numerical tools such as source analysis, control charts, process mapping, understanding variation, and the reason (6sigmastudy.com, 2025). This also provides workable solutions and tests whether the improvement can achieve after a crisis. Establishing controls to confirm that the developments are prolonged and the procedure remains stable.
The data-driven approaches of the Six Sigma model are, identifying, measuring, analysing, improving, and controlling. To reach on business goal after a cyber-attack, Holiday Inn can use Six Sigma to meet customer satisfaction. The hotel can reduce risks, protect its confidential data, and increase operational effectiveness by focusing on efficiency and quality through SIX SIGMA. 
[image: ]
Figure 8: DMAIC
(Source: Subramaniam et al., 2011)

[bookmark: _Toc200204146]Identifying the problem
Identifying the problems after the cyber-attack of the hotel is the first step of Six Sigma. In this first step a comprehensive understanding of the scope, opportunities, objectives, and shareholders of the company is being considered for the implementation (Subramaniam et al., 2011). A clear understanding of the impacts of cyber-attacks on the hotel can help to progress over the risks management and meet customer demands through the implement plan. 
[bookmark: _Toc200204147]Measuring the current situation
Measurement is the second step in the Six Sigma model that helps to understand the current situation of the hotel and its performance. Analysing and collecting data on hotel security metrics as such impact, reason of cyber-attacks, severity and frequency can be used for understanding the current situation of the hotel. The difference level with protection standards and policies, the development of security controls and technological tools, and the expectation of security stakeholder’s current situation also can be measure by using predictive data analysis (Mawby et al., 2021). The hotel needs to understand the current situation of the business through surveys, reports, audits, and logs and applying quantitative methods such as Pareto charts, histograms, and control charts that can be beneficial to summarise and visualise the data.
[bookmark: _Toc200204148]Analysing the root cause	
Analysing and describing the root cause is the third step of SIX SIGMA in cyber security problems. This section identifies and priorities the specific factors that contribute to the inefficiencies, gaps, and errors in the security process and performance of the hotel. Holiday Inn should use analytical tools to explore the relationship between the effects and causes of the security issues of the hotel. The analytical tools are 5 whys, Fishbone diagrams, and fault tree analysis (Dogru-Dastan and Tütüncü 2024). The hotel should formalise its hypotheses with impactful data and evaluate its assumptions with a proper experiment. 
[bookmark: _Toc200204149]Improve the solutions
Developing the solutions for cyber security challenges is the fourth step of Six Sigma. This process happens by implementing changes and designing that identified the root cause and helps to ensure a strong security and increase employee performance of Holiday Inn. The hotel can use creative tools to evaluate and generate potential solutions. The creative tools are, TRIZ, benchmarking, and brainstorming. In addition, the hotel is also required to use project management tools to execute and development actions (Çetinkaya and Öter 2024). The management tools are PDCA cycles, Gantt charts, and RACI matrices. 
[bookmark: _Toc200204150]Controlling the result
The ultimate step of Six Sigma is to track and control the results of new implements for the changes and development of the hotel. This fifth step evaluates and monitors the impacts and an outcome of Holiday Inn’s to ensure and develop its security process and performance. The hotel can use control tools to ensure the hotel improvements, which are sustained and consistent. The control tools are feedback loops, dashboards, audits, 360 Feedback systems and standard operating procedures that can control the result of the developments. The hotel also needs to apply review tools to share the achievements and learning of the hotel (Nacaroğlu et al., 2024). Recognition, regular practices, and lessons learned can be used as the review tools of the hotel. 
[bookmark: _Toc200204151]Stakeholder mapping
	Identifying stakeholders
· IT, legal counsel, security teams, public relations, employees, customer service, and executives are the internal stakeholders.
· Consumers, vendors, media, partners, and regulators are the external stakeholders (Florido-Benítez, 2024).
· Categorised and specified stakeholders based on their interests, influence, and impact on cyber-attacks. 
	Understand stakeholders needs 
· Understanding preferred channels of the consumers and prevalence for updates. 
· Personalised messages to convey specific concerns of stakeholders to manage their expectations (Cahyandari et al., 2024) 
· Build empathy and establish transparency to increase stakeholder trust during and after a crisis such as cyber-attacks.

	Provide a communication plan
· Developed communication arrangements for multiple groups of stakeholders.
· Ensure reproducible and current updates including data on the nature of cyber-attacks, the impact of that, and the response plan of the hotel (Saleh and Zohry, 2022).
· Offering updates on survival efforts, takeaways, key findings, and preventative measures. 
	Security Operations
· Founding resources that need to manage communication effectively and stakeholder engagement.
· Identifying a stakeholder’s position can inform key determination and ensure alignment (De Carlo, 2022). 
· Stakeholder feedback can provide a clear idea about the development of cybersecurity policies and technological practices. 


Table 4: Stakeholder mapping 
[bookmark: _Toc200204152]Stakeholder mapping analysis
The process of identifying all stakeholders including internal and external such as investors, employees, and consumers, then analysing the crisis with the engagement of all of them and making them satisfied is the concept of stakeholder mapping (Tyagi, 2021). After a massive cyber-attack on the Holiday Inn, they should focus on their external stakeholders first. The confidential information of the guest can leak by the cyber-attack and hackers demand money to returning those data (Pipyros and Liasidou, 2025). Hotel authority trying to recover their guest’s information and satisfy the consumer. That will also help the hotel to bring their brand image back. The needs of the consumers can be met through proper communication and feedback between consumers and hotel management. After a cyber-attack, employees trusts reduce over the management can happen. Regular training of them, daily cyber security practices and comfortable conversation can encourage them to be confident again and improve their performance (Buttrick, 2013). Communication between higher authority and employees can clear their doubts and influence them to provide better performance in the workplace. 
Communication makes the bridge between stakeholders and hotel authorities. To improve cyber security, the stakeholders of the brand should understand their responsibilities, roles, and expectations through effective communication (Cyberriskinsight.com, 2025). Regular conversation makes a better understanding and alignment between all stakeholders such as employees and guests. It considers the ideal flow of information, bringing up collaborative surroundings where everyone is in the same situation. This concord is determining in responding to cybersecurity threats in a well-timed and efficient manner. Also, effective communication increases trust and transparency between stakeholders and the hotel. It provides a clear message that the hotel is committed to preserving cybersecurity strength and is unwilling to occupy stakeholders in its efforts. 
	Stakeholders 
	Interest 
	Influence

	Employees
	Medium 
	High

	Guest
	High
	Low

	Management team
	High
	High

	Technological and cybersecurity group
	High
	Medium

	Investors
	High
	High

	Suppliers
	Low 
	Medium


Table 5: Assessment of stakeholder’s interest and influence
[bookmark: _Toc200204153]Change management 
The change management model is a framework that helps an organisation to work for the increase of change projects. Implement an idea to make it possible to reduce the business crisis can make possible through change management. This model provides separate frameworks for
Holiday Inn to empower their leaders and employees with a strategic vision and develop cyber crisis problems through applicable projects (Hewa, 2024). This model influences employees to adopt new practices for the growth of the business. Lewin’s 3 stage model for is established by Kurt Lewin to understand change management through Unfreeze, Change, and Refreeze (Lavrenenko et al., 2024). New strategic changes in business for the implement is assessed Established roadmaps to apply new formulas (Panteleiev, 2023). However, the change process of this model is time-consuming so another change management model can be helpful to apply changes. 
On the other hand, Kotter’s 8-step model is immensely helpful in improving change management through a perfect framework. Professor John Kotter has developed this structure for helping businesses in terms of implementing a successful change management. Holiday Inn. can overcome its cyber-attack through new strategies and following this model. 
[bookmark: _Toc200204154]Create Urgency	
Developing essential and intense sense of urgency among stakeholders by understanding the emergency for change and the potential benefits in business. To overcome the cyber-attack and returning brand image again hotel need to secure their data management (Consultia.co, 2025). Taking steps to secure the data and return the customers’ trust to the hotel is the urgency for new strategies.
[bookmark: _Toc200204155]From a skilful Coalition 
Choose a powerful team guide or group who takes the initiative for essential changes. Patience and strong guidance can influence and encourage all employees to overcome a crisis such as cyber-attack. The higher management and team leader can take this responsibility for new implement (Bovsh et al., 2023). In addition, expertise from the technological department can guide the whole team to develop their digital skills and ensure data security for the hotel. 
[bookmark: _Toc200204156]Create a vision
A completely new vision statement that focused on business changes. The vision change concept is a change statement for Holiday Inn. The vision is not time-consuming and is focused on the urgency to change management and engage employees to overcome the cyber crisis. 
[bookmark: _Toc200204157]Communicate the vision
Communication about the vision is a crucial part of change management. The higher authorities and the implementer should focus on, that all employees can understand the vision and the result of new implement. Communication makes the plan simpler and encourages employees to provide better performance for the changes. 
[bookmark: _Toc200204158]Remove Obstacle
Obstacles are part of any changes and new strategies. Removing obstacles such as technological problems, and communication problems can be beneficial for the brand. Logistical obstacles for recent changes are easy to remove through employee engagement and hard work. Team leaders can work to remove the obstacle (Kotter, 2012). Also, they can motivate employees to provide solutions for those obstacles and progress to make the vision successful. 
[bookmark: _Toc200204159]Create short-term wins
Separate the business goal into short divisions and try to reach them in a fleeting time can help to achieve new implement. An effective way to influence employees is by showing their progress against the business plan. The easiest way of this is to focus on short-term wins team members can achieve. 
[bookmark: _Toc200204160]Consolidate Improvements
Celebrating short-time achievements but do not distract from the final goal. Implementing change plans to overcome the cyber crisis is a time-consuming process and it is a necessary effort to ensure that employees are not moving backward (Anichiti et al., 2021). Keep the team members and employees focused on the next changing goal and provide better performance clearly. 
[bookmark: _Toc200204161]Anchor the changes
Anchoring the changes is an essential step for achieving the goal. Depending on the level of change, this could influence company’s substance values, whole vision, and future direction (Verawati et al., 2023). Focused on the regular reviews, tracked the progress rate, and communicated with the team about the progress and further planning. 
[image: ]
Figure 9: Istanbul annual tourist visits
(Source: Verawati et al., 2023)

[bookmark: _Toc200204162]Action Plan 
Cybercriminals targeted hotel brands to extort the hotel owners and the guests for their personal information such as phone numbers, email address, credit card data, and many others and demand money for returning (Jamil, 2023). After experiencing a massive cyber-attack, hotel brands should be more conscious about their cyber security system. The IT department is not the single department who needs to focus on the improvement of hotel security, while other functional departments such as supply chain, HRM, finance, and others are also required to enhance their individual security systems. Higher management should train their employees more about data security to avoid future attacks. Need to communicate with consumers properly and ensure they rescue their data to saving brand image. Improving technical and network security can reduce the possibility of future attacks and preserve the data (Paraskevas, 2022). Track and control employees’ technological systems at the workstations to prevent unauthorised access.
	Number
	Problem
	Solution
	Desired outcome
	Time scale
	Completion Date
	Planned budget

	01
	Lack of employee training
	Daily security training for all employees.
Provide ideas for using strong and unique passwords to managers.
Proper practices on Wi-Fi usage. 
	Avoiding and identifying unwanted frauds, social exploitation, and multiple cyber threats. 
	3-4 months
	20/01/2023
	£10,000

	02
	Improving communication with consumers
	Essential communication with the consumer and knowing their required demands.
	Get back consumers’ trust and develop the brand image after a massive cyber-attack. 
	5-6 months
	10/04/2023
	

	03
	Lack of technical security
	Provide rich security on hotel software systems, including anti-malware and antivirus to keep them updated (Clifton, 2023). 
Using intrusion detection systems and strong firewalls. 
Regularly back up the confidential data.
Multi-factor authentication for the system (Borhanodin and Hashim 2024). 
	A strong detection system will block malicious activities. 
Data backup will secure data recovery in case of future cyber-attacks.
Ensure extra security to all cyber systems. 
	1 year
	10/09/2023
	£50,000

	04
	Weak network security
	Provide strong Wi-Fi passwords and information codes to guests.
Segment the network.
	Network segmentation to set apart high-tech systems from less secure areas, modification of the expected impact of a gap. 
	7-8 months
	25/05/2023
	£35,000

	05
	Limited access control
	Provide Role-Based Access Control.
Implementing secure log-out systems for each employee at the time of leaving.
	Reduce the risk of insider threats.
Prevent unauthorised access.
	2 months
	30/11/2022
	£5,000


Table 6: Action Plan

[bookmark: _Toc200204163]Conclusion
The focus of this consultancy report was to analyse critically the digital security failure that happened in Holiday Inn Istanbul - Old City when a ransomware attack occurred in September 2022. This strategic analysis has leveraged multiple frameworks which reveal the depth of the issue, and the actions is needed or required to prevent such kind of issues in future. At the start of this research, the use of STEEPLED analysis has demonstrated how new digital platforms and technology demand stronger cybersecurity procedures. Service continuity gets disrupted due to the technological failure. The research has highlighted that the SOAR framework helps in highlighting the hotel’s legacy and its industry reputation. The SOAR also helps the brand to identify its needed future aspirations to regain the customer trust and operational excellence. It also pointed to the opportunities for technological transformation which includes smart automation and cybersecurity leadership within the hospitality sector (Burnes et al., 2018). After SOAR, the TOWS matrix revealed actionable strategies to fire up the internal strengths and how the market opportunities can be turned into innovation. It has shown how neglecting security and data ethics can be a threat and hamper the company’s cash flow. 
Addressing weaknesses like fragmented IT training or lack of digital leadership should be done in parallel. The McKinsey 7S model has demonstrated the internal misalignment between staff skills, systems, and strategic direction. Addressing this misalignment requires reorientation in skills and systems where digital responsibility is the main focus and shared across all the departments. From the research, it can be stated that staffs must be empowered and trained to recognise what can be the real threats to the organisation. Not just by delivering guest service but also by having digital intelligence, they can position themselves in much better job roles. This step can also benefit the organisation and their business along with customer satisfaction. With competing in the recent hospitality market trends Holiday Inn management can adopt a transparent style which also is tech-forwarded. This helps the brand to stay more competitive in the evolving hospitality sector.
Along with this model, there are also some more core models that were discussed in this model. Stakeholder mapping helped prioritise the engagement with high-power stakeholders like guests, IT department, and regulatory bodies. Understanding their needs and providing a plan was crucial for developing a communication and risk response plan. Using Six Sigma provided a framework to minimise errors and increase process efficiency. Applying DMAIC to define the issue, measure it then analyse with the needed improvement and how it can be controlled. It promotes a data-driven improvement and reduces human error which is one of the main causes of the breaches. Kotter’s 8-Step Change Model helps in building a roadmap for organisational transformation. In the end, there is an action plan as a recommendation has been presented, in which strategic measures for enhancing the operational efficacy and organisational security system has portrayed. This action plan has created a detailed layout of a time, objectives and strategic measures that are essential for improving overall business outcomes, productivity, operational efficiency, and strong workplace culture. In conclusion, the issue of cybersecurity breaches extends beyond the IT department. Holiday Inn Istanbul – Old City must adopt a change in plan where digital trust becomes a brand promise. This consultancy report’s recommendations have been made with the industry frameworks, operational models, and real-world applicability. This in turn can benefit brands such as Hilton Hotel in terms of enhancing their security systems, database management, operational efficiency, and collaborative workplace culture that drive organisational success. By combining strategic insight with practical tools, the hotel can navigate not only recovery but build long-term resilience.
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