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	Survey
	Review
	Analysis
	Experiment
	Development

	1. Engagement with Literature Skills
	
	
	
	
	

	Introduction
	/5
	/5
	/5
	/5
	3/5

	Literature Review
	/25
	/40
	/30
	/25
	11/15

	Comments:
The introduction provides a good overview of NIDS, Snort 3, project motivation, research questions, gaps, aims and objectives. The project context is established through statements such as "This project designs, implements, and evaluates a signature-based NIDS using Snort 3" and "A systematic review of twelve NIDS papers identified six gaps this work addresses directly".
The research questions are relevant to the project topic. However, several gap statements such as "No reproducible end-to-end Snort 3 NIDS with documented custom rules organised by attack category exists in the reviewed literature" and "No prior work combines PCAP replay and simulated live traffic evaluation" are very broad and would require wider evidence from the literature before such claims can be accepted.
The objectives are only partially SMART. Objective 2 is measurable because it specifies "at least six network attack types" and "18 custom Snort 3 rules". Objective 5 refers to reducing false positives but does not define a target value. Objectives 1, 3 and 4 describe activities and outputs but do not include measurable success criteria or completion thresholds.
The review covers IDS taxonomy, Snort, Suricata, machine learning approaches, datasets, alert fatigue, severity classification and usability considerations. Comparative tables are included and the review attempts to connect previous studies to the project direction. IEEE referencing and citation are generally followed correctly. Numerical citations are used consistently throughout the text and the report follows the IEEE numbering convention. The literature review includes a substantial number of academic references and links citations to discussion points.
A shortcoming is that much of the discussion remains descriptive. Statements such as "none of the twelve reviewed papers provide automated alert reporting" and "confirming the genuine novelty of this project's contribution" rely heavily on the author's interpretation of a relatively small set of papers. More discussion of differing findings, limitations of previous studies and alternative viewpoints would have strengthened the chapter.
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	2. Knowledge and Understanding Skills
	
	
	
	
	

	Methodology
	/5
	/5
	/5
	/5
	4/5

	Data Collection Process Design
	/15
	 -
	-
	 -
	 -

	Requirements/Design
	 -
	 -
	-
	 -
	8/10

	
Comments:
The methodology includes research philosophy, research strategy, evaluation metrics, data collection methods, ethics and threats to validity. The justification for a positivist and quantitative approach is linked to the measurable nature of Snort alerts and detection metrics. 
The chapter also includes validity considerations, dataset limitations and resource constraints. These additions improve the quality of the methodology section. However, alternative methodological options are not discussed in much detail and there is limited comparison with other possible research strategies.
The report contains dedicated design sections including "System Requirements", "Lab Topology and Architecture", "Component Architecture", "Rule Architecture and SID Strategy" and "Evaluation Mode Design". The design is linked to project objectives and resource constraints.
The architecture appears well planned and supported by diagrams. Functional and non-functional requirements are identified. However, formal requirement traceability is limited and there is little discussion of alternative architectural choices and why they were rejected.
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	3. Cognitive and Intellectual Skills
	
	
	
	
	

	Problem Definition
	-
	-
	/10
	-
	-

	Results and Discussions
	/30
	/30
	/30
	/30
	24/30

	Conclusions and Recommendations 
	/10
	/10
	/10
	/10
	8/10

	
Comments:
The evaluation chapter includes PCAP testing, live traffic testing, metrics analysis, false positive analysis, cross-mode comparison and comparison with literature. Quantitative metrics such as "Detection Rate of 100.00%, False Positive Rate of 10.00%, F1-Score of 97.18%, and Accuracy of 96.33%" are reported and discussed.
The report also acknowledges limitations including the failed Wednesday DoS session and resource limitations affecting replay performance. Threats to validity are discussed rather than ignored.
The discussion occasionally becomes descriptive and focuses on reporting outcomes rather than examining alternative explanations. Several comparisons with prior literature are relatively brief. Additional examination of why findings differ from earlier studies would have added value.
The conclusions return to the research questions and objectives and discuss limitations such as zero-day detection limitations and evaluation constraints. Future recommendations including ELK integration, threshold calibration and further evaluation activities are relevant and connected to project findings. Some parts repeat material already discussed in earlier chapters. More discussion of the wider implications for NIDS deployment and cybersecurity practice would have been better.
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	4. Practical Skills
	
	
	
	
	

	Development
	 -
	 -
	-
	 -
	13/15

	Experimental Design
	 -
	 -
	-
	/15
	 -

	
Comments:
Considerable implementation work is evident through Snort 3 installation from source, creation of 18 custom rules, development of nids-report.py, nids-metrics.py and nids-snort.sh, plus IPS proof-of-concept functionality.

The implementation is supported by screenshots, code discussion, architecture diagrams and evaluation outputs. The project moves beyond configuration by producing original artefacts and supporting tools. More discussion of selected code segments and engineering decisions could have added further value.
The reflection discusses challenges including deprecated threshold syntax, HTTP sticky buffer issues, evaluation difficulties and project learning. Statements such as "The Wednesday session disrupted that assumption" and discussion of troubleshooting activities show personal engagement with the project experience.

The reflection is mostly technical. More discussion of planning, project management, supervision feedback and personal research skills would have made the reflection more balanced.
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	5. Transferable Skills for Life and Professional Practice
	
	
	
	
	

	Reflection
	/5
	/5
	/5
	/5
	4/5

	Quality of Report
	/5
	/5
	/5
	/5
	4/5

	
Comments:
The report is professionally organised with a logical structure, figures, tables, references and appendices. IEEE citation style is generally followed consistently.

There is some repetition, particularly around research gaps and originality claims. Several novelty statements are expressed with a high degree of certainty despite being based on a relatively limited literature sample. Minor wording issues are also present.

	TOTAL:
	/100
	/100
	/100
	/100
	79/100







