


Contents
Practical Task	2
Worksheet 1	2
Observational Tasks	8
Types of Hypervisors	8
Type 1 Hypervisors	8
Type 2 Hypervisors	8
Difference between Type 1 and 2 Hypervisors	8
What is the significance of the subnet mask in IPv4 addressing?	9
Use of Cloud-Computing	9
Different terminologies	10
Ping	10
Firewalls	10
References	11



[bookmark: _Toc66197770]Practical Task
[bookmark: _Toc66197771]Worksheet 1 
Building the virtual network infrastructure will require there to be some specific steps that will need to be performed before we can start with the necessary steps building the network; the first step is to check if the computer system enabled to be used as a virtual system, this can be checked or enabled via the computers BIOS, this will be different depending on the computer system, but Intel VT or AMD-V needs to be enabled within the bios to allow for virtualisation on the computer system. 
	[image: Enable virtualization on Gigabyte AM4 boards – Mike Hanson]

	Figure 1: The following screenshot shows an image of a user enabling AMD-V on a computer system. 



After the following has been completed, it enables AMD-V or Intel VT, allowing for the system to be virtualised, now where required to do the basic setup of the type 2 hypervisor, this is allocating resources to the virtual machine and creating the virtual network. 
	[image: ]

	Figure 2: The following screenshot shows a user allocating resources needed for the virtual machine to function. 
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	Figure 3: This screenshot shows the user selecting the operating system for the computer system to use. 



After the basic setup of allocating resources for the virtual system to use and specifying the operating system, This then requires for the operating system to be installed, allowing for a user to be able to access the system. 
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	Figure 4: This shows a user allocating a storage device for the operating system installed. 
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	Figure 5: This shows a user creating an administrator account for the virtual computer system. 



Once the computer system was installed, it then was time to create the Virtual LANs for the computer systems to be able to connect to; this requires creating network cards within the type 2 hypervisor.
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	Figure 6: This shows the creation of the network card called “PublicNet” for Server1



After the following, to identify the just created networks, it is discretionary to give the network cards a naming convention that allows other technicians to work with them. 
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	Figure 7: This shows the naming convention of the networks/network cards. 



Once the naming is done for the networks to make the network functional, we need to appoint IP addresses to the network cards to allow the clients to connect to the network. 
	[image: ]

	Figure 8: Shows the implementation of giving the network cards an IP Address to make them functional. 



After the following, to confirm that the network is functional, we need to send a Ping request across the network. It is required to disable the firewall because it can cause an issue with the request and deny it, so disabling the firewall means that the computer system will accept the request. 
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	Figure 9: This shows the disabling of the firewalls to allow the ping request to be accepted. 
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	Figure 10: This shows a user making a ping request to “server 1” and shows that the connection is valid, meaning the network is functional. 




[bookmark: _Toc66197772]Observational Tasks
[bookmark: _Toc66197773]Types of Hypervisors
There are two types of hypervisors, type 1 and type 2. To understand the difference, you need to know a hypervisor's general understanding; a hypervisor is splitting the computer resources into virtual resources that can be divided between virtual machines allowing for the computer resources to be shared between all the different virtual machines. [1]
[bookmark: _Toc66197774]Type 1 Hypervisors 
[bookmark: _Toc66197775]Type 1 Hypervisors is the virtualisation of a computer system that uses the whole resources, also known as a bare-metal system; type 1 does not have a go-between operating system; it uses just the type 1 hypervisor, this reduces the number of wasted resources on running an operating system, some of the vendors for type 1 hypervisors are: Hyper-V, Citrix XenServer and KVM. [2] Some benefits of Type 1 Hypervisors are Performance because type 1 hypervisors do not have a running operating system; this allows for more performance to go to the virtual systems; the increase of security is good because of the lack of the in-between operating system. A drawback of type 1 hypervisors is managing these VMs another administrator host machine is needed to control the hypervisor. [3]
Type 2 Hypervisors 
Type 2 Hypervisors is similar to the type 1 hypervisor but uses an in-between operating system allowing management on the computer system. This hypervisor provides for ease of use to administrators and allows for quick access and modifications to the VMs that’s running on this hypervisor; yes, with the operating system on the type 2 hypervisor, it has its drawbacks with security and performance, but it’s a very useful hypervisor for non-commercial use such as using multiple operating systems within a single system. [3]
[bookmark: _Toc66197776]Difference between Type 1 and 2 Hypervisors 
Type 1 and Type 2 Hypervisors has their differences, such as Hosted and Bare-metal advantages and disadvantages, but overall, they do similar jobs allow for virtualisation on a computer system; type 1 has increased performance with it being bare-metal computer system, but type 2 has better ease of use and management of the VMs, they both have their drawbacks such as management on type 1 VMs and Security and performance on type 2. [3] [1]
[bookmark: _Toc66197777]What is the significance of the subnet mask in IPv4 addressing?
The subnet mask is necessary within IPv4 Addressing, the subnet mask helps determine the features of a network; for example, it determines the number of hosts on the network, the network address, and the broadcast address. A subnet mask is a 32-bit number that the host creates; this is used for subnetting, allowing networks to be broken into smaller networks; this is done to isolate different networks. [4]

[bookmark: _Toc66197778]Use of Cloud-Computing
Cloud computing has revolutionised the enterprise industry because of the high demand for computer resources; Cloud computing is the availability of computer resources this is good for industries because it allows them to move their computer systems more cloud-based, this can reduce the maintenance cost of running computer systems within an enterprise, another benefit of cloud computing is the mobility of company resources, for example, if a manager was on a business trip for a meeting out of the company region then the manager can still work on documents, etc. because cloud computing allows for access to the computer systems anywhere and anytime. The most significant benefit of cloud computing is scalability. Suppose the company was expanding its workload and needed more computer resources to keep up with the workload. In that case, they only need to update their current cloud computing plan and upgrade their existing resources. [5] With cloud computing getting introduced more and more into the enterprise industry, it does come with some drawbacks, one of which is constant connectivity to be able to access these resources; because cloud computing is an online resource, it requires an online connection to be able to access these resources so if a user or company had connectivity issues it will limit their usage of these cloud computing resources. Another drawback of cloud computing can be uncertainty; what is meant by this is that if a problem occurred with your cloud computing solution and you did not have backups of any of your data, you won’t have access to any documents or data stored on the cloud computing solution. [6] There are many vendors for cloud computing; here is a list of some of the top contenders: Microsoft Azure, Amazon Web-Service, Google Cloud, IBM Cloud Services, etc. 

[bookmark: _Toc66197779]Different terminologies 
[bookmark: _Toc66197780]Ping
Ping is a utility that uses IP/ICMP to perform its functions; Ping is used by sending an ICMP (Internet Control Message Protocol) packet to a destination with a buffer. Ping is a handy utility within the networking industry; it allows for engineers to be able to send a ping request to a destination to see if the network is successful and working without problems; if an error occurs, then the engineer knows that there is a problem within the network [7]. Ping is used overall operating systems and they have the same functionality on all operating systems. 

[bookmark: _Toc66197781]Firewalls 
Firewalls are a massive security aspect of computer systems; a firewall is a barrier between networks to only allow authorised traffic to the networks; this can be done by TCP/IP Filtering or Packet Filtering [8], this is a method of blocking unwanted traffic preventing access to the network, this can be done on Windows and Linux operating systems, Linux operating systems have two forms of firewalls these are UFW or IPTables, UFW is typically used for inexperienced administrators who can allow or deny basic applications access to the network, for more experienced administrators IPTables provides for more functionality of allowing and denying access of the network, this is done by strict firewall policies. [9]
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