Hacking Part 1

Lab Submission Requirments: 
· Task 1: Vulnerable Websites
· Task 2: LLMNR/NBT-NS 
· Task 3: Hash Cracking
Tools:
· RainbowCrack
· PWDump
· Winrtgen
· Ophcrack
· Metagoofil
· Responder
· John the ripper
· Hashcat

Alternate Tool:
· OphCrack

Task 1: Using Metagoofil

What is your understanding about Metagoofil Tool? What is the purpose of this tool?

Metagoofil is a tool used for cybersecurity reconnaissance. Its purpose is to extract metadata from documents like PDFs and Word files. This metadata helps security professionals gather intelligence about potential security risks and vulnerabilities in target organizations or individuals. The tool automates the extraction process, making reconnaissance more efficient in ethical hacking and cybersecurity investigations.
List out other vulnerable websites

Some of these are not necessarily hosted but I thought are still great options.
 
· BWAPP - Buggy Web App

· Google Gruyere - Google hacking web app - Full of holes!

· BodgeIt Store

· Moth - VMware image with a set of vulnerable Web Applications

· http://pwnable.kr/index.php

· OWASP Juice shop - OWASP Juice Shop: Probably the most modern and sophisticated insecure web application

· DVWA - Damn Vulnerable Web Application (DVWA)
· DSVW - Damn Small Vulnerable Web

· Xtreme Vulnerable Web Application - XVWA is a badly coded web application written in PHP/MySQL that helps security enthusiasts to learn application security.

· lazyweb - This web application is a demonstration of common server-side application flaws. Each of the vulnerabilities has its own difficulty rating.

· OWASP Mutillidae II - OWASP Mutillidae II is a free, open source, deliberately vulnerable web-application providing a target for web-security enthusiast.

· WEB Goat - WEB Goat is a deliberately insecure application by OWASP for training purpose.

· VAmPI - Vulnerable REST API with OWASP top 10 vulnerabilities for security testing

Targeting a website
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What is the Exception HTTP Error 429?

The error "HTTP Error 429: Too Many Requests" indicates that the server has received too many requests from the client in a given amount of time. This error is part of rate limiting mechanisms implemented by web servers to prevent abuse, protect server resources, and maintain fair usage.

How to overcome the Error?

There are different ways to overcome this error. They will be outlined below:
 
Adjust request rate.
· By adjusting the frequency at which we request data from the server we can potentially circumvent triggering the response to accomplish this using Metagoofil we can employ the "-e" switch denoting "DELAY" as suggested by the provided guidance too small will get us blocked by too long may also have the same affect. We ideally need to find the sweet spot. We could theoretically do this by gathering information on the server i.e., OS, Webserver type and inspecting the relevant documentation. There is a possibility that rate limiting is default and we can see the exact limits at which a timeout occurs. 
Check retry after header.
· By capturing our network via Wireshark, we can expect response headers and look for a "RETRY AFTER" header. This could potentially give us an indication of the rate limit and we can adjust accordingly again adding a relevant delay. 
Change IP
· Depending on how the rate limiting is implemented we may be able to change our IP to avoid it. By inspecting headers and looking for X-Forwarded-For - X-Forwarded-Host. We can increment IP or use a pool of IP and modify the header to contain these instead. This will only work if we are being identified via IP. An alternate method we can use to change our IP is via BURP Suite. As part of the enterprise toolkit, we can use an AWS API Gateway which will rotate our IP on each request.

Demonstration with adjusting wait time.
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From gathering those metadata, what useful information did you gather? How is Metagoofil tool useful for your attack?

No hits in the demonstration unfortunately. However, in a succesful execution you are likely to retrieve documents which could include author names, software versions, timestamps. Information of this nature can be combined with other reconnaissance methods to obtain a wider understanding of the target. 
Other similar tools used?

There is a wide range of available tools to extract documents from websites, some of the more commonly known and utilised for this specific task are: 
· ExifTool: versatile command-line tool for reading, writing, and editing metadata in various file types, including images, documents, and audio files.

· FOCA (Fingerprinting Organizations with Collected Archives): metadata analysis tool designed for extracting information from documents.

· StegExpose: designed for detecting steganographic content in images. While its primary focus is on hidden information, it can also reveal metadata.




Task 2: Use Responder to do LLMNR/NBT-NS Spoofing Attack

What is LLMNR/NBT-NS? What happens during LLMNR/NBT-NS Spoofing Attack?

LLMNR (Link-Local Multicast Name Resolution) and NBT-NS (NetBIOS Name Service) are protocols used for name resolution in local networks. They are utilised by a host when  it wants to discover the IP address associated with a hostname. 
 
During a spoofing attack, an attacking leverages the trust relationship and lack of authentication used in these protocols to intercept and manipulate resolution requests. Malicious information is transmitted which leads victims to connect to the attacking system instead. 
 
This technique enables further attacks such as Man in the middle, session hijacking, credential harvesting. 
 
The steps for a succesful attack would be as follows: 
 
· Request Intercept
· Attacker monitors network for LLMNR/NBT-NS requests from victims searching for a specific hostname i.e., WIN-SERVER-2022 in our example.
· Upon interception, the attacker sends a fraudulent response with their own Ip address. 
· The victim trusting the response connects to the attacker.
· Now in an advantageous position, the attacker can execute further exploitation as desired.

Using Responder
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Example Hash
david::WORKGROUP:e926c75017617eb

Research to find out different ways to convert the collected data (Hash files) into actual text.

There are various methods and approaches to hash cracking. I will demonstrate an understanding of the various types below:
 
Rainbow Tables (hash tables)
· Precomputed tables that map hash values to plain text. Used for commonly used has values. Tools like Rainbow Crack are a good example.
Online Hash Databases
· There are online databases which maintain a large collection precomputed hash values and corresponding plain text. Can be utilised via online services such as OnlineHashCrack, CrackStation
Wordlists / Dictionaries
· John the ripper does this allowing you to use wordlist containing potential passwords.

What tools could you use to crack the hashes? List out the tools.

Popular tools utilised for hash cracking on various platforms are:
· Hashcat

· https://crackstation.net/

· https://hashes.com/en/decrypt/hash

· Brutus

· OphCrack

· Medusa

· THC Hydra

Using John 
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Document/ Demonstrate the hash file cracking using different tool other than John the ripper.

The following is a demonstration of cracking hashes using popular tool Hashcat
Query: 
hashcat -m 5600 -a 3 -O -o cracked.txt /usr/share/responder/logs/SMB-NTLMv2-SSP-10.0.2.88.txt  ?a?a?a?a?a?a
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L-$ hashcat -m 
-a 3 -O -o cracked . txt /usr/share/responder/Iogs/SMB-NTLMv2-SS 
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openCL API (openCL 3.0 PoCL 4.0*debian Linux, None.Asserts, RELOC, SPIR, LLVM 15. 
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Platform #1 [The pocl project] 
* Device #1: cpu-penryn-1nte1(R) core(TM) 17-8700K CPU 3.70GHz, 1435/2934 MB (51 
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Minimum password length supported by kernel: 0 
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Counting lines in /usr/share/responder/10gs/SM8-NTLMv2-ssp-10.ø.2.88. txt. Please b 
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Task 3: Create Rainbow Tables and Use them to crack hashes

Which hash would you select from Wirtgen?

NTLM
There are different hash types present in the list. What are they used for?

MD5:
 
MD5 was widely used for integrity checking and checksums. However, it is considered cryptographically broken and unsuitable for security purposes due to vulnerabilities.
 
SHA-256 (Secure Hash Algorithm 256-bit):
 
Utilising a 64-character hexadecimal string SHA-256 is commonly used for cryptographic applications and digital signatures. It provides a higher level of security than MD5 and SHA-1 and is part of the SHA-2 family.
 
bcrypt:
 
Utilising a Variable-length text string. bcrypt is a key derivation function designed for password hashing. It incorporates a salt and a cost factor to make it computationally expensive, providing resistance against brute-force attacks.
 
Argon2:
 
Argon2 is a key derivation function that won the Password Hashing Competition. It's designed for memory-hardness, making it resistant to parallel and GPU-based attacks. It's commonly used for secure password hashing. Argon2 uses a Variable-length text string.

 
LM Hash (LAN Manager):
 
Rarely presented as a full hash but often as two separate 16-character halves. LM Hash is an older Windows password hashing method. However, it is considered insecure due to its fixed 56-bit key.



Generating tables, gathering hashes, cracking passwords
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Did you get an error? If No, why? What error did you get? Do research and troubleshoot the error. 

Had initial errors installing the program. Had to research methods to turn off all security on the system as it was being picked up as a virus. 

Due to this I had no errors when running the program. Likely the error in the demonstration was due to antivirus or windows defender blocking the program from executing. Alternatively, command prompt may not have been run in an elevated state. To remove the error, remove all antivirus and app protection tools in windows. This is best done in the registry as its stops them auto re-enabling. Furthermore, cmd should be run in an elevated state to ensure full privileges. 
What is your understanding on the entire process of using Winrtgen, Rainbow Crack and Pwdump Tools. 

It simulates an attack scenario whereby an attacker has gained control of a host. 
 
First, we are generating a rainbow table with parameters that match are expected target 
 
Next, by entering the WMIC command we are querying information about user accounts including their SID. Once we have obtained account information, we use pwdump to extract the password hashes associated with previously enumerated accounts. 
 
PWdump then access then SAM database and extracts the hashed password information including both NTML and LM hashes. 
 
Now with hashes and a rainbow table we can combine the two to attempt password cracking. If succesful we end up with plain text passwords for further compromising the target. 



How did Pwdump tools gather the password hashes?

By first extracting information from the first issued WMIC command then pwdump accesses the SAM database where it can associate previously collecting information and parse hashes. 
 
List out the similar tools available to gather password hashes with illustration.
 
Responder:
As previously demonsrated responder can utilise an LLMNR/NBT-NS attack to capture passwords as they are entered. 
 
Wireshark:
It’s possible to capture hashes via Wireshark as passwords are transmitted over the network. 
 
Mimikatz:
Mimikatz is known for its ability to perform pass-the-hash attacks by extracting password hashes from the LSASS process.'
 
Cain and Abel:
Cain and Abel can capture passwords and hashes using various techniques like ARP spoofing, brute-force attacks, and dictionary attacks.

Document with adequate screenshot (either using Rainbow Crack tool or any other equivalent tools) the steps to search hashes using rainbow tables and display the cracked passwords.
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Troubleshoot the error and succeed cracking the password.

Was unsuccessful utilsing Rainbow Crack. However, moved over to ophcrack and successfully cracked passwords. Accomplished the process as follows: 
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Alternate Tool

Original tool: RainbowCrack
Alternate tool: OphCrack

What is OphCrack?
 
Ophcrack is an open-source password cracking tool designed for recovering Windows passwords [1]. It utilizes rainbow tables, precomputed tables of password hashes, to perform offline attacks on Windows LM (LAN Manager) and NTLM (New Technology LAN Manager) hashes [2]. By analysing captured password hashes from a system, Ophcrack attempts to match them against entries in its rainbow tables [2], effectively "cracking" the passwords. Ophcrack's approach is particularly effective against weak and easily guessable passwords. However, its success depends on the strength of the passwords and the availability of suitable rainbow tables.
Demonstration
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Results
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Comparison

Both tools provide functionality for cracking passwords utilising rainbow tables however their key differences that will be highlighted. Firstly, Rainbow crack utilises user generated tables, this adds an additional level of complexity and time to the process which is not always suitable for the objective. 

Conversely, I found Ophcrack to much easier to implement with tables being a few clicks a way at the installation website. 

Furthermore, I found Rainbow crack to not be effective in cracking the passwords, which I think was in part to table being used. Again, this highlights an issue as it’s easy to make a mistake generating a custom table essentially making your attempt void. Ophcrack on the other hand succesfully cracked 3/5 passwords the 2 outstanding were extremely obscure so are unlikely to be on Rainbow Tables

Conclusion

To conclude, I had a much better experience with Ophcrack. Not only the implementation, but also the interaction and most importantly information extraction. Rainbow Crack feels very outdated and with a steep learning curve. Potentially, with the right set of custom-built tables its utility would start to come forth. However, when there are alternatives that can preloaded with tables it’s difficult to understand circumstances where Rainbow crack would not be inferior. Overall, would use Ophcrack in place of Rainbow crack for future endeavours. 
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