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[bookmark: _Toc39525762]Introduction
Since the implementation of the new database management system, LZestates LTD. has grown as a business and the demand for their services has increased significantly. As their team expands rapidly, the security risks grow accordingly. Risks related to unfair practise in the face of their own team members. This could lead to large unexpected losses and unauthorised manipulation of sensitive information. In order to identify and stop the breaches, there is a need of applying security measurements, different from the already existing ones.
This paper is concerned with presenting the security approaches taken for solving these issues and a detailed description of the use of the new functionalities that have been implemented. Some basic terms and situations are explained and different security breach scenarios were tested.
An assumption is made that the fraudulent activities had been taken place on the Booking table of the database (instead of Sales table) because the database design does not include a table named Sales. The main security measures taken, such as triggers, are accommodated to audit the Booking table. Also, for the purpose of the Assignment, different user login accounts were created.

[bookmark: _Toc39525763]Database Security Measures – triggers
Triggers can be defined as entity units which launch a specific action, whenever a condition is met. The action itself can be a stored procedure, or a set of instructions that can draw an event or call another trigger. The conditions that have to be met can vary as well. They can be a date/time condition or another event (Colley, 2012). In this context, triggers can be used for auditing purposes.
In a response to the LZestates management team’s concerns, several triggers were created with the simple purpose of monitoring the staff’s activities on the database. Whenever the database structure is modified (tables created, changed or deleted) or records are added, updated or deleted from the Booking table, a trigger is going to be launched, recording the data into a log table which will hold the information around each event. 
[bookmark: _Toc39525764]DDL Trigger
The first trigger created concerns the database level and more specifically the manipulation with tables. It is called tr_AuditLZestates_tables. Its function is to extract and store data such as: the database name, the name of the table that is being manipulated, the event type, the login name of the user who is doing the manipulation, the exact SQL command used and the exact date and time the event is occurring. The extraction of this data is done by the use of the built-in function EVENTDATA(). It is a DDL trigger function that returns the details of the event in XML format (Raiyani, 2019). The creation of the trigger looks like this:
[image: ]
Figure 1. Creating the DDL trigger
In order for the trigger to work properly, a table was created to hold the extracted information – PRGDatabaseAudit. 
The following figure shows some test queries that were executed during the process and the results they returned in the PRGDatabaseAudit table.
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[bookmark: _Ref39403450][bookmark: _Ref39403442]Figure 2. PRGDatabaseAudit table
It is visible from Figure 2 how the function Eventdata() stores the information about the database name, the table name, different event types, different login names and the exact command that was entered. After, the GetDate() functions shows the exact date and time, when the event occurred. 
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[bookmark: _Toc39525766]DML trigger that responds to Insert commands on table Booking
DML triggers are fired when a certain DML (data manipulation language) event is executed. In other words, they are concerned with INSERT, DELETE and UPDATE statements on a table or a view. The operation of these triggers is supported by two in-built structures used by SQL Server to hold a copy of the occurring DML statements. These structures are the inserted and deleted tables. They are used by AFTER triggers to manipulate the records that have been inserted or deleted.
Taking into consideration the customer’s requirements to monitor and log the activities on the Booking table of their database, AFTER triggers were created which fire whenever an entry is made. They store the information in a table called PRGBookingAudit. For each operation (insert, update or delete), a corresponding trigger is made that stores the data in this specific table. 
The trigger that responds to INSERT commands looks like this:
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Figure 3. DML trigger (INSERT)
The table that holds the extracted data by the trigger is shown in the figure below. It consists of an ID of the audit entry and a field containing detailed information about the event.
[image: ]
[bookmark: _Ref39416928]Figure 4. Inserted log
The extraction of data in DML triggers is done differently from DDL ones. For example, the extraction of the user login name is done by using functions such as CURRENT_USER(), USER_NAME() and SUSER_NAME(). Some test queries were executed, which show the different outcome of using different functions. The results can be seen in Figure 4. In log entry with ID = 7, the function EVENTDATA() was used, which returns NULL when used in a DML statement. The log entries with ID = 8, 9 and 10 were made using the functions CURRENT_USER and USER_NAME(). These functions will always return ‘dbo’ when the operation is done using a sysadmin access user login. This is why SUSER_NAME() was used. It shows the login name for the current security context. 
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Figure 5. Test queries
For each statement executed, there are 2 rows affected – one row is inserted in the Booking table and one row is inserted in the audit table.
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The trigger responding to the DELETE statements has the same logic and structure as the INSERT ones. The difference is that it uses the in-built deleted table, instead of the inserted. 
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Figure 6. DML trigger (DELETE)
The results are as it follows:
[image: ]
Figure 7. Test results
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Figure 8. DML trigger (UPDATE)
The update trigger makes use of both in-built tables. It stores the updated data in the inserted table and the old data in the deleted table. So, to make a log entry in the audit table a temporary table is used (#TempTable) which will hold the updated data (@new) and the old data (@old) for each field. Then a loop is created that will go through all the table fields, comparing the updated data with the old data, in order to locate which field was updated. Last, it will insert the data in the audit table and delete the entry from the temporary table.
The test queries executed are as follows:
[image: ]
Figure 9.Test queries
After testing, the results shown in the audit table look like this:
[image: ]
Figure 10. Test results
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a. [bookmark: _Toc39525770]Transaction
A transaction is a logical processing component which consists of one or more SQL statements and is considered a single unit of work. In real life the SQL statements can be seen as database requests. The transaction updates the database from one consistent state to another, while all the integrity constraints are satisfied. During the execution, the database might fall into temporary inconsistent state. It may change the content of the database or it can simply retrieve data from it (read-only transaction) (Guru99, 2020).
If a transaction is executed improperly or is not completed, there is a possibility of a major fail in the database. This is why transactions have several properties that need to be fulfilled.
b. [bookmark: _Toc39525771]ACID Properties
 ACID stands for Atomicity, Consistency, Isolation, and Durability. These are the properties that ensure a transaction is properly executed without compromising the integrity of the database (Guru99, 2020). 
· Atomicity – this property implies that a transaction and all its operations must be completed entirely. Partial execution is not acceptable.
· Consistency – the database must keep its consistent state permanently, before and after the execution of the transaction.
· Isolation – while a transaction is executing, the data that it uses should not be available to other simultaneously running transactions, before it is completed.
· Durability – once the transaction reaches committed state (completes), the changes in the database should stay permanent.
c. [bookmark: _Toc39525772]Concurrency
A database is a shared resource which in many cases is being accessed by multiple users simultaneously. There are no issues when these users are only performing read-only transactions. But when writing operations are involved and two or more transactions run concurrently and use the same data, conflicts might occur and data integrity might be at risk. Some of the issues that might come up are Lost Updates, Unrepeatable Read and Dirty Read.
1. Lost Update – this can happen when two or more concurrent transactions use the same data record and update it simultaneously. This way, only one of the updates gets written, so the rest are practically lost. For example, if a company with several branches use a common database and two customers are buying the same product at the same time, the two transactions are executed concurrently.
[image: ]
Figure 11. Lost Update (Mihalcea, 2017)
The figure above shows the series of operations that can lead to a lost update. It is visible that the second transaction should have read the initial quantity as 6 instead of 7 and overwrites the result, thus losing the update made by the first transaction.
2. Non-repeatable read – this issue arises when the same transaction attempts to read the same data record several times and each time it reads a different value. This might occur when during the read operation, another transaction uses the same data record and updates it. That way, the first transaction is going to get different results each time.
[image: ]
Figure 12. Non-repeatable Read (Mihalcea, 2019)
3. Dirty read -  while a transaction is currently running, there are changes made to the data that are not committed. When another transaction is allowed to read those changes there is a chance that the first transaction might roll back. If this happens, the values read by the second transaction are not valid anymore (Guru99, 2020). The following figure shows the sequence of operations in detail:
[image: ]
[bookmark: _Ref39524569]Figure 13. Dirty Read (Source - author)
d. [bookmark: _Toc39525773]Two-Phase Locking
In order for these conflicts to be prevented, concurrency control needs to be applied. There are several concurrency control protocols that imply different amount of concurrency allowed. Each of them has different benefits. Some of them are: Timestamp-based protocols, Validation-based protocols, Lock-based protocols. This paper discusses lock-based protocols and more specifically - the Two-Phase Locking Protocol.
A lock is a mechanism for controlling access to data items during concurrent transactions. It is a feature of the transaction which is acquired by sending a request to the concurrency control manager. The lock is applied to the data item only when permission is granted (Guru99, 2020).
There are two types of locked modes: exclusive and shared. A shred lock means that the data unit that is locked can be read by multiple transactions simultaneously. If a write operation is requested by a transaction, it needs to wait for the shared lock to be released. Respectively, an exclusive lock means that both read and write operations can be executed on the locked item by a transaction, without giving access to that item to other transactions until it is being committed (Guru99, 2020).
Two-phase locking is a gradual mechanism where a transaction acquires all locks needed for execution of its operations (first phase) and releases them after they are completed (second phase). During the first phase the transaction does not unlock any data. The moment second phase starts, the transaction starts to unlock the data without acquiring any more locks. This is how serializability is ensured. 
The two-phase locking process may be useful for the example in Figure 13. If all data items needed for Transaction 1 are locked, the operations will be executed and only then the lock of the Quantity field will be released and Transaction 2 will be able to read the correct data.
[bookmark: _Toc39525774]CONCLUSION
Dealing with large and shared databases with multiple users requires a vigilant control over access permissions and data manipulation mechanisms. Securing sensitive data to be compromised or corrupted is a main concern for the management team of every company. That is why a monitoring system on the processes being executed is needed. In LZestates this type of system is being delivered by implementing some basic auditing triggers, which log the needed information in a separate table of the database. It responds to the customer’s needs and is an easy way of resolving a number of security issues.
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