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Introduction
In this report, some solutions for the To- Rent estate agent will be explained and showed. Some of the solutions are to implement triggers into the database to have control over the creation, update and elimination of tables inside the database and have control as well in the insert, delete and update over the table lease. 
For another hand, some topics will be discussed as Transaction, concurrency, the three anomalies, and two-phase locking.


Definitions
First DDL, DML, and database triggers need to be explained.
DDL (Data Definition Language) is a language that is focused on modifying the structure of the database by creating, altering, or dropping tables, views, schemas, etc.
DML (Data Manipulation Language) is a language that uses commands to let the user modify data inside of a database by inserting, deleting, or updating tables and existing data. 
Database Audit
A database trigger is a code that runs immediately after a predefined event is stored. It is used to ensure the performance of similar actions is organized. Although implementation differs, the triggers support all major relational databases.
Respect to the requirements asked by the company about the fraudulent manipulation of database tables. A solution was created using a DDL database trigger that will store data when a table inside of the database will be created, altered, or deleted.  The data will be stored inside a table that stores the next data database name, table name, event type, username, SQL command used, and date (Figure 1) 
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(Figure 1)
The image shows an example of table creation and the information saved inside the table created for audit. This information is the name of the database where the operation was done in this case is DMS_Re_Assigment, name of the table created test_audit, operation type done CREATE_TABLE, the user responsible for this operation DESKTOP-M3KPGOG/marco, the SQL command used, and the date of the operation Jan 5, 2021, 8:49 PM.
With this information is possible to identify any unfair alteration of tables and the responsibility for this. So, if any staff do a fraudulent use of the database will be recorded inside the table for future revision. 
Lease table audit
In this part of the report, a solution for the fraudulent use of the table lease will be discussed.
As the company realized that some staff is making bad use of the table inserting, deleting, or updating new clients or leased properties. The proposed solution for this is to create DML triggers over the table leased for inserting or deleting and another one for updating. 
A table will be created to have a record of the operations done over the lease table. This table will keep the next data property ID, client ID, staff ID, date of the operation, and the operation done. For insert and elimination of data, the table will show in the operation part ‘INS’ when some data are inserted and ‘DEL’ when some data are deleted (Figure 2).
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Description automatically generated]
(Figure 2)
For updates in the table is required to save the old and new data to see what was changed. In this case, the table looks the same as the previous one but in the operation will be displayed ‘UPNEW’ which refers to the data that was updated, and ‘UPOLD’ that refers to the data that was deleted. To know which changes were made is necessary to compare UPNEW and UPOLD (Figure 3). 
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Description automatically generated]
(Figure 3)
As is showed in this table the property was inserted with an ID of 0002. After the insertion, the data will be updated by changing the property Id to another property ID but keeping the same client ID. As is possible to see on UPNEW the property ID is 0003 and in UPOLD is 0002 which means that the property ID was changed.
Transaction and Concurrency.
In this part, the term transaction and concurrency in Database manage System will be discussed. 
· Transaction:

A transaction is a logical unit for data retrieval or changes that is individually performed. As a "unit of work" that is accomplished inside a database design environment, experts speak about a database transaction. 

Database transfers must be atomic, consistent, independent, and robust in relational databases, outlined as the acronym for ACID. Engineers need to look at the design and usage of a database structure and find out whether or not it follows the ACID model.


· Concurrency:
Concurrency is the ability of databases to allow multiple users to influence multiple transactions. This is one of the key characteristics that distinguish a database, such as spreadsheets, from other types of data storage.
Databases are exceptional in their ability to provide concurrency. Databases are often related to spreadsheets or other flat file storage systems, but they vary in one significant respect.
Spreadsheets are unable to give many users the option to access and operate on separate data in the same file because they are closed to all users after the first user opens the file. The file can be accessed by other people, but the files can not be modified.
Properties of transactions.
The transaction has four properties that can be summarized on ACID. These properties are:
· Atomicity.
A transaction must be complete, saved (committed), or reversed in full (rolled back). Selling in a ledger of a department store illustrates a situation illustrating atomicity, e.g. the sale consists of a decrease of inventory and a record of incoming cash. Either both exist together or do not occur-all it's or nothing.
· Consistency.
The transaction, as it was before the transaction, must be completely consistent with the status of the database. In other words, the transaction can't escape the limits of the database. For eg, if the Phone Number column of a database table may include only numerals, consistency dictates that transactions that try to insert an alphabetical letter do not commit.

· Isolation.
Transactions must be unavailable for other transactions until the transaction is finished. Which gives to the transaction the ability of isolation. 
· Durability.
Transaction modification needs to be available even if any fail happens inside the database giving durability to these. 
These properties are necessary as they give good functionality to the database and avoids any errors in the database. 
Some of these properties are user responsibility when the transactions are done as atomicity if any entity depends on the other one and any modification done by the user must be done on both entities not only one.  For another hand, consistency is another property depending on the user as the user needs to introduce the correct data type for each entity if not an error could happen.
Anomalies.
An anomaly in the database happens when the data inserted does not correspond with the data type of the entities inside of a table. Some of the most popular anomalies are dirty read, unrepeatable read, and lost update.
· Dirty read.
Dirty read is the state of uncommitted data reading in this case since we do not know the results of the open exchange, we are not aware of the accuracy of the data read (s). The open transaction can be completed with rollback after reading the uncommitted data. On the other hand, a transparent contract can effectively complete its actions.


· Unrepeatable read.
An unrepeatable reading is one in which it is not possible to promise that data read twice during the same transaction would contain the same value. Another transaction may have nipped in and changed the value between the two reads, based on the isolation stage.
Unrepeatable readings arise when data reading only locks the data for the duration of the reading rather than for the duration of the transaction at lower isolation speeds. This conduct might often be entirely desirable. Some systems will like to know the absolute value, even mid-transaction, in real-time, whereas other types of transactions may need to read the same value several times.
· Lost update.
When two separate transactions seek to edit the same column on the same row inside a database at the same time, a lost update occurs. Currently, one transaction updates a certain column in a particular row, while another transaction, which started quite soon after, did not see this change until updating the same amount on its own.
Some examples of each anomaly could be:
· Dirty read example.
A person wants to buy some staff in a web store like Amazon. So the user wants to buy a new laptop and he added the laptop to the basket. 
On the other side of the website, the stock of this laptop is reduced by one sending a message to the provider that is one less in stock, so the supplier can restock. 
But when the user wants to pay for the laptop unfortunately in his card is not enough money to buy, so the transaction is rolled back increasing by one. So the stock shows now is not the same as the stock sent to the supplier this is considered dirty data.

· Unrepeatable read example.
For this example imagine that a company has a database with the price of different products. So a client is looking for a specific product to buy. 
The client found the product that wants but is left in stock so decide to buy it, but at the same time, an employee of the company is updating the database to put the stock of the product equal to zero as someone buy the last product just moments before.
The client is finishing to buy and pay it with the knowledge of one is left but in stock is not more left. As the client did not reload the page to check the stock.
Two options could happen first the transaction could finish in an error as is not any product in stock or second that the company sends information to the client after the purchasing saying that the product is out of stock and when they have more items available they will send it. 
· Lost update example.
For this example, a case is a person that has to work which means two salaries coming from different employers. A person who has an account balance of 2000£ is going to receive two payments from different employers. 
One employer is on the way to pay the salary amount od 1000£ which update the account balance to 3000£, but at the same time, the other employer sent the salary amount of 900£ which will increase the balance to 2900£. So at this time, the salary is going to be checked at the ATM and it shows 2900£ which means that the first update was lost. 


Two-phase locking.
Two-phase locking is a DBMS concurrency control mechanism that guarantees serializability by adding a lock to transaction data that prevents other transactions from concurrently accessing the same data. The Two-Step Locking Protocol helps to remove the issue of DBMS competition.
The locking has three parts: 
· In the first part, the transaction continues to run, requesting authorization for the locks it uses.
· In the second part, all the locks are acquired by a transaction. The third step begins when a transaction drops its first lock.
· In the third part, the transaction is unable to claim any new locks. It just unlocks the obtained locks instead.
Every transaction can make a lock or unlock request in two steps using the Two-Phase Locking protocol:
· Growing process: In this phase, locks can be obtained, but no locks can be released.

· Shrinking Process: A transaction can release locks in this phase but not obtain any new locks
Two-phase lock applied to the previous example of dirty read. 
In the growing phase, the process done by the client will lock the stock so it cannot be updated until the client finish to buy the product.


At this part, the process to send the notification of out of stock is locked until the client finishes the process.
In the shrinking phase, the client finishes the payment unlocking the first process, which unlocks the second process so the notification can be sent to the supplier.
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