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[bookmark: _Toc530926812]Abstract
[bookmark: _GoBack]The purpose of this report is to provide an explanation on the threat of ransomware to computer systems and small to medium sized companies. The report will clarify the meaning of ransomware in particular the crytowall ransomware virus and highlight the steps required to prevent infection and also measures to take after computer systems are infected by the virus.
[bookmark: _Toc530926813]Introduction
Computer virus provides a serious threat to business, the topic of this report will be an investigation into malware, specifically the cryptowall ransomware virus. The report is for leaders or directors of small companies not technical members of staff who need to be aware of the serious issues malware can cause.  The aims and objectives are to explain clearly what ransomware is and also the preventive and protective measures that can be taken to minimise the risk to small companies.
[bookmark: _Toc530926814]1. Computer virus and Trojan horse
A computer virus is usually attached as an executable file and will remain dormant on the system until the program is run [1]. The host program will usually continue to run after it’s executed alongside the activated virus [2]. The user running the infected computer may be unaware for some time the virus is active. Trojan horse a term derived from the Greek story of the Trojan war, is a malicious piece of software disguised to the user as something helpful or legitimate.
[bookmark: _Toc530926815]2.  How they can infect systems
There are a multitude of ways in which computer systems can become infected by a virus or trojan, for the purpose of this paper the most common will be noted. 
· Clicking on links within an email message
· Downloading files from untrusted websites
· Infected USB memory stick
· Social media messages containing harmful links
[bookmark: _Toc530926816]3.Ransomware
[bookmark: _Toc530926817]3.1 What is ransomware
Ransomware is a form of malicious software or malware that is more complex than a typical virus or trojan. This type of malware will encrypt certain files or an entire drive [3] then a demand for the ransom will come in the form of payment with the ultimatum being the deletion of the encrypted files. This is in contrast to a virus or trojan in that its sole purpose is prevent the user having access to data and demanding payment for its return. It’s not advised to enter into any form of payment as even with a payment being made there is no guarantee of access being given to your data [4]
[bookmark: _Toc530926818]3.2 How ransomware works
Since it first appeared in 2014 ransomware has evolved significantly which has made the malware more difficult to detect and remove [4]. The following methods are the most common ways systems are infected
· Phishing emails, an email where the user is tricked into clicking on something
· Exploit kit, a system or application deficiency where ransomware is hidden within the operating system, installed applications or a website.
· Malicious ads, advertisements online which look harmless but contain the ransomware once clicked on [6]
Once the code is on the computer it then starts to search the system for files to encrypt, there is a huge variety of files it’s capable of encrypting highlighted in the graphic below [6]. 
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Once the file types have been found cryptowall will begin encryption using military grade encryption which makes it very difficult to decrypt without the security key.
[bookmark: _Toc530926819]3.3 Protection/prevention against attacks
Protection for small business will come in the form of a robust security policy and staff members being careful to follow some business rules for computer use, the main points for protection and prevention are shown in the graphic below [7].
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[bookmark: _Toc530926820]4. Conclusion
The analysis from this paper has shown ransomware to be a particular nasty form of malware that once injected into the system is very difficult to recover from due to the level of encryption applied to the data. This could have a huge impact on a small business as shown by the file types affected by the ransomware. Payment or negotiation with the developers is not advisable.



[bookmark: _Toc530926821]5. Recommendations
Further investigation from the findings of this report are having a robust back up plan for small business to ensure recovery from potential attacks and provide business continuity. The training of staff and raising awareness of simple things such as clicking on email attachments from unknown or untrusted sources.



Contents
Abstract	2
Introduction	2
1. Computer virus and Trojan horse	2
2.  How they can infect systems	2
3.Ransomware	2
3.1 What is ransomware	2
3.2 How ransomware works	2
3.3 Protection/prevention against attacks	4
4. Conclusion	4
5. Recommendations	5
6. Appendices	7




[bookmark: _Toc530926822]6. Appendices

	[1] 
	Kapersky, “Threats,” [Online]. Available: https://www.kaspersky.co.uk/resource-center/threats/viruses-worms. [Accessed 21 November 2018].

	[2] 
	Cisco, “Virus-differences,” 14 June 2018. [Online]. Available: https://www.cisco.com/c/en/us/about/security-center/virus-differences.html. [Accessed 21 November 2018].

	[3] 
	A. b. a. S. employee, “Malware,” Norton, [Online]. Available: https://us.norton.com/internetsecurity-malware-ransomware.html. [Accessed 21st November 2018].

	[4] 
	L. Mathews, “Why You Should Never Pay A Ransomware Ransom,” 9 March 2018. [Online]. Available: https://www.forbes.com/sites/leemathews/2018/03/09/why-you-should-never-pay-a-ransomware-ransom/#346b4f741753. [Accessed 21 November 2018].

	[5] 
	J. Petters, “The State of CryptoWall in 2018,” 6 January 2018. [Online]. Available: https://www.varonis.com/blog/cryptowall/. [Accessed 21 November 2018].

	[6] 
	J. Petters, “The State of Cryptowall in 2018,” 6 January 2018. [Online]. Available: https://www.varonis.com/blog/cryptowall/. [Accessed 21 November 2018].

	[7] 
	J. Petters, “The State of CryptoWall in 2018,” 6 January 2018. [Online]. Available: https://www.varonis.com/blog/cryptowall/. [Accessed 21 January 2018].

	[8] 
	J. Petters, “The State of CryptoWall in 2018,” 1 January 2018. [Online]. Available: https://www.varonis.com/blog/cryptowall/. [Accessed 21 November 2018].






















image1.png
FILETYPES VULNERABLE TO

CRYPTOWALL ENCRYPTION

XSL

Excel Spreadsheet

WPD

WordPerfect Document

WB2

Webshats Picture Fie

TXT

Plant Text File

TEX

LaTeX Source Document

SWF

Shockwave Flash Movie

.SQL

Structured Query Language

-RTF

Rich Text Format File

.RAW

Raw Image Data File

PPT

PowerPoint Presentation

PNG

Portable Network Graphic

.PEM

Privacy Enhanced Mai Certficate

.PDF

Portable Document Format

.PDB

Program Database

PAS

Delphi Urit Source File

.ODT

‘OpenDocument Text Document

OBJ

Wavefront 30 Object File:

.MSG

Outlook Mall Message

.MPG

MPEG Video File

.MP3

MP3 Audio File

LUA

Lua Source File

KEY

Software License Key File

JPG

Joint Photographic Experts Group.

-HPP

o+ Hoader Fle

GIF

Graphical Interchange Format File

.EPS

Encapsulated PostScrpt Fle

.DTD

Document Type Definton File

.DOC

MicrosoftWord Document

.DER

DER Certifcate File

CRT

Security Certiicate

.CPP

G+ Source Code File

.CER

Interet Security Certicate

.BMP

Bitmap Image File

.BAY

Casio RAW Image

R\

Audio Video Inerleave File

AVA

‘AvaaBook eBook

N\ varonis

.ASS

‘Aegisub Advanced Substation Alpha

.ASP

Active Server Page

JS

Javasaipt File

PY

Python Scipt

.PL

PertScript

MbileDevice Database ile

C

C++ Source Code File

H

C/CH10bjective-C Header File

-PS

PostScrpt Flle:

cs

# Source Code File

Objectve-C Implementation File

RealMedia File





image2.png
TIPS TO PREVENT POTENTIAL
RANSOMWARE ATTACKS

Keep your
7
7 @ 1 computer patched %?g 4 Don’t click the links.
~—— and up to date. —_—
2 Use an anti-virus ~— 5 Practice safe
scanner. browsing habits.
® Wt
3 Use a firewall. 6 Back up your files.

N\ varonis




